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1. Introduction

Many cryptographic protocols require a procedure that encodes an arbitrary input, e.g., a
password, to a point on an elliptic curve. This procedure is known as hashing to an elliptic curve,
where the hashing procedure provides collision resistance and does not reveal the discrete
logarithm of the output point. Prominent examples of cryptosystems that hash to elliptic curves
include password-authenticated key exchanges [BM92] [J96] [BMP00] [p1363.2], Identity-Based
Encryption [BF01], Boneh-Lynn-Shacham signatures [BLS01] [BLS-SIG], Verifiable Random
Functions [MRV99] [VRF], and Oblivious Pseudorandom Functions [NR97] [OPRFs].

Unfortunately for implementors, the precise hash function that is suitable for a given protocol
implemented using a given elliptic curve is often unclear from the protocol's description.
Meanwhile, an incorrect choice of hash function can have disastrous consequences for security.

This document aims to bridge this gap by providing a comprehensive set of recommended
algorithms for a range of curve types. Each algorithm conforms to a common interface: it takes
as input an arbitrary-length byte string and produces as output a point on an elliptic curve. We
provide implementation details for each algorithm, describe the security rationale behind each
recommendation, and give guidance for elliptic curves that are not explicitly covered. We also
present optimized implementations for internal functions used by these algorithms.

Readers wishing to quickly specify or implement a conforming hash function should consult
Section 8, which lists recommended hash-to-curve suites and describes both how to implement
an existing suite and how to specify a new one.

This document does not specify probabilistic rejection sampling methods, sometimes referred to
as "try-and-increment” or "hunt-and-peck,” because the goal is to specify algorithms that can
plausibly be computed in constant time. Use of these probabilistic rejection methods is NOT
RECOMMENDED, because they have been a perennial cause of side-channel vulnerabilities. See
Dragonblood [VR20] as one example of this problem in practice, and see Appendix A for an
informal description of rejection sampling methods and the timing side-channels they introduce.

This document represents the consensus of the Crypto Forum Research Group (CFRG).

1.1. Requirements Notation

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD", "SHOULD
NOT", "RECOMMENDED", "NOT RECOMMENDED", "MAY", and "OPTIONAL" in this document are to
be interpreted as described in BCP 14 [RFC2119] [RFC8174] when, and only when, they appear in
all capitals, as shown here.
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2. Background

2.1. Elliptic Curves

The following is a brief definition of elliptic curves, with an emphasis on important parameters
and their relation to hashing to curves. For further reference on elliptic curves, consult
[CFADLNVO0S5] or [WO08].

Let F be the finite field GF(q) of prime characteristic p > 3. (This document does not consider
elliptic curves over fields of characteristic 2 or 3.) In most cases, F is a prime field, so q = p.
Otherwise, F is an extension field, so q = pAm for an integer m > 1. This document writes
elements of extension fields in a primitive element or polynomial basis, i.e., as a vector of m
elements of GF(p) written in ascending order by degree. The entries of this vector are indexed in
ascending order starting from 1, i.e., x = (x_1, X_2, ..., x_m). For example, if q = p~2 and the
primitive element basis is (1, I), then x = (a, b) corresponds to the elementa + b * I, wherex_1=a
and x_2 = b. (Note that all choices of basis are isomorphic, but certain choices may result in a
more efficient implementation; this document does not make any particular assumptions about
choice of basis.)

An elliptic curve E is specified by an equation in two variables and a finite field F. An elliptic
curve equation takes one of several standard forms, including (but not limited to) Weierstrass,
Montgomery, and Edwards.

The curve E induces an algebraic group of order n, meaning that the group has n distinct
elements. (This document uses additive notation for the elliptic curve group operation.) Elements
of an elliptic curve group are points with affine coordinates (x, y) satisfying the curve equation,
where x and y are elements of F. In addition, all elliptic curve groups have a distinguished
element, the identity point, which acts as the identity element for the group operation. On certain
curves (including Weierstrass and Montgomery curves), the identity point cannot be represented
as an (¥, y) coordinate pair.

For security reasons, cryptographic applications of elliptic curves generally require using a
(sub)group of prime order. Let G be such a subgroup of the curve of prime order r, wheren=h *
r. In this equation, h is an integer called the cofactor. An algorithm that takes as input an
arbitrary point on the curve E and produces as output a point in the subgroup G of E is said to
"clear the cofactor." Such algorithms are discussed in Section 7.

Certain hash-to-curve algorithms restrict the form of the curve equation, the characteristic of the
field, or the parameters of the curve. For each algorithm presented, this document lists the
relevant restrictions.

The table below summarizes quantities relevant to hashing to curves:
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Symbol Meaning Relevance

Fq,p A finite field F of characteristicpand  For prime fields, q = p; otherwise, q =

#F = q = p/m. pAm and m>1.
E Elliptic curve. E is specified by an equation and a field F.
n Number of points on the elliptic n =h *r, for h and r defined below.
curve E.
G A prime-order subgroup of the points G is a destination group to which byte
onkE. strings are encoded.
r Order of G. r is a prime factor of n (usually, the

largest such factor).

h Cofactor, h >=1. h is an integer satisfyingn =h *r.

Table 1: Summary of Symbols and Their Definitions

2.2. Terminology

In this section, we define important terms used throughout the document.

2.2.1. Mappings

A mapping is a deterministic function from an element of the field F to a point on an elliptic
curve E defined over F.

In general, the set of all points that a mapping can produce over all possible inputs may be only a
subset of the points on an elliptic curve (i.e., the mapping may not be surjective). In addition, a
mapping may output the same point for two or more distinct inputs (i.e., the mapping may not be
injective). For example, consider a mapping from F to an elliptic curve having n points: if the
number of elements of F is not equal to n, then this mapping cannot be bijective (i.e., both
injective and surjective), since the mapping is defined to be deterministic.

Mappings may also be invertible, meaning that there is an efficient algorithm that, for any point
P output by the mapping, outputs an x in F such that applying the mapping to x outputs P. Some
of the mappings given in Section 6 are invertible, but this document does not discuss inversion
algorithms.

2.2.2. Encodings

Encodings are closely related to mappings. Like a mapping, an encoding is a function that
outputs a point on an elliptic curve. In contrast to a mapping, however, the input to an encoding
is an arbitrary-length byte string.

This document constructs deterministic encodings by composing a hash function Hf with a
deterministic mapping. In particular, Hf takes as input an arbitrary string and outputs an
element of F. The deterministic mapping takes that element as input and outputs a point on an
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elliptic curve E defined over F. Since Hf takes arbitrary-length byte strings as inputs, it cannot be
injective: the set of inputs is larger than the set of outputs, so there must be distinct inputs that
give the same output (i.e., there must be collisions). Thus, any encoding built from Hf is also not
injective.

Like mappings, encodings may be invertible, meaning that there is an efficient algorithm that, for
any point P output by the encoding, outputs a string s such that applying the encoding to s
outputs P. However, the instantiation of Hf used by all encodings specified in this document
(Section 5) is not invertible; thus, those encodings are also not invertible.

In some applications of hashing to elliptic curves, it is important that encodings do not leak
information through side channels. [VR20] is one example of this type of leakage leading to a
security vulnerability. See Section 10.3 for further discussion.

2.2.3. Random Oracle Encodings

A random-oracle encoding satisfies a strong property: it can be proved indifferentiable from a
random oracle [MRHO04] under a suitable assumption.

Both constructions described in Section 3 are indifferentiable from random oracles [MRH04]
when instantiated following the guidelines in this document. The constructions differ in their
output distributions: one gives a uniformly random point on the curve, the other gives a point
sampled from a nonuniform distribution.

A random-oracle encoding with a uniform output distribution is suitable for use in many
cryptographic protocols proven secure in the random-oracle model. See Section 10.1 for further
discussion.

2.2.4. Serialization

A procedure related to encoding is the conversion of an elliptic curve point to a bit string. This is
called serialization, and it is typically used for compactly storing or transmitting points. The
inverse operation, deserialization, converts a bit string to an elliptic curve point. For example,
[SEC1] and [p1363a] give standard methods for serialization and deserialization.

Deserialization is different from encoding in that only certain strings (namely, those output by
the serialization procedure) can be deserialized. In contrast, this document is concerned with
encodings from arbitrary strings to elliptic curve points. This document does not cover
serialization or deserialization.

2.2.5. Domain Separation

Cryptographic protocols proven secure in the random-oracle model are often analyzed under the
assumption that the random oracle only answers queries associated with that protocol (including
queries made by adversaries) [BR93]. In practice, this assumption does not hold if two protocols
use the same function to instantiate the random oracle. Concretely, consider protocols P1 and P2
that query a random-oracle RO: if P1 and P2 both query RO on the same value x, the security
analysis of one or both protocols may be invalidated.
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A common way of addressing this issue is called domain separation, which allows a single
random oracle to simulate multiple, independent oracles. This is effected by ensuring that each
simulated oracle sees queries that are distinct from those seen by all other simulated oracles. For
example, to simulate two oracles RO1 and RO2 given a single oracle RO, one might define

RO1(x)
RO2(x)

RO("ROT" || x)
RO("RO2" || x)

where | | is the concatenation operator. In this example, "RO1" and "RO2" are called domain
separation tags (DSTs); they ensure that queries to RO1 and RO2 cannot result in identical queries
to RO, meaning that it is safe to treat RO1 and RO2 as independent oracles.

In general, domain separation requires defining a distinct injective encoding for each oracle
being simulated. In the above example, "RO1" and "RO2" have the same length and thus satisfy
this requirement when used as prefixes. The algorithms specified in this document take a
different approach to ensuring injectivity; see Sections 5.3 and 10.7 for more details.

3. Encoding Byte Strings to Elliptic Curves

This section presents a general framework and interface for encoding byte strings to points on an
elliptic curve. The constructions in this section rely on three basic functions:

* The function hash_to_field hashes arbitrary-length byte strings to a list of one or more
elements of a finite field F; its implementation is defined in Section 5.
hash_to_field(msg, count)
Input:
- msg, a byte string containing the message to hash.

- count, the number of elements of F to output.

Output:
- (u_@, ..., u_(count - 1)), a list of field elements.

Steps: defined in Section 5.

* The function map_to_curve calculates a point on the elliptic curve E from an element of the
finite field F over which E is defined. Section 6 describes mappings for a range of curve
families.

map_to_curve(u)
Input: u, an element of field F.

Output: Q, a point on the elliptic curve E.
Steps: defined in Section 6.
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 The function clear_cofactor sends any point on the curve E to the subgroup G of E. Section 7
describes methods to perform this operation.

clear_cofactor(Q)

Input: Q, a point on the elliptic curve E.
Output: P, a point in G.
Steps: defined in Section 7.

The two encodings (Section 2.2.2) defined in this section have the same interface and are both
random-oracle encodings (Section 2.2.3). Both are implemented as a composition of the three

basic functions above. The difference between the two is that their outputs are sampled from
different distributions:

* encode_to_curve is a nonuniform encoding from byte strings to points in G. That is, the
distribution of its output is not uniformly random in G: the set of possible outputs of
encode_to_curve is only a fraction of the points in G, and some points in this set are more
likely to be output than others. Section 10.4 gives a more precise definition of
encode_to_curve's output distribution.

encode_to_curve(msg)

Input: msg, an arbitrary-length byte string.
Output: P, a point in G.

Steps:

1. u = hash_to_field(msg, 1)
2. Q = map_to_curve(u[0])

3. P = clear_cofactor(Q)

4. return P

* hash_to_curve is a uniform encoding from byte strings to points in G. That is, the distribution
of its output is statistically close to uniform in G.

This function is suitable for most applications requiring a random oracle returning points in
G, when instantiated with any of the map_to_curve functions described in Section 6. See
Section 10.1 for further discussion.

hash_to_curve(msg)

Input: msg, an arbitrary-length byte string.
Output: P, a point in G.

Steps:

1. u = hash_to_field(msg, 2)

2. Q0 = map_to_curve(u[0])

3. Q1 = map_to_curve(u[1])

4. R = Q0 + Q1 # Point addition
5. P = clear_cofactor(R)

6. return P
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Each hash-to-curve suite in Section 8 instantiates one of these encoding functions for a specific
elliptic curve.

3.1. Domain Separation Requirements

All uses of the encoding functions defined in this document MUST include domain separation
(Section 2.2.5) to avoid interfering with other uses of similar functionality.

Applications that instantiate multiple, independent instances of either hash_to_curve or
encode_to_curve MUST enforce domain separation between those instances. This requirement
applies in both the case of multiple instances targeting the same curve and the case of multiple
instances targeting different curves. (This is because the internal hash_to_field primitive (Section
5) requires domain separation to guarantee independent outputs.)

Domain separation is enforced with a domain separation tag (DST), which is a byte string
constructed according to the following requirements:

1. Tags MUST be supplied as the DST parameter to hash_to_field, as described in Section 5.

2. Tags MUST have nonzero length. A minimum length of 16 bytes is RECOMMENDED to reduce
the chance of collisions with other applications.

3. Tags SHOULD begin with a fixed identification string that is unique to the application.
4. Tags SHOULD include a version number.

5. For applications that define multiple ciphersuites, each ciphersuite's tag MUST be different.
For this purpose, it is RECOMMENDED to include a ciphersuite identifier in each tag.

6. For applications that use multiple encodings, to either the same curve or different curves,
each encoding MUST use a different tag. For this purpose, it is RECOMMENDED to include the
encoding's Suite ID (Section 8) in the domain separation tag. For independent encodings
based on the same suite, each tag SHOULD also include a distinct identifier, e.g., "ENC1" and
"ENC2".

As an example, consider a fictional application named Quux that defines several different
ciphersuites, each for a different curve. A reasonable choice of tag is "QUUX-V<xx>-CS<yy>-
<suiteID>", where <xx> and <yy> are two-digit numbers indicating the version and ciphersuite,
respectively, and <suiteID> is the Suite ID of the encoding used in ciphersuite <yy>.

As another example, consider a fictional application named Baz that requires two independent
random oracles to the same curve. Reasonable choices of tags for these oracles are "BAZ-V<xx>-
CS<yy>-<suiteID>-ENC1" and "BAZ-V<xx>-CS<yy>-<suiteID>-ENC2", respectively, where <xx>,
<yy>, and <suiteID> are as described above.

The example tags given above are assumed to be ASCII-encoded byte strings without null
termination, which is the RECOMMENDED format. Other encodings can be used, but in all cases
the encoding as a sequence of bytes MUST be specified unambiguously.
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4. Utility Functions

Algorithms in this document use the utility functions described below, plus standard arithmetic
operations (addition, multiplication, modular reduction, etc.) and elliptic curve point operations
(point addition and scalar multiplication).

For security, implementations of these functions SHOULD be constant time: in brief, this means
that execution time and memory access patterns SHOULD NOT depend on the values of secret
inputs, intermediate values, or outputs. For such constant-time implementations, all arithmetic,
comparisons, and assignments MUST also be implemented in constant time. Section 10.3 briefly
discusses constant-time security issues.

Guidance on implementing low-level operations (in constant time or otherwise) is beyond the
scope of this document; readers should consult standard reference material [MOV96]
[CFADLNVO5].

e CMOV(a, b, ¢): If c is False, CMOV returns a; otherwise, it returns b. For constant-time
implementations, this operation must run in a time that is independent of the value of c.

* AND, OR, NOT, and XOR are standard bitwise logical operators. For constant-time
implementations, short-circuit operators MUST be avoided.

* is_square(x): This function returns True whenever the value x is a square in the field F. By
Euler's criterion, this function can be calculated in constant time as

is_square(x) := { True, if x*((q - 1) / 2) is @ or 1 in F;
{ False, otherwise.

In certain extension fields, is_square can be computed in constant time more quickly than by
the above exponentiation. [AR13] and [S85] describe optimized methods for extension fields.
Appendix I.5 gives an optimized straight-line method for GF(p/2).

* sqrt(x): The sqrt operation is a multi-valued function, i.e., there exist two roots of x in the
field F whenever x is square (except when x = 0). To maintain compatibility across
implementations while allowing implementors leeway for optimizations, this document does
not require sqrt() to return a particular value. Instead, as explained in Section 6.4, any
function that calls sqrt also specifies how to determine the correct root.

The preferred way of computing square roots is to fix a deterministic algorithm particular to
F. We give several algorithms in Appendix I.

* sgn0(x): This function returns either 0 or 1 indicating the "sign" of X, where sgn0(x) == 1 just
when x is "negative". (In other words, this function always considers 0 to be positive.) Section
4.1 defines this function and discusses its implementation.

¢ inv0(x): This function returns the multiplicative inverse of x in F, extended to all of F by
fixing inv0(0) == 0. A straightforward way to implement inv0 in constant time is to compute
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invl(x) := x*(q - 2).

Notice that on input 0, the output is 0 as required. Certain fields may allow faster inversion
methods; detailed discussion of such methods is beyond the scope of this document.

* I20SP and OS2IP: These functions are used to convert a byte string to and from a non-
negative integer as described in [RFC8017]. (Note that these functions operate on byte strings
in big-endian byte order.)

*a | | b: denotes the concatenation of byte strings a and b. For example, "ABC" | | "DEF" ==
"ABCDEF".

* substr(str, sbegin, slen): For a byte string str, this function returns the slen-byte substring
starting at position shegin; positions are zero indexed. For example, substr("ABCDEFG", 2, 3)

=="CDE".
* len(str): For a byte string str, this function returns the length of str in bytes. For example,
len("ABC") == 3.

o strxor(strl, str2): For byte strings strl and str2, strxor(strl, str2) returns the bitwise XOR of
the two strings. For example, strxor("abc", "XYZ") == "9;9" (the strings in this example are
ASCII literals, but strxor is defined for arbitrary byte strings). In this document, strxor is only
applied to inputs of equal length.

4.1. The sgn0 Function

This section defines a generic sgn0 implementation that applies to any field F = GF(p~m). It also
gives simplified implementations for the cases F = GF(p) and F = GF(p/2).

The definition of the sgn0 function for extension fields relies on the polynomial basis or vector
representation of field elements, and iterates over the entire vector representation of the input
element. As a result, sgn0 depends on the primitive polynomial used to define the polynomial
basis; see Section 8 for more information about this basis, and see Section 2.1 for a discussion of
representing elements of extension fields as vectors.
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sgne(x)

Parameters:

- F, a finite field of characteristic p and order q = p”m.

- p, the characteristic of F (see immediately above).

- m, the extension degree of F, m >= 1 (see immediately above).

Input: x, an element of F.
Output: 0 or 1.

(%]
—+
[0}
o
()

(1, 2, ..., m):

= X_1 mod 2

= x_1==0

sign = sign OR (zero AND sign_i) # Avoid short-circuit logic ops
zero zero AND zero_i

return sign

nmimnmrEmkE3 =0

coONO PR WN =
N
D
=
(@]

When m == 1, sgn0 can be significantly simplified:

sgn@_m_eq_1(x)

Input: x, an element of GF(p).
Output: 0 or 1.

Steps:
1. return x mod 2

The case m == 2 is only slightly more complicated:

sgn@_m_eq_2(x)

Input: x, an element of GF(p”*2).
Output: 0 or 1.

Steps:
. sign_0® = x_0 mod 2
2. zero_® = x_0 == 0
3. sign_1 = x_1 mod 2
4. s = sign_B OR (zero_© AND sign_1) # Avoid short-circuit logic ops
5. return s

5. Hashing to a Finite Field

The hash_to_field function hashes a byte string msg of arbitrary length into one or more
elements of a field F. This function works in two steps: it first hashes the input byte string to
produce a uniformly random byte string, and then interprets this byte string as one or more
elements of F.
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For the first step, hash_to_field calls an auxiliary function expand_message. This document
defines two variants of expand_message: one appropriate for hash functions like SHA-2
[FIPS180-4] or SHA-3 [FIPS202], and another appropriate for extendable-output functions such as
SHAKE128 [FIPS202]. Security considerations for each expand_message variant are discussed
below (Sections 5.3.1 and 5.3.2).

Implementors MUST NOT use rejection sampling to generate a uniformly random element of F, to
ensure that the hash_to_field function is amenable to constant-time implementation. The reason
is that rejection sampling procedures are difficult to implement in constant time, and later well-
meaning "optimizations" may silently render an implementation non-constant-time. This means
that any hash_to_field function based on rejection sampling would be incompatible with
constant-time implementation.

The hash_to_field function is also suitable for securely hashing to scalars. For example, when
hashing to the scalar field for an elliptic curve (sub)group with prime order r, it suffices to
instantiate hash_to_field with target field GF(r).

The hash_to_field function is designed to be indifferentiable from a random oracle [MRHO04]
when expand_message (Section 5.3) is modeled as a random oracle (see Section 10.5 for details
about its indifferentiability). Ensuring indifferentiability requires care; to see why, consider a
prime p that is close to 3/4 * 2/256. Reducing a random 256-bit integer modulo this p yields a
value that is in the range [0, p / 3] with probability roughly 1/2, meaning that this value is
statistically far from uniform in [0, p - 1].

To control bias, hash_to_field instead uses random integers whose length is at least ceil(log2(p)) +
k bits, where k is the target security level for the suite in bits. Reducing such integers mod p gives
bias at most 2A-k for any p; this bias is appropriate when targeting k-bit security. For each such
integer, hash_to_field uses expand_message to obtain L uniform bytes, where

L = ceil((ceil(log2(p)) + k) / 8)
These uniform bytes are then interpreted as an integer via OS2IP. For example, for a 255-bit
prime p, and k = 128-bit security, L = ceil((255 + 128) / 8) = 48 bytes.
Note that k is an upper bound on the security level for the corresponding curve. See Section 10.8

for more details and Section 8.9 for guidelines on choosing k for a given curve.

5.1. Efficiency Considerations in Extension Fields

The hash_to_field function described in this section is inefficient for certain extension fields.
Specifically, when hashing to an element of the extension field GF(p~m), hash_to_field requires
expanding msg into m * L bytes (for L as defined above). For extension fields where log2(p) is
significantly smaller than the security level k, this approach is inefficient: it requires
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expand_message to output roughly m * log2(p) + m * k bits, whereas m * log2(p) + k bytes suffices
to generate an element of GF(p~Am) with bias at most 2/-k. In such cases, applications MAY use an
alternative hash_to_field function, provided it meets the following security requirements:

* The function MUST output one or more field elements that are uniformly random except
with bias at most 2A-k.

* The function MUST NOT use rejection sampling.
* The function SHOULD be amenable to straight-line implementations.

For example, Pornin [P20] describes a method for hashing to GF(9767/19) that meets these
requirements while using fewer output bits from expand_message than hash_to_field would for
that field.

5.2. hash_to_field Implementation

The following procedure implements hash_to_field.

The expand_message parameter to this function MUST conform to the requirements given in
Section 5.3. Section 3.1 discusses the REQUIRED method for constructing DST, the domain
separation tag. Note that hash_to_field may fail (ABORT) if expand_message fails.

hash_to_field(msg, count)

Parameters:

- DST, a domain separation tag (see Section 3.1).

- F, a finite field of characteristic p and order q = p”m.

- p, the characteristic of F (see immediately above).

- m, the extension degree of F, m >= 1 (see immediately above).

- L = ceil((ceil(log2(p)) + k) / 8), where k is the security
parameter of the suite (e.g., k = 128).

- expand_message, a function that expands a byte string and
domain separation tag into a uniformly random byte string
(see Section 5.3).

Input:
- msg, a byte string containing the message to hash.
- count, the number of elements of F to output.

Output:

- (u_@, ..., u_(count - 1)), a list of field elements.
Steps:

1. len_in_bytes = count * m * L

2. uniform_bytes = expand_message(msg, DST, len_in_bytes)
3. for i in (@, ..., count - 1):

4. for j in (0, ..., m - 1):

5. elm_offset = L * (j + i * m)

6. tv = substr(uniform_bytes, elm_offset, L)

7. e_j = 0S2IP(tv) mod p

8. u_i = (e_@, ..., e_(m- 1))

9. return (u_@, ..., u_(count - 1))
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5.3. expand_message

expand_message is a function that generates a uniformly random byte string. It takes three
arguments:

1. msg, a byte string containing the message to hash,
2. DST, a byte string that acts as a domain separation tag, and
3. len_in_bytes, the number of bytes to be generated.

This document defines the following two variants of expand_message:

* expand_message_xmd (Section 5.3.1) is appropriate for use with a wide range of hash
functions, including SHA-2 [FIPS180-4], SHA-3 [FIPS202], BLAKE2 [RFC7693], and others.

* expand_message_xof (Section 5.3.2) is appropriate for use with extendable-output functions
(XOFs), including functions in the SHAKE [FIPS202] or BLAKE2X [BLAKE2X] families.

These variants should suffice for the vast majority of use cases, but other variants are possible;
Section 5.3.4 discusses requirements.

5.3.1. expand_message_xmd

The expand_message_xmd function produces a uniformly random byte string using a
cryptographic hash function H that outputs b bits. For security, H MUST meet the following
requirements:

* The number of bits output by H MUST be b >= 2 * k, where Kk is the target security level in bits,
and b MUST be divisible by 8. The first requirement ensures k-bit collision resistance; the
second ensures uniformity of expand_message_xmd's output.

* H MAY be a Merkle-Damgaard hash function like SHA-2. In this case, security holds when the
underlying compression function is modeled as a random oracle [CDMPO5]. (See Section 10.6
for discussion.)

* H MAY be a sponge-based hash function like SHA-3 or BLAKE2. In this case, security holds
when the inner function is modeled as a random transformation or as a random
permutation [BDPV08].

* Otherwise, H MUST be a hash function that has been proved indifferentiable from a random
oracle [MRHO04] under a reasonable cryptographic assumption.

SHA-2 [FIPS180-4] and SHA-3 [FIPS202] are typical and RECOMMENDED choices. As an example,
for the 128-bit security level, b >= 256 bits and either SHA-256 or SHA3-256 would be an
appropriate choice.

The hash function H is assumed to work by repeatedly ingesting fixed-length blocks of data. The
length in bits of these blocks is called the input block size (s). As examples, s = 1024 for SHA-512
[FIPS180-4] and s = 576 for SHA3-512 [FIPS202]. For correctness, H requires b <=s.

The following procedure implements expand_message_xmd.
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expand_message_xmd(msg, DST, len_in_bytes)

Parameters:

- H, a hash function (see requirements above).

- b_in_bytes, b / 8 for b the output size of H in bits.
For example, for b = 256, b_in_bytes = 32.

- s_in_bytes, the input block size of H, measured in bytes (see
discussion above). For example, for SHA-256, s_in_bytes = 64.

Input:

- msg, a byte string.

- DST, a byte string of at most 255 bytes.
See below for information on using longer DSTs.

- len_in_bytes, the length of the requested output in bytes,
not greater than the lesser of (255 * b_in_bytes) or 2216-1.

Output:

- uniform_bytes, a byte string.

Steps:

1. ell = ceil(len_in_bytes / b_in_bytes)

2. ABORT if ell > 255 or len_in_bytes > 65535 or len(DST) > 255
3. DST_prime = DST || I20SP(len(DST), 1)

4. Z_pad = I20SP(@, s_in_bytes)

5. 1_i_b_str = I20SP(len_in_bytes, 2)

6. msg_prime = Z_pad || msg || l_i_b_str || I20SP(®, 1) || DST_prime
7. b_0 = H(msg_prime)

8. b_1 = H(b_@ || I20SP(1, 1) || DST_prime)

9. for i in (2, ..., ell):

10. b_i = H(strxor(b_0, b_(i - 1)) || I20SP(i, 1) || DST_prime)
11. uniform_bytes = b_1 || ... || b_ell

12. return substr(uniform_bytes, @, len_in_bytes)

Note that the string Z_pad (step 6) is prefixed to msg before computing b_0 (step 7). This is
necessary for security when H is a Merkle-Damgaard hash, e.g., SHA-2 (see Section 10.6). Hashing
this additional data means that the cost of computing b_0 is higher than the cost of simply
computing H(msg). In most settings, this overhead is negligible, because the cost of evaluating H
is much less than the other costs involved in hashing to a curve.

It is possible, however, to entirely avoid this overhead by taking advantage of the fact that Z_pad
depends only on H, and not on the arguments to expand_message_xmd. To do so, first
precompute and save the internal state of H after ingesting Z_pad. Then, when computing b_0,
initialize H using the saved state. Further details are implementation dependent and are beyond
the scope of this document.

5.3.2. expand_message_xof

The expand_message_xof function produces a uniformly random byte string using an
extendable-output function (XOF) H. For security, H MUST meet the following criteria:

» The collision resistance of H MUST be at least k bits.
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* H MUST be an XOF that has been proved indifferentiable from a random oracle under a
reasonable cryptographic assumption.

The SHAKE XOF family [FIPS202] is a typical and RECOMMENDED choice. As an example, for 128-
bit security, SHAKE128 would be an appropriate choice.

The following procedure implements expand_message_xof.

expand_message_xof(msg, DST, len_in_bytes)

Parameters:
- H(m, d), an extendable-output function that processes
input message m and returns d bytes.

Input:
- msg, a byte string.
- DST, a byte string of at most 255 bytes.
See below for information on using longer DSTs.
- len_in_bytes, the length of the requested output in bytes.

Output:
- uniform_bytes, a byte string.

Steps:

1. ABORT if len_in_bytes > 65535 or len(DST) > 255

2. DST_prime = DST || I20SP(len(DST), 1)

3. msg_prime = msg || I20SP(len_in_bytes, 2) || DST_prime
4. uniform_bytes = H(msg_prime, len_in_bytes)

5. return uniform_bytes

5.3.3. Using DSTs Longer Than 255 Bytes

The expand_message variants defined in this section accept domain separation tags of at most
255 bytes. If applications require a domain separation tag longer than 255 bytes, e.g., because of
requirements imposed by an invoking protocol, implementors MUST compute a short domain
separation tag by hashing, as follows:

* For expand_message_xmd using hash function H, DST is computed as

DST = H("H2C-OVERSIZE-DST-" || a_very_long_DST)

* For expand_message_xof using extendable-output function H, DST is computed as

DST = H("H2C-OVERSIZE-DST-" || a_very_long_DST, ceil(2 * k / 8))

Here, a_very_long_DST is the DST whose length is greater than 255 bytes, "H2C-OVERSIZE-DST-" is
a 17-byte ASCII string literal, and k is the target security level in bits.
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5.3.4. Defining Other expand_message Variants

When defining a new expand_message variant, the most important consideration is that
hash_to_field models expand_message as a random oracle. Thus, implementors SHOULD prove
indifferentiability from a random oracle under an appropriate assumption about the underlying
cryptographic primitives; see Section 10.5 for more information.

In addition, expand_message variants:

* MUST give collision resistance commensurate with the security level of the target elliptic
curve.

* MUST be built on primitives designed for use in applications requiring cryptographic
randomness. As examples, a secure stream cipher is an appropriate primitive, whereas a
Mersenne twister pseudorandom number generator [MT98] is not.

* MUST NOT use rejection sampling.

* MUST give independent values for distinct (msg, DST, length) inputs. Meeting this
requirement is subtle. As a simplified example, hashing msg | | DST does not work, because
in this case distinct (msg, DST) pairs whose concatenations are equal will return the same
output (e.g., ("AB", "CDEF") and ("ABC", "DEF")). The variants defined in this document use a
suffix-free encoding of DST to avoid this issue.

* MUST use the domain separation tag DST to ensure that invocations of cryptographic
primitives inside of expand_message are domain-separated from invocations outside of
expand_message. For example, if the expand_message variant uses a hash function H, an
encoding of DST MUST be added either as a prefix or a suffix of the input to each invocation
of H. Adding DST as a suffix is the RECOMMENDED approach.

* SHOULD read msg exactly once, for efficiency when msg is long.

In addition, each expand_message variant MUST specify a unique EXP_TAG that identifies that
variant in a Suite ID. See Section 8.10 for more information.

6. Deterministic Mappings

The mappings in this section are suitable for implementing either nonuniform or uniform
encodings using the constructions in Section 3. Certain mappings restrict the form of the curve or
its parameters. For each mapping presented, this document lists the relevant restrictions.

Note that mappings in this section are not interchangeable: different mappings will almost
certainly output different points when evaluated on the same input.

6.1. Choosing a Mapping Function

This section gives brief guidelines on choosing a mapping function for a given elliptic curve. Note
that the suites given in Section 8 are recommended mappings for the respective curves.
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If the target elliptic curve is a Montgomery curve (Section 6.7), the Elligator 2 method (Section
6.7.1) is recommended. Similarly, if the target elliptic curve is a twisted Edwards curve (Section
6.8), the twisted Edwards Elligator 2 method (Section 6.8.2) is recommended.

The remaining cases are Weierstrass curves. For curves supported by the Simplified Shallue-van
de Woestijne-Ulas (SWU) method (Section 6.6.2), that mapping is the recommended one.
Otherwise, the Simplified SWU method for AB == 0 (Section 6.6.3) is recommended if the goal is
best performance, while the Shallue-van de Woestijne method (Section 6.6.1) is recommended if
the goal is simplicity of implementation. (The reason for this distinction is that the Simplified
SWU method for AB == 0 requires implementing an isogeny map in addition to the mapping
function, while the Shallue-van de Woestijne method does not.)

The Shallue-van de Woestijne method (Section 6.6.1) works with any curve and may be used in
cases where a generic mapping is required. Note, however, that this mapping is almost always
more computationally expensive than the curve-specific recommendations above.

6.2. Interface

The generic interface shared by all mappings in this section is as follows:
(x, y) = map_to_curve(u)

The input u and outputs x and y are elements of the field F. The affine coordinates (¥, y) specify a
point on an elliptic curve defined over F. Note, however, that the point (%, y) is not a uniformly
random point.

6.3. Notation

As a rough guide, the following conventions are used in pseudocode:

* All arithmetic operations are performed over a field F, unless explicitly stated otherwise.

 u: the input to the mapping function. This is an element of F produced by the hash_to_field
function.

* (X, ¥), (s, 1), (v, w): the affine coordinates of the point output by the mapping. Indexed
variables (e.g., X1, y2, ...) are used for candidate values.

* tvl, tv2, ...: reusable temporary variables.
* c1, c2, ...: constant values, which can be computed in advance.

6.4. Sign of the Resulting Point

In general, elliptic curves have equations of the form y~2 = g(x). The mappings in this section first
identify an x such that g(x) is square, then take a square root to find y. Since there are two square
roots when g(x) != 0, this may result in an ambiguity regarding the sign of y.
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When necessary, the mappings in this section resolve this ambiguity by specifying the sign of the
y-coordinate in terms of the input to the mapping function. Two main reasons support this
approach: first, this covers elliptic curves over any field in a uniform way, and second, it gives
implementors leeway in optimizing square-root implementations.

6.5. Exceptional Cases

Mappings may have exceptional cases, i.e., inputs u on which the mapping is undefined. These
cases must be handled carefully, especially for constant-time implementations.

For each mapping in this section, we discuss the exceptional cases and show how to handle them
in constant time. Note that all implementations SHOULD use invO0 (Section 4) to compute
multiplicative inverses, to avoid exceptional cases that result from attempting to compute the
inverse of 0.

6.6. Mappings for Weierstrass Curves

The mappings in this section apply to a target curve E defined by the equation
yr2 = g(x) = x"3 + A * x + B

where 4 * AA3 + 27 * BA2 1= 0.

6.6.1. Shallue-van de Woestijne Method

Shallue and van de Woestijne [SW06] describe a mapping that applies to essentially any elliptic
curve. (Note, however, that this mapping is more expensive to evaluate than the other mappings
in this document.)

The parameterization given below is for Weierstrass curves; its derivation is detailed in [W19].
This parameterization also works for Montgomery curves (Section 6.7) and twisted Edwards
curves (Section 6.8) via the rational maps given in Appendix D: first, evaluate the Shallue-van de
Woestijne mapping to an equivalent Weierstrass curve, then map that point to the target
Montgomery or twisted Edwards curve using the corresponding rational map.

Preconditions: A Weierstrass curve yA2 =xA3 + A*x + B.
Constants:

* A and B, the parameter of the Weierstrass curve.
* 7, anon-zero element of F meeting the below criteria. Appendix H.1 gives a Sage script
[SAGE] that outputs the RECOMMENDED Z.
1.g(Z)!'=0inF.
2.-B*Zr2+4*A)/(4*g(Z)!=0inE
3.-3*Z7r2+4*A)/(4*g(Z)issquare in F.
4. At least one of g(Z) and g(-Z / 2) is square in F.
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Sign of y: Inputs u and -u give the same x-coordinate for many values of u. Thus, we set sgn0(y)
==sgn0(u).

Exceptions: The exceptional cases for u occur when (1 + ur2 * g(Z)) * (1 - ur2 * g(Z)) == 0. The
restrictions on Z given above ensure that implementations that use inv0 to invert this product
are exception free.

Operations:
1. tvl = ur2 * g(2)
2. tv2 = 1 + tvl
3. tvl =1 - tvl
4. tv3 = invl(tvl * tv2)
5. tv4d = sqrt(-g(Z) * (3 * Z*2 + 4 * A)) # can be precomputed
6. If sgnB(tv4) == 1, set tv4d = -tv4 # sgn@(tv4) MUST equal ©
7. tvh = u * tvl *¥ tv3 * tv4
8. tve = -4 * g(Z) / (3 * Z*2 + 4 * A) # can be precomputed
9. x1 =-Z/ 2 - tvs
10. x2 = -Z / 2 + tv5
1. X3 = Z + tve * (tv2r2 * tv3)A2

12. If is_square(g(x1)), set x = x1 and y = sqrt(g(x1))

13. Else If is_square(g(x2)), set x = x2 and y = sqrt(g(x2))
14. Else set x = x3 and y = sqrt(g(x3))

15. If sgn@(u) != sgnB(y), set y = -y

16. return (x, y)

Appendix F.1 gives an example straight-line implementation of this mapping.

6.6.2. Simplified Shallue-van de Woestijne-Ulas Method

The function map_to_curve_simple_swu(u) implements a simplification of the Shallue-van de
Woestijne-Ulas mapping [U07] described by Brier et al. [BCIMRT10], which they call the
"simplified SWU" map. Wahby and Boneh [WB19] generalize and optimize this mapping.

Preconditions: A Weierstrass curve yA2 =xA3 + A*x + Bwhere A!=0and B !=0.
Constants:

* A and B, the parameters of the Weierstrass curve.

* Z, an element of F meeting the below criteria. Appendix H.2 gives a Sage script [SAGE] that
outputs the RECOMMENDED Z. The criteria are as follows:

1. Z is non-square in F,

2.Z!=-1inF,

3. the polynomial g(x) - Z is irreducible over F, and
4.g(B/(Z*A))issquareinF.

Sign of y: Inputs u and -u give the same x-coordinate. Thus, we set sgn0(y) == sgn0(u).
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Exceptions: The exceptional cases are values of u such that ZA2 * ur4 + Z * uAr2 == 0. This includes
u == 0 and may include other values that depend on Z. Implementations must detect this case
and set x1 =B/ (Z* A), which guarantees that g(x1) is square by the condition on Z given above.

Operations:
1. tvl = inv@(Z*2 * ur + Z * ur2)
2. x1 =(-B / A) * (1 + tvl)
3. If tvl == 0, set x1 =B / (Z * A)
4. gx1 = x1*3 + A * x1 + B
5. X2 =27 * u*2 * X1
6. gx2 = x23 + A * x2 + B
7. If is_square(gx1), set x = x1 and y = sqrt(gx1)
8. Else set x = x2 and y = sqrt(gx2)
9. If sgn@(u) != sgnB(y), sety = -y
10. return (x, y)

Appendix F.2 gives a general and optimized straight-line implementation of this mapping. For
more information on optimizing this mapping, see Section 4 of [WB19] or the example code
found at [hash2curve-repo].

6.6.3. Simplified SWU for AB ==

Wahby and Boneh [WB19] show how to adapt the Simplified SWU mapping to Weierstrass curves
having A == 0 or B == 0, which the mapping of Section 6.6.2 does not support. (The case A == B ==
0 is excluded because y~2 = X3 is not an elliptic curve.)

This method applies to curves like secp256k1 [SEC2] and to pairing-friendly curves in the
Barreto-Lynn-Scott family [BLS03], Barreto-Naehrig family [BN05], and other families.

This method requires finding another elliptic curve E' given by the equation
y'"2 = g'(x') = x""3 + A" *x' + B

that is isogenous to E and has A'!= 0 and B' != 0. (See [WB19], Appendix A, for one way of finding
E' using [SAGE].) This isogeny defines a map iso_map(x', y') given by a pair of rational functions.
iso_map takes as input a point on E' and produces as output a point on E.

Once E' and iso_map are identified, this mapping works as follows: on input u, first apply the
Simplified SWU mapping to get a point on E', then apply the isogeny map to that point to get a
point on E.

Note that iso_map is a group homomorphism, meaning that point addition commutes with
iso_map. Thus, when using this mapping in the hash_to_curve construction discussed in Section
3, one can effect a small optimization by first mapping u0 and ul to E', adding the resulting
points on E', and then applying iso_map to the sum. This gives the same result while requiring
only one evaluation of iso_map.
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Preconditions: An elliptic curve E' with A’ I= 0 and B' != 0 that is isogenous to the target curve E
with isogeny map iso_map from E' to E.

Helper functions:

* map_to_curve_simple_swu is the mapping of Section 6.6.2 to E'
* iso_map is the isogeny map from E' to E

Sign of y: For this map, the sign is determined by map_to_curve_simple_swu. No further sign
adjustments are necessary.

Exceptions: map_to_curve_simple_swu handles its exceptional cases. Exceptional cases of
iso_map are inputs that cause the denominator of either rational function to evaluate to zero;
such cases MUST return the identity point on E.

Operations:
1. (x', y') = map_to_curve_simple_swu(u) # (x', y') is on E'
2. (x, y) = iso_map(x', y') # (x, y) is on E

3. return (x, y)

See [hash2curve-repo] or Section 4.3 of [WB19] for details on implementing the isogeny map.

6.7. Mappings for Montgomery Curves

The mapping defined in this section applies to a target curve M defined by the equation
K* t*2 = s?*3 + J * s*2 + s

6.7.1. Elligator 2 Method

Bernstein, Hamburg, Krasnova, and Lange give a mapping that applies to any curve with a point
of order 2 [BHKL13], which they call Elligator 2.

Preconditions: A Montgomery curve K * tA2 = sA3 + ] *sA2 + swhere J 1= 0,K =0, and (JA2-4) /
KA2 is non-zero and non-square in F.

Constants:

* ] and K, the parameters of the elliptic curve.

* Z, anon-square element of F. Appendix H.3 gives a Sage script [SAGE] that outputs the
RECOMMENDED 7.

Sign of t: This mapping fixes the sign of t as specified in [BHKL13]. No additional adjustment is
required.

Exceptions: The exceptional case is Z * ur2 ==-1,1i.e., 1 + Z * ur2 == 0. Implementations must
detect this case and set x1 = -(J / K). Note that this can only happen when q = 3 (mod 4).
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Operations:

1. x1 =-(J / K) * inve(1 + Z * u*2)

2. If x1 ==20, set x1 = -(J / K)

3. gx1 = x1*3 + (J / K) * x1*2 + x1 / K*2

4. x2 = -x1 - (J / K)

5. gx2 = x223 + (J / K) * x22 + x2 / KA2

6. If is_square(gx1), set x = x1, y = sqrt(gx1) with sgn@(y) == 1.
7. Else set x = x2, y = sqrt(gx2) with sgn@(y) == 0.

8. s =x *K

9. t=y *K

]

0. return (s, t)

Appendix F.3 gives an example straight-line implementation of this mapping. Appendix G.2 gives
optimized straight-line procedures that apply to specific classes of curves and base fields.

6.8. Mappings for Twisted Edwards Curves

Twisted Edwards curves (a class of curves that includes Edwards curves) are given by the
equation

a*vr2 + wh2 =1 +d * vr2 * wh2

witha!=0,d!=0,and a != d [BBJLPO0S].

These curves are closely related to Montgomery curves (Section 6.7): every twisted Edwards
curve is birationally equivalent to a Montgomery curve ([BBJLP08], Theorem 3.2). This
equivalence yields an efficient way of hashing to a twisted Edwards curve: first, hash to an
equivalent Montgomery curve, then transform the result into a point on the twisted Edwards
curve via a rational map. This method of hashing to a twisted Edwards curve thus requires
identifying a corresponding Montgomery curve and rational map. We describe how to identify
such a curve and map immediately below.

6.8.1. Rational Maps from Montgomery to Twisted Edwards Curves

There are two ways to select a Montgomery curve and rational map for use when hashing to a
given twisted Edwards curve. The selected Montgomery curve and rational map MUST be
specified as part of the hash-to-curve suite for a given twisted Edwards curve; see Section 8.

1. When hashing to a standardized twisted Edwards curve for which a corresponding
Montgomery form and rational map are also standardized, the standard Montgomery form
and rational map SHOULD be used to ensure compatibility with existing software.

In certain cases, e.g., edwards25519 [RFC7748], the sign of the rational map from the twisted
Edwards curve to its corresponding Montgomery curve is not given explicitly. In this case,
the sign MUST be fixed such that applying the rational map to the twisted Edwards curve's
base point yields the Montgomery curve's base point with correct sign. (For edwards25519,
see [RFC7748] and [Err4730].)
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When defining new twisted Edwards curves, a Montgomery equivalent and rational map
SHOULD also be specified, and the sign of the rational map SHOULD be stated explicitly.

2. When hashing to a twisted Edwards curve that does not have a standardized Montgomery
form or rational map, the map given in Appendix D SHOULD be used.
6.8.2. Elligator 2 Method
Preconditions: A twisted Edwards curve E and an equivalent Montgomery curve M meeting the
requirements in Section 6.8.1.

Helper functions:

* map_to_curve_elligator2 is the mapping of Section 6.7.1 to the curve M.

e rational_map is a function that takes a point (s, t) on M and returns a point (v, w) on E. This
rational map should be chosen as defined in Section 6.8.1.

Sign of t (and v): For this map, the sign is determined by map_to_curve_elligator2. No further sign
adjustments are required.

Exceptions: The exceptions for the Elligator 2 mapping are as given in Section 6.7.1. The
exceptions for the rational map are as given in Section 6.8.1. No other exceptions are possible.

The following procedure implements the Elligator 2 mapping for a twisted Edwards curve. (Note
that the output point is denoted (v, w) because it is a point on the target twisted Edwards curve.)

map_to_curve_elligator2_edwards(u)

Input: u, an element of F.
Output: (v, w), a point on E.

1. (s, t) = map_to_curve_elligator2(u) #
2. (v, w) rational_map(s, t) #
3. return (v, w)

s, t) is on M
Vl

w) is on E

(
(

7. Clearing the Cofactor

The mappings of Section 6 always output a point on the elliptic curve, i.e., a point in a group of
order h *r (Section 2.1). Obtaining a point in G may require a final operation commonly called
"clearing the cofactor,” which takes as input any point on the curve and produces as output a
point in the prime-order (sub)group G (Section 2.1).

The cofactor can always be cleared via scalar multiplication by h. For elliptic curves where h =1,
i.e., the curves with a prime number of points, no operation is required. This applies, for
example, to the NIST curves P-256, P-384, and P-521 [FIPS186-4].
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In some cases, it is possible to clear the cofactor via a faster method than scalar multiplication by
h. These methods are equivalent to (but usually faster than) multiplication by some scalar h_eff
whose value is determined by the method and the curve. Examples of fast cofactor clearing
methods include the following:

* For certain pairing-friendly curves having subgroup G2 over an extension field, Scott et
al. [SBCDKO09] describe a method for fast cofactor clearing that exploits an efficiently
computable endomorphism. Fuentes-Castaneda et al. [FKR11] propose an alternative method
that is sometimes more efficient. Budroni and Pintore [BP17] give concrete instantiations of
these methods for Barreto-Lynn-Scott pairing-friendly curves [BLS03]. This method is
described for the specific case of BLS12-381 in Appendix G.3.

* Wahby and Boneh ([WB19], Section 5) describe a trick due to Scott for fast cofactor clearing
on any elliptic curve for which the prime factorization of h and the structure of the elliptic
curve group meet certain conditions.

The clear_cofactor function is parameterized by a scalar h_eff. Specifically,
clear_cofactor(P) := h_eff * P

where * represents scalar multiplication. When a curve does not support a fast cofactor clearing
method, h_eff = h and the cofactor MUST be cleared via scalar multiplication.

When a curve admits a fast cofactor clearing method, clear_cofactor MAY be evaluated either via
that method or via scalar multiplication by the equivalent h_eff; these two methods give the
same result. Note that in this case scalar multiplication by the cofactor h does not generally give
the same result as the fast method and MUST NOT be used.

8. Suites for Hashing

This section lists recommended suites for hashing to standard elliptic curves.

A hash-to-curve suite fully specifies the procedure for hashing byte strings to points on a specific
elliptic curve group. Section 8.1 describes how to implement a suite. Applications that require
hashing to an elliptic curve should use either an existing suite or a new suite specified as
described in Section 8.9.

All applications using a hash-to-curve suite MUST choose a domain separation tag (DST) in
accordance with the guidelines in Section 3.1. In addition, applications whose security requires a
random oracle that returns uniformly random points on the target curve MUST use a suite whose
encoding type is hash_to_curve; see Section 3 and immediately below for more information.

A hash-to-curve suite comprises the following parameters:

* Suite ID, a short name used to refer to a given suite. Section 8.10 discusses the naming
conventions for Suite IDs.
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* encoding type, either uniform (hash_to_curve) or nonuniform (encode_to_curve). See Section
3 for definitions of these encoding types.

o E, the target elliptic curve over a field F.
* p, the characteristic of the field F.

* m, the extension degree of the field F. If m > 1, the suite MUST also specify the polynomial
basis used to represent extension field elements.

* k, the target security level of the suite in bits. (See Section 10.8 for discussion.)

¢ L, the length parameter for hash_to_field (Section 5).

* expand_message, one of the variants specified in Section 5.3 plus any parameters required
for the specified variant (for example, H, the underlying hash function).

* f, a mapping function from Section 6.

* h_eff, the scalar parameter for clear_cofactor (Section 7).

In addition to the above parameters, the mapping f may require additional parameters Z, M,
rational_map, E', or iso_map. When applicable, these MUST be specified.

The table below lists suites RECOMMENDED for some elliptic curves. The corresponding
parameters are given in the following subsections. Applications instantiating cryptographic
protocols whose security analysis relies on a random oracle that outputs points with a uniform
distribution MUST NOT use a nonuniform encoding. Moreover, applications that use a
nonuniform encoding SHOULD carefully analyze the security implications of nonuniformity.
When the required encoding is not clear, applications SHOULD use a uniform encoding for
security.

E Suites Section
NIST P-256 P256_XMD:SHA-256_SSWU_RO_ P256_XMD:SHA-256_SSWU_NU_ 8.2
NIST P-384 P384_XMD:SHA-384_SSWU_RO_ P384_XMD:SHA-384_SSWU_NU_ 8.3
NIST P-521 P521_XMD:SHA-512_SSWU_RO_ P521_XMD:SHA-512_SSWU_NU_ 8.4
curve25519 curve25519_XMD:SHA-512_ELL2_RO_ 8.5

curve25519_XMD:SHA-512_ELL2 NU_

edwards25519 edwards25519_XMD:SHA-512_ELL2_RO_ 8.5
edwards25519 XMD:SHA-512_ELL2 NU_

curve448 curve448 XOF:SHAKE256 _ELL2_RO_ 8.6
curve448 XOF:SHAKE256_ELL2 NU_

edwards448 edwards448 XOF:SHAKE256_ELL2 RO _ 8.6
edwards448 XOF:SHAKE256_ELL2 NU_

secp256k1 secp256k1_XMD:SHA-256_SSWU_RO_ 8.7
secp256k1_XMD:SHA-256_SSWU_NU_
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E Suites Section

BLS12-381 G1 BLS12381G1_XMD:SHA-256_SSWU_RO_ 8.8
BLS12381G1_XMD:SHA-256_SSWU_NU_

BLS12-381 G2 BLS12381G2_XMD:SHA-256_SSWU_RO_ 8.8
BLS12381G2_XMD:SHA-256_SSWU_NU_

Table 2: Suites for hashing to elliptic curves.

8.1. Implementing a Hash-to-Curve Suite

A hash-to-curve suite requires the following functions. Note that some of these require utility
functions from Section 4.

1. Base field arithmetic operations for the target elliptic curve, e.g., addition, multiplication,
and square root.

2. Elliptic curve point operations for the target curve, e.g., point addition and scalar
multiplication.

3. The hash_to_field function; see Section 5. This includes the expand_message variant (Section
5.3) and any constituent hash function or XOF.

4. The suite-specified mapping function; see the corresponding subsection of Section 6.

5. A cofactor clearing function; see Section 7. This may be implemented as scalar multiplication
by h_eff or as a faster equivalent method.

6. The desired encoding function; see Section 3. This is either hash_to_curve or
encode_to_curve.

8.2. Suites for NIST P-256
This section defines ciphersuites for the NIST P-256 elliptic curve [FIPS186-4].

P256_XMD:SHA-256_SSWU _RO is defined as follows:

* encoding type: hash_to_curve (Section 3)
o E: yA2 =x7A3 + A*x + B, where
°A=-3
> B = 0x5ac635d8aa3a93e7b3ebbd55769886bc651d06b0cc53b0f63bce3c3e27d2604b

* P: 2A256 - 2A224 + 27192 + 2796 - 1

em:1

*k:128

* expand_message: expand_message_xmd (Section 5.3.1)
* H: SHA-256

*1:48

o {2 Simplified SWU method (Section 6.6.2)
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«7:-10
eh eff: 1

P256_XMD:SHA-256_SSWU_NU_ is identical to P256_XMD:SHA-256_SSWU_RO_, except that the
encoding type is encode_to_curve (Section 3).

An optimized example implementation of the Simplified SWU mapping to P-256 is given in
Appendix F.2.

8.3. Suites for NIST P-384
This section defines ciphersuites for the NIST P-384 elliptic curve [FIPS186-4].

P384 XMD:SHA-384 SSWU RO _ is defined as follows:

* encoding type: hash_to_curve (Section 3)
e E: y"2 =xA3 + A*x + B, where
°A=-3
> B = 0xb3312fa7e23ee7e4988e056be3f82d19181d9c6efe8141120314088f5
013875ac656398d8a2ed19d2a85c8edd3ec2aef

*p: 2A384 - 2128 - 2796 + 2732 - 1

em:1

* k: 192

* expand_message: expand_message_xmd (Section 5.3.1)
» H: SHA-384

¢ L:72

o f: Simplified SWU method (Section 6.6.2)

°Z:-12

eh eff: 1

P384_XMD:SHA-384_SSWU_NU_ is identical to P384_XMD:SHA-384_SSWU_RO_, except that the
encoding type is encode_to_curve (Section 3).

An optimized example implementation of the Simplified SWU mapping to P-384 is given in
Appendix F.2.

8.4. Suites for NIST P-521
This section defines ciphersuites for the NIST P-521 elliptic curve [FIPS186-4].

P521_XMD:SHA-512_SSWU _RO _ is defined as follows:

» encoding type: hash_to_curve (Section 3)
o E: y"2 =xA3 + A*x + B, where

oA =-3

Faz-Hernandez, et al. Informational Page 33



RFC 9380 Hashing to Elliptic Curves July 2023

> B =0x51953eb9618e1c9a1f929a21a0b68540eea2da725b99b315f3b8h48
9918ef109e156193951ec7e937b1652c0bd3bb1bf073573df883d2c34f1ef451fd46b503f00

°p:2A521-1

em:1

o k: 256

* expand_message: expand_message_xmd (Section 5.3.1)
* H: SHA-512

*L:98

o f: Simplified SWU method (Section 6.6.2)

°Z:-4

eh eff: 1

P521_XMD:SHA-512_SSWU_NU_ is identical to P521_XMD:SHA-512_SSWU_RO_, except that the
encoding type is encode_to_curve (Section 3).

An optimized example implementation of the Simplified SWU mapping to P-521 is given in
Appendix F.2.

8.5. Suites for curve25519 and edwards25519

This section defines ciphersuites for curve25519 and edwards25519 [RFC7748]. Note that these
ciphersuites MUST NOT be used when hashing to ristretto255 [ristretto255-decaf448]. See
Appendix B for information on how to hash to that group.

curve25519 XMD:SHA-512_ELL2 RO_is defined as follows:

* encoding type: hash_to_curve (Section 3)
e E: K*tA2 =573 +]*sA2 +s, where

o] =486662
°K=1
°p:27255-19
em:1
«k: 128
» expand_message: expand_message_xmd (Section 5.3.1)
* H: SHA-512
°1:48
o f: Elligator 2 method (Section 6.7.1)
°7:2
*h_eff: 8
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edwards25519_XMD:SHA-512_ELL2_RO_ is identical to curve25519_XMD:SHA-512_ELL2_RO_,
except for the following parameters:

eE:a*vA2+wA2=1+d*vA2*wA2, where
o a = _1
od =0x52036cee2b6ffe738cc740797779e89800700a4d4141d8ab75eb4dcal35978a3

o f: Twisted Edwards Elligator 2 method (Section 6.8.2)
* M: curve25519, defined in [RFC7748], Section 4.1
e rational_map: the birational maps defined in [RFC7748], Section 4.1

curve25519_XMD:SHA-512_ELL2_NU_ is identical to curve25519_XMD:SHA-512_ELL2_RO_, except
that the encoding type is encode_to_curve (Section 3).

edwards25519 XMD:SHA-512_ELL2_NU_ is identical to edwards25519_XMD:SHA-512_ELL2_RO ,
except that the encoding type is encode_to_curve (Section 3).

Optimized example implementations of the above mappings are given in Appendix G.2.1 and
Appendix G.2.2.

8.6. Suites for curve448 and edwards448

This section defines ciphersuites for curve448 and edwards448 [RFC7748]. Note that these
ciphersuites MUST NOT be used when hashing to decaf448 [ristretto255-decaf448]. See Appendix
C for information on how to hash to that group.

curve448 XOF:SHAKE256 ELL2 RO _is defined as follows:

* encoding type: hash_to_curve (Section 3)
e E: K*tA2=35A3 +] *sA2 + s, where

o] =156326

cK=1

°p: 27448 - 27224 - 1

em:1

e k: 224

* expand_message: expand_message_xof (Section 5.3.2)
* H: SHAKE256

°[:84

o f: Elligator 2 method (Section 6.7.1)

°Z:-1

e h eff: 4
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edwards448_XOF:SHAKE256_ELL2_RO_ is identical to curve448 XOF:SHAKE256_ELL2_RO_,
except for the following parameters:

eE:a*vA2+wA2=1+d*vA2*wA2, where
ca=1
od=-39081

o f: Twisted Edwards Elligator 2 method (Section 6.8.2)
* M: curve448, defined in [RFC7748], Section 4.2
* rational_map: the 4-isogeny map defined in [RFC7748], Section 4.2

curve448_XOF:SHAKE256_ELL2_NU_ is identical to curve448 XOF:SHAKE256_ELL2_RO_, except
that the encoding type is encode_to_curve (Section 3).

edwards448 XOF:SHAKE256_ELL2 NU_ is identical to edwards448 XOF:SHAKE256_ELL2_RO ,
except that the encoding type is encode_to_curve (Section 3).

Optimized example implementations of the above mappings are given in Appendix G.2.3 and
Appendix G.2.4.

8.7. Suites for secp256k1
This section defines ciphersuites for the secp256k1 elliptic curve [SEC2].

secp256k1_XMD:SHA-256_SSWU_RO_ is defined as follows:

* encoding type: hash_to_curve (Section 3)

cE:yr2=xA3+7

° P: 2A256 - 2A32 - 279 - 2A8 - 277 - 216 - 274 - 1

em:1

*k: 128

* expand_message: expand_message_xmd (Section 5.3.1)

» H: SHA-256

*L:48

o f: Simplified SWU for AB == 0 (Section 6.6.3)

«Z:-11

oEty'A2=x'"3+A *x'+B', where
° A': 0x3f8731abdd661adca08a5558f0f5d272e953d363ch6f0e5d405447c01a444533
° B 1771

¢ iso_map: the 3-isogeny map from E' to E given in Appendix E.1
eh eff: 1

secp256k1_XMD:SHA-256_SSWU_NU_ is identical to secp256k1_XMD:SHA-256_SSWU_RO_, except
that the encoding type is encode_to_curve (Section 3).
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An optimized example implementation of the Simplified SWU mapping to the curve E' isogenous
to secp256k1 is given in Appendix F.2.

8.8. Suites for BLS12-381

This section defines ciphersuites for groups G1 and G2 of the BLS12-381 elliptic curve
[BLS12-381].

8.8.1. BLS12-381 G1
BLS12381G1_XMD:SHA-256_SSWU_RO_ is defined as follows:

* encoding type: hash_to_curve (Section 3)
cE:yr2=x"3+4
* p: 0x1a0111ea397fe69a4b1ba7b6434bacd764774b84£38512bf6730d2a0f6b0f
6241eabfffeb153ffffhofeffifffffaaab
em:1
*k:128
* expand_message: expand_message_xmd (Section 5.3.1)
» H: SHA-256
+L:64
o f: Simplified SWU for AB == 0 (Section 6.6.3)
o Z:11
*E:y'A2=x'"3+A *x'+B', where
> A'=0x144698a3b8e9433d693a02c96d4982b0ea985383ee66a8d8e8981aef
d881ac98936f8da0e0f9715cf428082d584c1d

°B'=0x12e2908d11688030018b12e8753eee3b2016c1f0f24f4070a0b9c14f
cef35ef55a23215a316ceaa5d1cc48e98e172bel

e iso_map: the 11-isogeny map from E' to E given in Appendix E.2
* h_eff: 0xd201000000010001

BLS12381G1_XMD:SHA-256_SSWU_NU_ is identical to BLS12381G1_XMD:SHA-256_SSWU_RO_,
except that the encoding type is encode_to_curve (Section 3).

Note that the h_eff values for these suites are chosen for compatibility with the fast cofactor
clearing method described by Scott ((WB19], Section 5).

An optimized example implementation of the Simplified SWU mapping to the curve E' isogenous
to BLS12-381 G1 is given in Appendix F.2.

8.8.2. BLS12-381 G2
BLS12381G2_XMD:SHA-256_SSWU_RO _is defined as follows:

* encoding type: hash_to_curve (Section 3)
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cE:yr2=xA3+4*(1+])
* base field F is GF(p~m), where
> p: 0x1a0111ea397fe69a4b1ba7b6434bacd764774b84f38512bf6730d2a0f6b0f6
241eabfffeb153ffffbofefftfffffaaab
om: 2
° (1, 1) is the basis for F, whereI"2+1==0inF

«k: 128
* expand_message: expand_message_xmd (Section 5.3.1)
* H: SHA-256
°1:64
o {2 Simplified SWU for AB == 0 (Section 6.6.3)
o Z:-2+1)
*EtyA2=x'"3+A *X'+B', where
o A'=240*1
°B'=1012* (1 + 1)

* iso_map: the isogeny map from E' to E given in Appendix E.3
* h_eff: 0xbc69f08f2ee75b3584c6a0ea91b352888e2a8e9145ad 76899861031

5081fe1329c2f178731db956d82bf015d1212b02ec0ec69d7477c1ae954chc066
89f6a359894c0adebbf6b4e8020005aaa95551

BLS12381G2_XMD:SHA-256_SSWU_NU_ is identical to BLS12381G2_XMD:SHA-256_SSWU_RO_,
except that the encoding type is encode_to_curve (Section 3).

Note that the h_eff values for these suites are chosen for compatibility with the fast cofactor
clearing method described by Budroni and Pintore ([BP17], Section 4.1) and are summarized in
Appendix G.3.

An optimized example implementation of the Simplified SWU mapping to the curve E' isogenous
to BLS12-381 G2 is given in Appendix F.2.

8.9. Defining a New Hash-to-Curve Suite

For elliptic curves not listed elsewhere in Section 8, a new hash-to-curve suite can be defined by
the following:

1. E, E, p, and m are determined by the elliptic curve and its base field.

2. kis an upper bound on the target security level of the suite (Section 10.8). A reasonable
choice of k is ceil(log2(r) / 2), where r is the order of the subgroup G of the curve E (Section
2.1).

3. Choose encoding type, either hash_to_curve or encode_to_curve (Section 3).
4. Compute L as described in Section 5.
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5. Choose an expand_message variant from Section 5.3 plus any underlying cryptographic
primitives (e.g., a hash function H).

6. Choose a mapping following the guidelines in Section 6.1, and select any required
parameters for that mapping.

7. Choose h_eff to be either the cofactor of E or, if a fast cofactor clearing method is to be used,
a value appropriate to that method as discussed in Section 7.

8. Construct a Suite ID following the guidelines in Section 8.10.

8.10. Suite ID Naming Conventions

Suite IDs MUST be constructed as follows:

CURVE_ID || || HASH_ID || || MAP_ID || || ENC_VAR ||

The fields CURVE_ID, HASH_ID, MAP_ID, and ENC_VAR are ASCII-encoded strings of at most 64
characters each. Fields MUST contain only ASCII characters between 0x21 and 0x7E (inclusive),
except that underscore (i.e., 0X5F) is not allowed.

As indicated above, each field (including the last) is followed by an underscore ("_", ASCII 0x5F).
This helps to ensure that Suite IDs are prefix free. Suite IDs MUST include the final underscore
and MUST NOT include any characters after the final underscore.

Suite ID fields MUST be chosen as follows:

* CURVE_ID: a human-readable representation of the target elliptic curve.

* HASH_ID: a human-readable representation of the expand_message function and any
underlying hash primitives used in hash_to_field (Section 5). This field MUST be constructed
as follows:

EXP_TAG || ":" || HASH_NAME

EXP_TAG indicates the expand_message variant:

o "XMD" for expand_message_xmd (Section 5.3.1).
o "XOF" for expand_message_xof (Section 5.3.2).

HASH_NAME is a human-readable name for the underlying hash primitive. As examples:

1. For expand_message_xof (Section 5.3.2) with SHAKE128, HASH_ID is "XOF:SHAKE128".
2. For expand_message_xmd (Section 5.3.1) with SHA3-256, HASH_ID is "XMD:SHA3-256".

Suites that use an alternative hash_to_field function that meets the requirements in Section
5.1 MUST indicate this by appending a tag identifying that function to the HASH_ID field,
separated by a colon (":", ASCII 0x3A).
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* MAP_ID: a human-readable representation of the map_to_curve function as defined in
Section 6. These are defined as follows:

o "SVDW" for Shallue and van de Woestijne (Section 6.6.1).
 "SSWU" for Simplified SWU (Sections 6.6.2 and 6.6.3).
o "ELL2" for Elligator 2 (Sections 6.7.1 and 6.8.2).

* ENC_VAR: a string indicating the encoding type and other information. The first two
characters of this string indicate whether the suite represents a hash_to_curve or an
encode_to_curve operation (Section 3), as follows:

o If ENC_VAR begins with "RO", the suite uses hash_to_curve.
o If ENC_VAR begins with "NU", the suite uses encode_to_curve.
> ENC_VAR MUST NOT begin with any other string.

ENC_VAR MAY also be used to encode other information used to identify variants, for
example, a version number. The RECOMMENDED way to do so is to add one or more subfields
separated by colons. For example, "RO:V02" is an appropriate ENC_VAR value for the second
version of a uniform encoding suite, while "RO:V02:FOO01:BAR17" might be used to indicate
a variant of that suite.

9. IANA Considerations

This document has no IANA actions.

10. Security Considerations

This section contains additional security considerations about the hash-to-curve mechanisms
described in this document.

10.1. Properties of Encodings

Each encoding type (Section 3) accepts an arbitrary byte string and maps it to a point on the
curve sampled from a distribution that depends on the encoding type. It is important to note that
using a nonuniform encoding or directly evaluating one of the mappings of Section 6 produces
an output that is easily distinguished from a uniformly random point. Applications that use a
nonuniform encoding SHOULD carefully analyze the security implications of nonuniformity.
When the required encoding is not clear, applications SHOULD use a uniform encoding.

Both encodings given in Section 3 can output the identity element of the group G. The probability
that either encoding function outputs the identity element is roughly 1/r for a random input,
which is negligible for cryptographically useful elliptic curves. Further, it is computationally
infeasible to find an input to either encoding function whose corresponding output is the identity
element. (Both of these properties hold when the encoding functions are instantiated with a
hash_to_field function that follows all guidelines in Section 5.) Protocols that use these encoding
functions SHOULD NOT add a special case to detect and "fix" the identity element.
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When the hash_to_curve function (Section 3) is instantiated with a hash_to_field function that is
indifferentiable from a random oracle (Section 5), the resulting function is indifferentiable from
a random oracle ((MRHO04] [BCIMRT10] [FFSTV13] [LBB19] [H20]). In many cases, such a function
can be safely used in cryptographic protocols whose security analysis assumes a random oracle
that outputs uniformly random points on an elliptic curve. As Ristenpart et al. discuss in [RSS11],
however, not all security proofs that rely on random oracles continue to hold when those oracles
are replaced by indifferentiable functionalities. This limitation should be considered when
analyzing the security of protocols relying on the hash_to_curve function.

10.2. Hashing Passwords

When hashing passwords using any function described in this document, an adversary who
learns the output of the hash function (or potentially any intermediate value, e.g., the output of
hash_to_field) may be able to carry out a dictionary attack. To mitigate such attacks, it is
recommended to first execute a more costly key derivation function (e.g., PBKDF2 [RFC8018],
scrypt [RFC7914], or Argon2 [RFC9106]) on the password, then hash the output of that function to
the target elliptic curve. For collision resistance, the hash underlying the key derivation function
should be chosen according to the guidelines listed in Section 5.3.1.

10.3. Constant-Time Requirements

Constant-time implementations of all functions in this document are STRONGLY RECOMMENDED
for all uses, to avoid leaking information via side channels. It is especially important to use a
constant-time implementation when inputs to an encoding are secret values; in such cases,
constant-time implementations are REQUIRED for security against timing attacks (e.g., [VR20]).
When constant-time implementations are required, all basic operations and utility functions
must be implemented in constant time, as discussed in Section 4. In some applications (e.g.,
embedded systems), leakage through other side channels (e.g., power or electromagnetic side
channels) may be pertinent. Defending against such leakage is outside the scope of this
document, because the nature of the leakage and the appropriate defense depend on the
application.

10.4. encode_to_curve: Output Distribution and Indifferentiability

The encode_to_curve function (Section 3) returns points sampled from a distribution that is
statistically far from uniform. This distribution is bounded roughly as follows: first, it includes at
least one eighth of the points in G, and second, the probability of points in the distribution varies
by at most a factor of four. These bounds hold when encode_to_curve is instantiated with any of
the map_to_curve functions in Section 6.

The bounds above are derived from several works in the literature. Specifically:

* Shallue and van de Woestijne [SW06] and Fouque and Tibouchi [FT12] derive bounds on the
Shallue-van de Woestijne mapping (Section 6.6.1).

* Fouque and Tibouchi [FT10] and Tibouchi [T14] derive bounds for the Simplified SWU
mapping (Sections 6.6.2 and 6.6.3).

* Bernstein et al. [BHKL13] derive bounds for the Elligator 2 mapping (Sections 6.7.1 and 6.8.2).
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Indifferentiability of encode_to_curve follows from an argument similar to the one given by
Brier et al. [BCIMRT10]; we briefly sketch this argument as follows. Consider an ideal random
oracle Hc() that samples from the distribution induced by the map_to_curve function called by
encode_to_curve, and assume for simplicity that the target elliptic curve has cofactor 1 (a similar
argument applies for non-unity cofactors). Indifferentiability holds just if it is possible to
efficiently simulate the "inner" random oracle in encode_to_curve, namely, hash_to_field. The
simulator works as follows: on a fresh query msg, the simulator queries Hc(msg) and receives a
point P in the image of map_to_curve (if msg is the same as a prior query, the simulator just
returns the value it gave in response to that query). The simulator then computes the possible
preimages of P under map_to_curve, i.e., elements u of F such that map_to_curve(u) ==

(Tibouchi [T14] shows that this can be done efficiently for the Shallue-van de Woestijne and
Simplified SWU maps, and Bernstein et al. show the same for Elligator 2). The simulator selects
one such preimage at random and returns this value as the simulated output of the "inner"
random oracle. By hypothesis, Hc() samples from the distribution induced by map_to_curve on a
uniformly random input element of F, so this value is uniformly random and induces the correct
point P when passed through map_to_curve.

10.5. hash_to_field Security

The hash_to_field function, defined in Section 5, is indifferentiable from a random oracle
[MRHO04] when expand_message (Section 5.3) is modeled as a random oracle. Since
indifferentiability proofs are composable, this also holds when expand_message is proved
indifferentiable from a random oracle relative to an underlying primitive that is modeled as a
random oracle. When following the guidelines in Section 5.3, both variants of expand_message
defined in that section meet this requirement (see also Section 10.6).

We very briefly sketch the indifferentiability argument for hash_to_field. Notice that each integer
mod p that hash_to_field returns (i.e., each element of the vector representation of F) is a
member of an equivalence class of roughly 2/k integers of length log2(p) + k bits, all of which are
equal modulo p. For each integer mod p that hash_to_field returns, the simulator samples one
member of this equivalence class at random and outputs the byte string returned by I20SP.
(Notice that this is essentially the inverse of the hash_to_field procedure.)

10.6. expand_message_xmd Security

The expand_message_xmd function, defined in Section 5.3.1, is indifferentiable from a random
oracle [MRHO04] when one of the following holds:

1. H is indifferentiable from a random oracle,

2. His a sponge-based hash function whose inner function is modeled as a random
transformation or random permutation [BDPV08], or

3. His a Merkle-Damgaard hash function whose compression function is modeled as a random
oracle [CDMPO5].

For cases (1) and (2), the indifferentiability of expand_message_xmd follows directly from the
indifferentiability of H.
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For case (3), i.e., where H is a Merkle-Damgaard hash function, indifferentiability follows from
[CDMPO5], Theorem 5. In particular, expand_message_xmd computes b_0 by prefixing the
message with one block of zeros plus auxiliary information (Iength, counter, and DST). Then,
each of the output blocks b_i, i >= 1 in expand_message_xmd is the result of invoking H on a
unique, prefix-free encoding of b_0. This is true, first because the length of the input to all such
invocations is equal and fixed by the choice of H and DST, and second because each such input
has a unique suffix (because of the inclusion of the counter byte I20SP(, 1)).

The essential difference between the construction discussed in [CDMPO05] and
expand_message_xmd is that the latter hashes a counter appended to strxor(b_0, b_(i- 1))
({#hashtofield-expand-xmd}, step 10) rather than to b_0. This approach increases the Hamming
distance between inputs to different invocations of H, which reduces the likelihood that
nonidealities in H affect the distribution of the b_i values.

We note that expand_message_xmd can be used to instantiate a general-purpose indifferentiable
functionality with variable-length output based on any hash function meeting one of the above
criteria. Applications that use expand_message_xmd outside of hash_to_field should ensure
domain separation by picking a distinct value for DST.

10.7. Domain Separation for expand_message Variants

As discussed in Section 2.2.5, the purpose of domain separation is to ensure that security
analyses of cryptographic protocols that query multiple independent random oracles remain
valid even if all of these random oracles are instantiated based on one underlying function H.

The expand_message variants in this document (Section 5.3) ensure domain separation by
appending a suffix-free-encoded domain separation tag DST_prime to all strings hashed by H, an
underlying hash or extendable-output function. (Other expand_message variants that follow the
guidelines in Section 5.3.4 are expected to behave similarly, but these should be analyzed on a
case-by-case basis.) For security, applications that use the same function H outside of
expand_message should enforce domain separation between those uses of H and
expand_message, and they should separate all of these from uses of H in other applications.

This section suggests four methods for enforcing domain separation from expand_message
variants, explains how each method achieves domain separation, and lists the situations in
which each is appropriate. These methods share a high-level structure: the application designer
fixes a tag DST_ext distinct from DST_prime and augments calls to H with DST_ext. Each method
augments calls to H differently, and each may impose additional requirements on DST_ext.

These methods can be used to instantiate multiple domain-separated functions (e.g., H1 and H2)
by selecting distinct DST_ext values for each (e.g., DST_ext1, DST_ext2).

1. (Suffix-only domain separation.) This method is useful when domain-separating invocations
of H from expand_message_xmd or expand_message_xof. It is not appropriate for domain-
separating expand_message from HMAC-H [RFC2104]; for that purpose, see method 4.

To instantiate a suffix-only domain-separated function Hso, compute
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Hso(msg) = H(msg || DST_ext)

DST_ext should be suffix-free encoded (e.g., by appending one byte encoding the length of
DST_ext) to make it infeasible to find distinct (msg, DST_ext) pairs that hash to the same
value.

This method ensures domain separation because all distinct invocations of H have distinct
suffixes, since DST_ext is distinct from DST_prime.

2. (Prefix-suffix domain separation.) This method can be used in the same cases as the suffix-
only method.

To instantiate a prefix-suffix domain-separated function Hps, compute

Hps(msg) = H(DST_ext || msg || I20SP(@, 1))

DST_ext should be prefix-free encoded (e.g., by adding a one-byte prefix that encodes the
length of DST_ext) to make it infeasible to find distinct (msg, DST_ext) pairs that hash to the
same value.

This method ensures domain separation because appending the byte I20SP(0, 1) ensures that
inputs to H inside Hps are distinct from those inside expand_message. Specifically, the final
byte of DST_prime encodes the length of DST, which is required to be nonzero (Section 3.1,
requirement 2), and DST_prime is always appended to invocations of H inside
expand_message.

3. (Prefix-only domain separation.) This method is only useful for domain-separating
invocations of H from expand_message_xmd. It does not give domain separation for
expand_message_xof or HMAC-H.

To instantiate a prefix-only domain-separated function Hpo, compute

Hpo(msg) = H(DST_ext || msg)

In order for this method to give domain separation, DST_ext should be at least b bits long,
where b is the number of bits output by the hash function H. In addition, at least one of the
first b bits must be nonzero. Finally, DST_ext should be prefix-free encoded (e.g., by adding a
one-byte prefix that encodes the length of DST_ext) to make it infeasible to find distinct (msg,
DST_ext) pairs that hash to the same value.

This method ensures domain separation as follows. First, since DST_ext contains at least one
nonzero bit among its first b bits, it is guaranteed to be distinct from the value Z_pad (Section
5.3.1, step 4), which ensures that all inputs to H are distinct from the input used to generate
b_0 in expand_message_xmd. Second, since DST_ext is at least b bits long, it is almost
certainly distinct from the values b_0 and strxor(b_0, b_(i - 1)), and therefore all inputs to H
are distinct from the inputs used to generate b_i, i >= 1, with high probability.
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4. (XMD-HMAC domain separation.) This method is useful for domain-separating invocations of
H inside HMAC-H (i.e., HMAC [RFC2104] instantiated with hash function H) from
expand_message_xmd. It also applies to HKDF-H (i.e., HKDF [RFC5869] instantiated with hash
function H), as discussed below.

Specifically, this method applies when HMAC-H is used with a non-secret key to instantiate a
random oracle based on a hash function H (note that expand_message_xmd can also be used
for this purpose; see Section 10.6). When using HMAC-H with a high-entropy secret key,
domain separation is not necessary; see discussion below.

To choose a non-secret HMAC key DST_key that ensures domain separation from
expand_message_xmd, compute

DST_key_preimage = "DERIVE-HMAC-KEY-" || DST_ext || I20SP(@, 1)
DST_key = H(DST_key_preimage)

Then, to instantiate the random oracle Hro using HMAC-H, compute
Hro(msg) = HMAC-H(DST_key, msg)

The trailing zero byte in DST_key_preimage ensures that this value is distinct from inputs to
H inside expand_message_xmd (because all such inputs have suffix DST_prime, which
cannot end with a zero byte as discussed above). This ensures domain separation because,
with overwhelming probability, all inputs to H inside of HMAC-H using key DST_key have
prefixes that are distinct from the values Z_pad, b_0, and strxor(b_0, b_(i - 1)) inside of
expand_message_xmd.

For uses of HMAC-H that instantiate a private random oracle by fixing a high-entropy secret
key, domain separation from expand_message_xmd is not necessary. This is because,
similarly to the case above, all inputs to H inside HMAC-H using this secret key almost
certainly have distinct prefixes from all inputs to H inside expand_message_xmd.

Finally, this method can be used with HKDF-H [RFC5869] by fixing the salt input to HKDF-
Extract to DST_key, computed as above. This ensures domain separation for HKDF-Extract by
the same argument as for HMAC-H using DST_key. Moreover, assuming that the input keying
material (IKM) supplied to HKDF-Extract has sufficiently high entropy (say, commensurate
with the security parameter), the HKDF-Expand step is domain-separated by the same
argument as for HMAC-H with a high-entropy secret key (since a pseudorandom key is
exactly that).

10.8. Target Security Levels

Each ciphersuite specifies a target security level (in bits) for the underlying curve. This
parameter ensures the corresponding hash_to_field instantiation is conservative and correct. We
stress that this parameter is only an upper bound on the security level of the curve and is neither
a guarantee nor endorsement of its suitability for a given application. Mathematical and
cryptographic advancements may reduce the effective security level for any curve.
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Appendix A. Related Work

The problem of mapping arbitrary bit strings to elliptic curve points has been the subject of both
practical and theoretical research. This section briefly describes the background and research
results that underlie the recommendations in this document. This section is provided for
informational purposes only.

A naive but generally insecure method of mapping a string msg to a point on an elliptic curve E
having n points is to first fix a point P that generates the elliptic curve group, and a hash function
Hn from bit strings to integers less than n; then compute Hn(msg) * P, where the * operator
represents scalar multiplication. The reason this approach is insecure is that the resulting point
has a known discrete log relationship to P. Thus, except in cases where this method is specified by
the protocol, it must not be used; doing so risks catastrophic security failures.

Boneh et al. [BLS01] describe an encoding method they call MapToGroup, which works roughly
as follows: first, use the input string to initialize a pseudorandom number generator, then use the
generator to produce a value x in F. If x is the x-coordinate of a point on the elliptic curve, output
that point. Otherwise, generate a new value x in F and try again. Since a random value x in F has
probability about 1/2 of corresponding to a point on the curve, the expected number of tries is
just two. However, the running time of this method, which is generally referred to as a
probabilistic try-and-increment algorithm, depends on the input string. As such, it is not safe to
use in protocols sensitive to timing side channels, as was exemplified by the Dragonblood attack
[VR20].

Schinzel and Skalba [SS04] introduce a method of constructing elliptic curve points
deterministically, for a restricted class of curves and a very small number of points. Skalba [S05]
generalizes this construction to more curves and more points on those curves. Shallue and van
de Woestijne [SWO06] further generalize and simplify Skalba's construction, yielding concretely
efficient maps to a constant fraction of the points on almost any curve. Fouque and Tibouchi
[FT12] give a parameterization of this mapping for Barreto-Naehrig pairing-friendly curves
[BNOS5].

Ulas [U07] describes a simpler version of the Shallue-van de Woestijne map, and Brier et

al. [BCIMRT10] give a further simplification, which the authors call the "Simplified SWU" map.
That simplified map applies only to fields of characteristic p = 3 (mod 4); Wahby and Boneh
[WB19] generalize to fields of any characteristic and give further optimizations.

Boneh and Franklin give a deterministic algorithm mapping to certain supersingular curves over
fields of characteristic p = 2 (mod 3) [BF01]. Icart gives another deterministic algorithm that maps
to any curve over a field of characteristic p = 2 (mod 3) [Icart09]. Several extensions and
generalizations follow this work, including [FSV09], [FT10], [KLR10], [F11], and [CK11].
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Following the work of Farashahi [F11], Fouque et al. [FJT13] describe a mapping to curves over
fields of characteristic p = 3 (mod 4) having a number of points divisible by 4. Bernstein et

al. [BHKL13] optimize this mapping and describe a related mapping that they call "Elligator 2,"
which applies to any curve over a field of odd characteristic having a point of order 2. This
includes Curve25519 and Curve448, both of which are CFRG-recommended curves [RFC7748].
Bernstein et al. [BLMP19] extend the Elligator 2 map to a class of supersingular curves over fields
of characteristic p = 3 (mod 4).

An important caveat regarding all of the above deterministic mapping functions is that none of
them map to the entire curve, but rather to some fraction of the points. This means that they
cannot be used directly to construct a random oracle that outputs points on the curve.

Brier et al. [BCIMRT10] give two solutions to this problem. The first, which Brier et al. prove
applies to Icart's method, computes f(HO(msg)) + f(H1(msg)) for two distinct hash functions HO
and H1 from bit strings to F and a mapping f from F to the elliptic curve E. The second, which
applies to essentially all deterministic mappings but is more costly, computes f(HO(msg)) +
H2(msg) * P, where P is a generator of the elliptic curve group, H2 is a hash from bit strings to
integers modulo r, and r is the order of the elliptic curve group.

Farashahi et al. [FFSTV13] improve the analysis of the first method, showing that it applies to
essentially all deterministic mappings. Tibouchi and Kim [TK17] further refine the analysis and
describe additional optimizations.

Complementary to the problem of mapping from bit strings to elliptic curve points, Bernstein et
al. [BHKL13] study the problem of mapping from elliptic curve points to uniformly random bit
strings, giving solutions for a class of curves that includes Montgomery and twisted Edwards
curves. Tibouchi [T14] and Aranha et al. [AFQTZ14] generalize these results. This document does
not deal with this complementary problem.

Appendix B. Hashing to ristretto255

ristretto255 [ristretto255-decaf448] provides a prime-order group based on curve25519
[RFC7748]. This section describes hash_to_ristretto255, which implements a random-oracle
encoding to this group that has a uniform output distribution (Section 2.2.3) and the same
security properties and interface as the hash_to_curve function (Section 3).

The ristretto255 API defines a one-way map ([ristretto255-decaf448], Section 4.3.4); this section
refers to that map as ristretto255_map.

The hash_to_ristretto255 function MUST be instantiated with an expand_message function that
conforms to the requirements given in Section 5.3. In addition, it MUST use a domain separation
tag constructed as described in Section 3.1, and all domain separation recommendations given in
Section 10.7 apply when implementing protocols that use hash_to_ristretto255.

Faz-Hernandez, et al. Informational Page 54


https://datatracker.ietf.org/doc/html/draft-irtf-cfrg-ristretto255-decaf448-07#section-4.3.4

RFC 9380 Hashing to Elliptic Curves July 2023

hash_to_ristretto255(msg)

Parameters:

- DST, a domain separation tag (see discussion above).

- expand_message, a function that expands a byte string and
domain separation tag into a uniformly random byte string
(see discussion above).

- ristretto255_map, the one-way map from the ristretto255 API.

Input: msg, an arbitrary-length byte string.
Output: P, an element of the ristretto255 group.

Steps:

1. uniform_bytes = expand_message(msg, DST, 64)
2. P = ristretto255_map(uniform_bytes)

3. return P

Since hash_to_ristretto255 is not a hash-to-curve suite, it does not have a Suite ID. If a similar
identifier is needed, it MUST be constructed following the guidelines in Section 8.10, with the
following parameters:

e CURVE_ID: "ristretto255"

*« HASH_ID: as described in Section 8.10
* MAP_ID: "R255MAP"

* ENC_VAR: "RO"

For example, if expand_message is expand_message_xmd using SHA-512, the REQUIRED
identifier is:

ristretto255_XMD:SHA-512_R255MAP_RO_

Appendix C. Hashing to decaf448

Similar to ristretto255, decaf448 [ristretto255-decaf448] provides a prime-order group based on
curve448 [RFC7748]. This section describes hash_to_decaf448, which implements a random-
oracle encoding to this group that has a uniform output distribution (Section 2.2.3) and the same
security properties and interface as the hash_to_curve function (Section 3).

The decaf448 API defines a one-way map ([ristretto255-decaf448], Section 5.3.4); this section
refers to that map as decaf448_map.

The hash_to_decaf448 function MUST be instantiated with an expand_message function that
conforms to the requirements given in Section 5.3. In addition, it MUST use a domain separation
tag constructed as described in Section 3.1, and all domain separation recommendations given in
Section 10.7 apply when implementing protocols that use hash_to_decaf448.
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hash_to_decaf448(msg)

Parameters:

- DST, a domain separation tag (see discussion above).

- expand_message, a function that expands a byte string and
domain separation tag into a uniformly random byte string
(see discussion above).

- decaf448_map, the one-way map from the decaf448 API.

Input: msg, an arbitrary-length byte string.
Output: P, an element of the decaf448 group.

Steps:

1. uniform_bytes = expand_message(msg, DST, 112)
2. P = decaf448_map(uniform_bytes)

3. return P

Since hash_to_decaf448 is not a hash-to-curve suite, it does not have a Suite ID. If a similar
identifier is needed, it MUST be constructed following the guidelines in Section 8.10, with the
following parameters:

« CURVE_ID: "decaf448"

*« HASH_ID: as described in Section 8.10
* MAP_ID: "D448MAP"

* ENC_VAR: "RO"

For example, if expand_message is expand_message_xof using SHAKE256, the REQUIRED

identifier is:

decaf448_XOF : SHAKE256 _D448MAP_RO_

Appendix D. Rational Maps

This section gives rational maps that can be used when hashing to twisted Edwards or
Montgomery curves.

Given a twisted Edwards curve, Appendix D.1 shows how to derive a corresponding Montgomery
curve and how to map from that curve to the twisted Edwards curve. This mapping may be used
when hashing to twisted Edwards curves as described in Section 6.8.

Given a Montgomery curve, Appendix D.2 shows how to derive a corresponding Weierstrass
curve and how to map from that curve to the Montgomery curve. This mapping can be used to
hash to Montgomery or twisted Edwards curves via the Shallue-van de Woestijne method
(Section 6.6.1) or Simplified SWU method (Section 6.6.2), as follows:

» For Montgomery curves, first map to the Weierstrass curve, then convert to Montgomery
coordinates via the mapping.
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* For twisted Edwards curves, compose the mapping from Weierstrass to Montgomery with
the mapping from Montgomery to twisted Edwards (Appendix D.1) to obtain a Weierstrass
curve and a mapping to the target twisted Edwards curve. Map to this Weierstrass curve,
then convert to Edwards coordinates via the mapping.

D.1. Generic Mapping from Montgomery to Twisted Edwards

This section gives a generic birational map between twisted Edwards and Montgomery curves.

The map in this section is a simplified version of the map given in [BBJLP08], Theorem 3.2.
Specifically, this section's map handles exceptional cases in a simplified way that is geared
towards hashing to a twisted Edwards curve's prime-order subgroup.

The twisted Edwards curve
a* vA2 + wh2 =1 +d * vA2 * wA2
is birationally equivalent to the Montgomery curve
K* t?*2 = s*3 + J * s*2 + s
which has the form required by the Elligator 2 mapping of Section 6.7.1. The coefficients of the

Montgomery curve are

*J=2*(@+d)/(@-d
‘K=4/(a-d)

The rational map from the point (s, t) on the above Montgomery curve to the point (v, w) on the
twisted Edwards curve is given by

ev=s/t
ew=(s-1)/(s+1)

This mapping is undefined when t == 0 or s == -1, i.e., when the denominator of either of the
above rational functions is zero. Implementations MUST detect exceptional cases and return the
value (v, w) = (0, 1), which is the identity point on all twisted Edwards curves.

The following straight-line implementation of the above rational map handles the exceptional
cases.
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monty_to_edw_generic(s, t)

Input: (s, t), a point on the curve K * t*2 = s*3 + J * s"2 + s.
Output: (v, w), a point on an equivalent twisted Edwards curve.

1. tvl = s + 1

2. tv2 = tvl * t # (s +1) *t

3. tv2 = inve(tv2) #1 /7 ((s+ 1) *1t)
4. v = tv2 * tvi #1/ t

5. v=vVv*s #s / t

6. w=tv2 *t #1/ (s + 1)

7. tvl = s -1

8. w=w* tvl # (s -1)/ (s +1)
9. e = tv2 ==

10. w = CMOV(w, 1, e) # handle exceptional case
11. return (v, w)

For completeness, we also give the inverse relations. (Note that this map is not required when
hashing to twisted Edwards curves.) The coefficients of the twisted Edwards curve corresponding
to the above Montgomery curve are

ca=(J+2)/K
*d=(J-2)/K

The rational map from the point (v, w) on the twisted Edwards curve to the point (s, t) on the
Montgomery curve is given by

es=(1+w)/(AQ-w)
ct=1+wW)/(vV*(1-w)

The mapping is undefined when v == 0 or w == 1. When the goal is to map into the prime-order
subgroup of the Montgomery curve, it suffices to return the identity point on the Montgomery
curve in the exceptional cases.

D.2. Mapping from Weierstrass to Montgomery

The rational map from the point (s, t) on the Montgomery curve
K * t22 = s?3 + J * s"2 + s

to the point (%, y) on the equivalent Weierstrass curve
yr2 = x*"3 + A *x + B

is given by

«A=(3-]JA2)/(3*K2)
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«B=(2*]JA3-9*])/(27 * KA3)
*x=3*s+])/(3*K)
ey=t/K

The inverse map, from the point (%, y) to the point (s, t), is given by

*s=(3*K*x-])/3
st=y*K

This mapping can be used to apply the Shallue-van de Woestijne method (Section 6.6.1) or
Simplified SWU method (Section 6.6.2) to Montgomery curves.

Appendix E. Isogeny Maps for Suites

This section specifies the isogeny maps for the secp256k1 and BLS12-381 suites listed in Section 8.

These maps are given in terms of affine coordinates. Wahby and Boneh ([WB19], Section 4.3)
show how to evaluate these maps in a projective coordinate system (Appendix G.1), which avoids
modular inversions.

Refer to [hash2curve-repo] for a Sage [SAGE] script that constructs these isogenies.

E.1. 3-Isogeny Map for secp256k1

This section specifies the isogeny map for the secp256k1 suite listed in Section 8.7.
The 3-isogeny map from (X', y') on E' to (%, y) on E is given by the following rational functions:

* X =X num /x_den, where

ex num =k (1,3) *x'"3+k _(1,2) *x'"2+k (1,1) *x' + k (1,0)
°ox den =x""2+k (2,1) *x'+ Kk _(2,0)

sy =y *y_num/y_den, where
°y_num = k_(3,3) *x'"\3 + k_(3,2) * x'2 + k_(3,1) * X' + K_(3,0)
oy_den = x'"3 + k_(4,2) *x'A2 + k_(4,1) *x' + k_(4,0)

The constants used to compute x_num are as follows:
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* k_(1,0) = 0x8e38e38e38e38e38e38e38e38e38e38e38e38e38e38e38e38e38e3
8daaaaa8c7

* k_(1,1) = 0x7d3d4c86bc321d5b9f315cea7fd44c5d595d2fcObf63b92dfff104
4f17c6581

* k_(1,2) = 0x534c328d23f234e6e2a413deca25caece4506144037c40314ecbded
b53d9dd262

* k_(1,3) = 0x8e38e38e38e38e38e38e38e38e38e38e38e38e38e38e38e38e38e3
8daaaaa88c
The constants used to compute x_den are as follows:
* k_(2,0) = 0xd35771193d94918a9ca34ccbb7b640dd86cd409542f8487d9febb7
45781eb49b
* k_(2,1) = 0xedadc6f64383dc1df7c4b2d51b54225406d36b641f5e41bbc52a56
612a8c6d14
The constants used to compute y_num are as follows:
* k_(3,0) = 0x4bda12f684bda12f684bda12f684bda12f684bda12f684bda12f68
4b8e38e23c

* k_(3,1) = 0xc75e08c32d5ch7c0faddBas54b12a0a6d5647abB46d686da6fdffcIoe
fc201d71a3

* k_(3,2) = 0x29a6194691f91a73715209ef6512e576722830a201be2018a765e8
5a9ecee931

* k_(3,3) = 0x2f684bda12f684bda12f684bda12f684bda12f684bda12f684bda
2138e38d84
The constants used to compute y_den are as follows:
* k_(4,0) = oxfffffffffffffffffffffffffffffffffffffffffffffffffffefe
fefffffo3b

* k_(4,1) = 0x7a06534bb8bdb49fd5e9e6632722c2989467c1bfc8e8d978dfb425
d2685c2573

* k_(4,2) = 0x6484aa716545ca2cf3a70c3fa8fe337e0a3d21162f0d6299a7bf81
92bfd2a76f
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E.2. 11-Isogeny Map for BLS12-381 G1

The 11-isogeny map from (X', y') on E' to (%, y) on E is given by the following rational functions:

* X =X _num /X_den, where
ox num =k (1,11) *x'~11 + k_(1,10) * x'A10 + k_(1,9) * x'A9 + ... + k_(1,0)
ox_den =x'"10+k (2,9) *x'"9 +k (2,8) *x'"8 + ... + Kk (2,0)

ey =y *y_num/y_den, where
°ey_num = k_(3,15) *x'A5 + k_(3,14) *x'N4 + k_(3,13) *x'A3+ .+ k_(g’o)
°y_den = x'M5 + k (4,14) * x'"14 + k_(4,13) * X'M3 + ... + k_(4,0)

The constants used to compute Xx_num are as follows:
* k_(1,08) = B8x11a65f2b1e8333406b809101dd99815856b303e88a2d7005ff2627b
56cdb4e2c85610c2d5f2e62d6eaeac1662734649b7

* k_(1,1) = 0x17294ed3e943ab2f0588bab22147a81c7c17e75b2f6a8417f565e3
3c70d1e86b4838f2a6f318c356e834eef1b3cb83bb

* k_(1,2) = 0xd54005db97678ec1d1048c5d10a9a1bced32473295983e56878e50
Tec68e25c958c3e3d2a09729feB179f9dac9edcbd

* k_(1,3) = 0x1778e7166fcc6db74e0609d307e55412d7f5e4656a8dbf25f1b332
89f1b330835336e25ce3107193¢c5b388641d9b6861

* k_(1,4) = 0xe99726a3199f4436642b4b3e4118e5499db995a1257fb3f086eebb
5982fac18985a286f301e77c451154ce%9ac8895d9

* k_(1,5) = 0x1630c3250d7313ff01d1201bf7a74ab5db3cb17dd952799b9ed3ab
9097e68f90a0870d2dcae73d19¢cd13¢c1¢c661T652983

* k_(1,6) = 0xd6ed6553fe44d296a3726c38ae652bfh11586264f0f8ce19008e21
8f9c86b2a8da25128c1052ecaddd7f225a139ed84

* k_(1,7) = 0x17b81e7701abdbe2e8743884d1117e53356de5ab275b4db1a682c6
2ef0f2753339b7c8f8c8f475af9cch5618e3f0c88e

* k_(1,8) = 0x80d3cf1f9a78fc47b90b33563be990dc43b756ce79f5574a2¢596¢
928c5d1de4fa295f296b74e956d71986a8497e317

* k_(1,9) = 0x169b1f8e1bcfa7c42e0c37515d138f22dd2ech803aBc5¢c99676314
baf4bb1b7fa3190b2edcB83277971f241067be390c%e

* k_(1,10) = 0x10321daB79cebB7e272d8ecB9d2565b0dfa7dccdde6787f96d50af
36003b148661f69b771f8c285decca67df3f1605fb7b

* k_(1,11) = 0x6e08c248e260e70bd1€962381edee3d31d79d7e22c837bc23¢cObf
1bc24c6b68c24b1b80b64d391fa9c8ba2e8ba2d229

The constants used to compute X_den are as follows:
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* k_(2,0) = 0x8caB8d548cff19ae18b2e62f4bd3fa6f01d5ef4ba35b48ba9c95886
17fc8ac62b558d681be343df8993cf9fa40d21bilc

* k_(2,1) = 0x12561a5deb559¢4348b4711298e536367041e8cabcf0800c0126c2
588c48bf5713daa8846cb026e9e5c8276ec82b3bff

* k_(2,2) = 0xb2962fe57a3225e8137e629bff2991f6189416f5a718cd1fcab4el
Ob11aceacd6a3df967c94fedcfcc239ba5ch83e19

* k_(2,3) = 0x3425581a58ae2fec83aafef7c40eb545b08243f16b1655154cca8a
bc28d6fd04976d5243eecf5c4130de8938dc62cd8

* k_(2,4) = 0x13a8e162022914a80a6f1d5f43e7a07dffdfc759a12062bb8d6b44
€833b306da9bd29ba81f35781d539d395b3532a21e

* k_(2,5) = 0xe7355f8e4e667h955390f7f0506c6€9395735e9ce9cad4dBas43bce
£24b8982f7400d24bc4228f11c02df9a29f6304a5

* k_(2,6) = 0x772caacf16936190f3e0c63e0596721570f5799af53a1894e2e073
062aede9cea73b3538f0deBb6cec2574496ee84a3a

* k_(2,7) = 0x14a7ac2a9d64a8h230b3f5b074cf01996e7f63c21bcab68a81996e1
cdf9822¢c580fa5b9489d11e2d311f7d99bbdcc5a5e

* k_(2,8) = 0xal@ecfbada54f825e920b3dafc7a3cced7f8d1d7161366b74100da
67139883503826692abba43704776ec3a79%9a1d641

* k_(2,9) = 0x95fc13ab9e92ad4476d6e3eb3a56680f682b4ee96f7d03776df533
978f31¢1593174e4b4b7865002d6384d168ecdd@a

The constants used to compute y_num are as follows:
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* k_(3,0) = 0x90d97c81ba24ee0259d1f094980dcfallad138e48a869522b52af6
€956543d3cdBc7aee9b3ba3c2be9845719707bb33

* k_(3,1) = 0x134996a104ee5811d51036d776fb46831223e96¢c2541383d0f9063
43eb67ad34d6c56711962fa8bfe097e75a2e41¢c696

* k_(3,2) = 0xcc786baa966e66f4a384c86a3b49942552e2d658a31ce2¢c344bedb
91400da7d26d521628b00523b8dfe240c72de1f6

* k_(3,3) = 0x1f86376e8981¢c217898751ad8746757d42aa7b90eeb791c09e4a3e
c03251cf9de405aba9ecb1decab355c77bBe5f4ch

* k_(3,4) = 0x8cco3fdefedff135caf4afe2a21529¢4195536fbe3ce50h879833fd
221351adc2ee7f8dc099040a841bbdaecf2e8fedb

* k_(3,5) = 0x16603fcad40634b6a2211e11db8f0abab74a7ded4afadb7bd76505¢c
3d3ad5544e20316326c95a807299b23ab13633a5f0

* k_(3,6) = 0x4abbb9bcfacibbcb2c977d027796b3ce75bb8ca2be184cb5231413
c4d634f3747a87ac2460f415ec961f8855fe9d6f2

* k_(3,7) = 0x987c8d5333ab86fde9926bd2cabc674170a05bfe3bdd81ffde38da
6c26c842642f64550fedfe935a15e4ca31870fb29

* k_(3,8) = 0x9fc4018bd96684be88c9e221e4dalbb8f3abd16679dc26c1e8bbeb
a1f20cabe69d65201c78607a360370e577bdba587

* k_(3,9) = 0xelbba7a1186bdbh5223abde7ada14a23c42abca7915af6fe06985e7
ed1e4d43b9b3f7055dd4ebabf2bafaaebca731c30

* k_(3,10) = 0x19713e47937cd1beddfdeb8f1d43fb93cd2fcbcb6caf493fd1183
e416389e61031bf3a5cce3fbafce813711ad011¢c132

* k_(3,11) = 0x18b46a908f36f6deb918c143fed2edcc523559b8aaf0c2462e6bf
e7f911f643249d9cdf41b44d606ce07c8a4d0074d8e

* k_(3,12) = 0xb182cac101b9399d155096004f53f447aa7b12a3426b08ec02710
€807b4633f06c851¢1919211f20d4c04f00Ob971ef8

* k_(3,13) = 0x245a394adleca9b72fcBBae7be315dc757b3b080d4c158013e€663
2d3c40659cc6cf90ad1c232a6442d9d3f5db980133

* k_(3,14) = 0x5c129645e44cf1102a159f748c4a3fc5e673d81d7e86568d9abof
5d396a7ce46ba1049b6579afb7866b1e715475224b

* k_(3,15) = 0x15e6be4e990f03cedea50b3b42df2eb5cb181d8f84965a3957add
4fa95af01b2b665027efecB1c7704b456be69c8b604

The constants used to compute y_den are as follows:
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* k_(4,0) = 0x16112c4c3a9c98b252181140fad0eaec9601a6de578980bebeec323
2b5be72e7a07f3688ef60c206d01479253b083663C1

* k_(4,1) = 0x1962d75c2381201e1abcbd6c43c348b885c84ff731c4d59cad4a103
561453e01178a4260763529e3532f6102c2e49a03d

* k_(4,2) = 0x58df3306640da276faaae7d6e8eb15778c4855551ae7f310c35a5d
d279cd2eca6757c¢d6361961891e2538b53dbf67f2

* k_(4,3) = 0x16b7d288798e5395f20d23bf89edb4d1d115c5dbddbcd30e123da4d
89e726af4172736412c28297ada8d26d984455416

* k_(4,4) = 0xbeBe079545f43e4b00cc912f8228ddcc6d19c9fOf69bbbB542edal
fc9dec916a20b15dcOfd2ededda39142311a5001d

* k_(4,5) = 0x8d9e5297186db2d9fb266eaac783182b70152c65550d881c5ecd87
b6fof5a6449f38db9dfad9cce202c6477faaf9b7ac

* k_(4,6) = 0x166007c08a99db2fc3ba8734ace9824b5eecfdfa8ddcf8ef5dd365
bc40062a0051d5fa9cB1a58b1fb93d1a1399126a775¢

* k_(4,7) = 0x16a3efB8be3ea7eab3bcddfabbabff6ee5a4375efalf4fd7feb34f
d206357132b9206f5b00801dee460ee415a15812ed9

* k_(4,8) = 0x1866c8ed336c61231albe54fd1d74cc4f9fbBcedcb6af5920abe575
0c4bf39b4852cfe2f7bb9248836b233d9d55535d4a

* k_(4,9) = 0x167a55cda70abe1ceald20597d94a84903216f763e13d87bb530859
2e7ea7d4fbc7385ea3d529b35e346ef48bb8913f55

* k_(4,10) = 0x4d2f259eea405bd48f010aB1ad2911d9c6ddB39bb6126290e591b
36e636a5c871a5c29f4183060400f8b49cha8f6aald

* k_(4,11) = Oxaccbb67481d033ff5852c1e48c50c477f94ff8aefce42d28c0f9a
88cea7913516f968986f7ebbea9684b529e2561092

* k_(4,12) = 0xad6b9514c767fe3¢c3613144b45f1496543346d98adf02267d5cee
f9a00d9b8693000763e3b90ac11e99b138573345¢cc

* k_(4,13) = 0x2660400eb2e4f3b628bdd0d53cd76f2bf565b94e72927c1cb748d
27942480e420517bd8714cc80d1fadc1326ed06f7

* k_(4,14) = 0xebfa1d816ddcO3e6b24255e0d7819¢c171c40f65e273h853324efc
d6356caa205ca2f570f13497804415473a1d634b8f

E.3. 3-Isogeny Map for BLS12-381 G2

The 3-isogeny map from (X', y') on E' to (%, y) on E is given by the following rational functions:

* X =X num /x_den, where

ex num =k (1,3) *x'"3+k (1,2) *x'"2+k (1,1) *x' + k (1,0)
°ox den=x""2+k (2,1) *x'+ Kk _(2,0)
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sy =y *y_num/y_den, where
°ey_num = k (3,3) *x'7"3+k (3,2) *x'A"2 +k _(3,1) *x' + k_(3,0)
cy_den = X'A3 + k_(4,2) * X'"2 + k_(4,1) * X' + k_(4,0)

The constants used to compute x_num are as follows:

* k_(1,0) = 0x5c759507e8e333ebb5b7a9a47d7ed8532c52d39fd3a042a88b5842
3c50ae15d5c2638e343d9c71c6238aaaaaaaad97d6 + 0x5¢759507e8e333ebb5b7
a%9a47d7ed8532¢c52d39fd3av42a88b58423c50ae15d5¢c2638e343d9¢c71c6238aaa
aaaaa97d6 * I

* k_(1,1) = 0x11568bf17baa99bc32126fced787c88f984f87adf7aedc7f9a208¢
6b41f20a4181472aaa9cb8d555526a9ffffffffc71a * I

* k_(1,2) = 0x11560bf17baa99bc32126fced787c88f984f87adf7aebc7f9a208¢
6b4f20a4181472aaa9ch8d555526a9ffffffffc71e + Ox8ab@5f8bdd54cde1909
37e76bc3e447cc27c3d6fbd7063fcd104635a790520c0a395554e5¢c6aaaa9354ff
ffffffe38d * I

* k_(1,3) = 0x171d6541fa38ccfaed6deab91f5fb614cb14bde7f4e810aa22d610
8f142b85757098e38d0f671c7188e2aaaaaaaabed1
The constants used to compute x_den are as follows:
* k_(2,0) = 0x1aB111ea397fe69a4b1ba7b6434bacd764774b84f38512bf6730d2
a0f6bof6241eabfffeb153ffffbofeffffffffaa63 * I
* k_(2,1) = @xc + 0x1aB111ea397fe69a4b1ba7b6434bacd764774b84f38512bf
6730d2a0f6b0f6241eabfffeb153ffffbofeffffffffaadf * I

The constants used to compute y_num are as follows:

* k_(3,0) = 0x1530477c7ab4113b59a4c18b0876d11930f7da5d4a07f649bf54439
d87d27e500fc8c25ebf8c92f6812cfc71c71c6d706 + 0Ox1530477c7ab4113b59a
4c18b076d11930f7da5d4a07f649bf54439d87d27e500fc8c25ebf8c92f6812cfc
71c71c6d706 * I

* k_(3,1) = 0x5c759507e8e333ebb5b7a9a47d7ed8532c52d39fd3a042a88b5842
3c50ae15d5c2638e343d9c71c6238aaaaaaaa97be * I

* k_(3,2) = 0x115608bf17baa99bc32126fced787c881984f87adf7aedc719a208¢c
6b4120a4181472aaa9cb8d555526a9ffffffffc71c + Ox8ab05f8bdd54cde1909
37e76bc3e447cc27c3d6fbd7063fcd104635a790520c0a395554e5¢c6aaaa9354ff
ffffffe38f * I

* k_(3,3) = 0x124c9ad43b6cf79bfbf7043de3811ad0761b0f37a1e26286b0e977
c69aa274524e79097a56dc4bd9e1b371¢c71c718b18

The constants used to compute y_den are as follows:
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* k_(4,0) = 0x1a0111ea397fe69a4b1ba7b6434bacd764774b84f38512bf6730d2
a0febof6241eabfffeb153ffffbofeffffffffa8fb + 0x1aB111ea397feb69a4b1
ba7b6434bacd764774b84138512bf6730d2adf6b0f6241eabfffeb153ffffbofef
fffffffa8fb * I

* k_(4,1) = 6x1a@111ea397fe69a4b1ba7b6434bacd764774b841f38512bf6730d2
aBf6b0f6241eabfffeb153ffffbofeffffffffadd3 * I

* k_(4,2) = 6x12 + Bx1aB111ea397fe69a4b1ba7b6434bacd764774b84138512b
f6730d2aBf6b0f6241eabfffeb153ffffbofeffffffffaa99 * I

Appendix F. Straight-Line Implementations of Deterministic
Mappings
This section gives straight-line implementations of the mappings of Section 6. These

implementations are generic, i.e., they are defined for any curve and field. Appendix G gives
further implementations that are optimized for specific classes of curves and fields.

F.1. Shallue-van de Woestijne Method

This section gives a straight-line implementation of the Shallue-van de Woestijne method for any
Weierstrass curve of the form given in Section 6.6. See Section 6.6.1 for information on the
constants used in this mapping.

Note that the constant c3 below MUST be chosen such that sgn0(c3) = 0. In other words, if the
square-root computation returns a value cx such that sgn0(cx) = 1, set c3 = -cx; otherwise, set c3 =
CX.
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map_to_curve_svdw(u)

Input: u, an element of F.
Output: (x, y), a point on E.

July 2023

Constants:

1. ¢c1 = g(2)

2.¢c2=-21/2

3. ¢c3 =sqrt(-g(Z) * (3 * Z*"2 + 4 * A)) # sgn@(c3) MUST equal ©
4. c4 = -4 x g(Z) / (3 * Z"2 + 4 * A)

Steps:

1. tvl = u*2

2. tvl = tvl * c1

3. tv2 =1 + tvl

4. tvl =1 - tvi

5. tv3 = tvl * tv2

6. tv3 = invO(tv3)

7. tvd = u * tvl

8. tv4d = tvd * tv3

9. tv4 = tv4d * c3

10. x1 = c2 - tv4d

11. gx1 = x142

12. gx1 = gx1 + A

13. gx1 = gx1 * x1

14. gx1 = gx1 + B

15. el = is_square(gx1)

16. x2 = c2 + tv4d

17. gx2 = x2*2

18. gx2 = gx2 + A

19. gx2 = gx2 * x2

20. gx2 = gx2 + B

21. e2 = is_square(gx2) AND NOT el # Avoid short-circuit logic ops
22. x3 = tv2A2

23. x3 = x3 * tv3

24. x3 = x3"2

25. x3 = x3 * c4

26. x3 = x3 + Z

27. x = CMOV(x3, x1, el) # x = x1 if gx1 is square, else x = X3
28. X = CMOV(x, x2, e2) # x = x2 if gx2 is square and gx1 is not
29. gx = x"2

30. gx = gx + A

31. gx = gx * x

32. gx = gx + B

33. y = sqrt(gx)

34. e3 = sgn@(u) == sgno(y)

35. = CMOV(-y, vy, €3) # Select correct sign of y

Yy
36. return (x, y)

F.2. Simplified SWU Method

This section gives a straight-line implementation of the Simplified SWU method for any
Weierstrass curve of the form given in Section 6.6. See Section 6.6.2 for information on the

constants used in this mapping.
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This optimized, straight-line procedure applies to any base field. The sqrt_ratio subroutine is
defined in Appendix F.2.1.

map_to_curve_simple_swu(u)

Input: u, an element of F.
Output: (x, y), a point on E.

Steps:

1. tvl = ut2

2. tvl = Z * tvi

3. tv2 = tvi?r2

4. tv2 = tv2 + tvl

5. tv3 = tv2 + 1

6. tv3 =B * tv3

7. tv4 = CMOV(Z, -tv2, tv2 != 0)

8. tvd = A * tv4

9. tv2 = tv3*2

10. tve = tv4r2

11. tvs = A * tvé

12. tv2 = tv2 + tv5

13. tv2 = tv2 * tv3

14. tve = tve * tv4

15. tvS = B * tv6

16. tv2 = tv2 + tv5

17. X = tvl * tv3

18. (is_gxl1_square, y1) = sqrt_ratio(tv2, tvé)
19. y = tvl * u

20. y =y * vyl

21. x = CMOV(x, tv3, is_gx1_square)
22. y = CMOV(y, y1, is_gx1_square)
23. el = sgn@(u) == sgnd(y)

24. y = CMOV(-y, vy, el)

25. X =x / tv4d

26. return (x, y)

F.2.1. sqrt_ratio Subroutine

This section defines three variants of the sqrt_ratio subroutine used by the above procedure. The
first variant can be used with any field; the others are optimized versions for specific fields.

The routines given in this section depend on the constant Z from the Simplified SWU map. For
correctness, sqrt_ratio and map_to_curve_simple_swu MUST use the same value for Z.
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F.2.1.1. sqrt_ratio for Any Field

sqrt_ratio(u, v)

Parameters:

- F, a finite field of characteristic p and order q = p”*m.

Hashing to Elliptic Curves

- Z, the constant from the Simplified SWU map.

Input: u and v, elements of F, where v != 0.

Output: (b, y), where

b = True and y = sqrt(u / v) if (u / v) is square in F, and

b = False and y = sqrt(Z * (u / v)) otherwise.

Constants:

C
c3
c4
c5
c6
c’/

(g - 1) / (2*c1)
(c2 - 1) /2
2°Ac1 - 1

20(c1 - 1)

Z7c2

ZM((c2 + 1) / 2)

Nouoh,hWN =

Procedure:
tv1 cb
tv2 vic4
tv3 tv242

tv3 tv3d * v
tvs u * tv3
tv5 tv5+c3

tv5 tvs * tv2
tv2 tvh * v
tv3 tvd * u
10. tv4 tv3 * tv2
11. tvs tv4Arch
12. isQR = tv5 ==
13. tv2 tv3 * c7
14. tv5 tv4d * tvil
15. tv3
16. tv4
17. for
18. tv5
19. tv5 22tv5

20. tvs tv4rtvs
21. el = tvs ==

22. tv2 tv3 * tvi
23. tv1 tvl * tvil
24 . tv5 tvd * tvi
25. tv3

WCoOoNOCuR,WN-=

-

in (c¢1, c¢1 - 1,
i-2

27. return (isQR, tv3)

Faz-Hernandez, et al.

c1, the largest integer such that 27cT

# Integer
# Integer
# Integer
# Integer

CMOV(tv2, tv3, isQR)
CMOV(tv5, tv4, isQR)
., 2):

= CMOV(tv2, tv3, el)
26. tv4 = CMOV(tv5, tv4, el)
(

divides q - 1.
arithmetic
arithmetic
arithmetic
arithmetic

Informational
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F.2.1.2. Optimized sqrt_ratio for ¢ = 3 mod 4

sqrt_ratio_3mod4(u, v)

Parameters:

- F, a finite field of characteristic p and order q = p”m,
where g = 3 mod 4.

- Z, the constant from the Simplified SWU map.

Input: u and v, elements of F, where v != 0.
Output: (b, y), where
b = True and y = sqrt(u / v) if (u / v) is square in F, and

b = False and y = sqrt(Z * (u / v)) otherwise.
Constants:
1. ¢c1=(q-3) / 4 # Integer arithmetic
2. c2 = sqrt(-2)
Procedure:
1. tvl = vA2
2. tv2 = u * v
3. tvl = tvl * tv2
4. y1 = tvitcl
5.yl =yl * tv2
6. y2 =yl * c2
7. tv3 = yl1*2
8. tv3 = tv3 * v
9. isQR = tv3 == u

10. y = CMOV(y2, y1, isQR)
11. return (isQR, vy)
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F.2.1.3. Optimized sqrt_ratio for q =5 mod 8

sqrt_ratio_5mod8(u, v)

Parameters:

- F, a finite field of characteristic p and order q = p”m,
where q = 5 mod 8.

- Z, the constant from the Simplified SWU map.

Input: u and v, elements of F, where v != 0.
Output: (b, y), where
b = True and y = sqrt(u / v) if (u / v) is square in F, and

b = False and y = sqrt(Z * (u / v)) otherwise.
Constants:
1. ¢1=(g-5) /8
2. c2 = sqrt(-1)
3. ¢c3 = sqrt(Z / c2)
Steps:
1. tvl = vA2
2. tv2 = tvl * v
3. tvl = tvir2
4. tv2 = tv2 * u
5. tvl = tvl * tv2
6. y1 = tvitci
7. y1 =yl * tv2
8. tvl = y1 * c2
9. tv2 = tvi*r2
10. tv2 = tv2 * v
11. el = tv2 == u
12. y1 = CMOV(y1, tv1, el)
13. tv2 = y142
14. tv2 = tv2 * v

15. isQR = tv2 == u
16. y2 = y1 * c3

17. tvl = y2 * c2
18. tv2 = tvir2
19. tv2 = tv2 * v
20. tv3 = Z7Z * u

21. e2 = tv2 == tv3
22. y2 = CMOV(y2, tv1, e2)
23. y = CMOV(y2, y1, isQR)
24. return (isQR, y)

F.3. Elligator 2 Method

This section gives a straight-line implementation of the Elligator 2 method for any Montgomery
curve of the form given in Section 6.7. See Section 6.7.1 for information on the constants used in
this mapping.

Appendix G.2 gives optimized straight-line procedures that apply to specific classes of curves and
base fields, including curve25519 and curve448 [RFC7748].
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map_to_curve_elligator2(u)

Input: u, an element of F.
Output: (s, t), a point on M.

Constants:

1. cl =J /K

2. c2 =1 / K2

Steps:

1. tvl = u*2

2. tvl = Z * tvi # 7 * ur2

38 el = tvl == -1 # exceptional case: Z * u?2 == -1
4. tvl = CMOV(tv1l, 0, el) # if tvl == -1, set tvl =0

B x1 = tvl + 1

6. x1 = inve(x1)

7. x1 = -c1 * x1 #x1 =-(J /7 K) / (1 +Z *ur2)
8. gx1 = x1 + c1

9. gx1 = gx1 * x1

10. gx1 = gx1 + c2

11. gx1 = gx1 * x1 # gx1 = X123 + (J / K) * x1%2 + x1 / K2
12 x2 = -x1 - c1

13. gx2 = tvl * gx1

14. e2 = is_square(gx1) # If is_square(gx1)

15. x = CMOV(x2, x1, e2) # then x = x1, else x = x2
16. y2 = CMOV(gx2, gx1, e2) # then y2 = gx1, else y2 = gx2
17. y = sqrt(y2)

18. e3 = sgnl(y) ==

19. y = CMOV(y, -y, e2 XOR e3) # fix sign of y

20. s =x *K

21. t=y *xK

22. return (s, t)

Appendix G. Curve-Specific Optimized Sample Code

This section gives sample implementations optimized for some of the elliptic curves listed in
Section 8. Sample Sage code [SAGE] for each algorithm can also be found in [hash2curve-repo].

G.1. Interface and Projective Coordinate Systems

The sample code in this section uses a different interface than the mappings of Section 6.
Specifically, each mapping function in this section has the following signature:

(xn, xd, yn, yd) = map_to_curve(u)

The resulting affine point (x, y) is given by (xn / xd, yn / yd).

The reason for this modified interface is that it enables further optimizations when working with
points in a projective coordinate system. This is desirable, for example, when the resulting point
will be immediately multiplied by a scalar, since most scalar multiplication algorithms operate
on projective points.
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Projective coordinates are also useful when implementing random-oracle encodings (Section 3).
One reason is that, in general, point addition is faster using projective coordinates. Another
reason is that, for Weierstrass curves, projective coordinates allow using complete addition
formulas [RCB16]. This is especially convenient when implementing a constant-time encoding,
because it eliminates the need for a special case when Q0 == Q1, which incomplete addition
formulas usually do not handle.

The following are two commonly used projective coordinate systems and the corresponding
conversions:

* A point (X, Y, Z) in homogeneous projective coordinates corresponds to the affine point (x, y)
=(X/Z,Y/Z); the inverse conversion is given by (X, Y, Z) = (%, y, 1). To convert (xn, xd, yn, yd)
to homogeneous projective coordinates, compute (X, Y, Z) = (xn * yd, yn * xd, xd * yd).

* A point (X', Y', Z") in Jacobian projective coordinates corresponds to the affine point (%, y) = (X'
[ Z'72,Y' [ Z'A3); the inverse conversion is given by (X', Y', Z') = (%, y, 1). To convert (xn, xd, yn,
yd) to Jacobian projective coordinates, compute (X', Y', Z') = (xn * xd * ydA2, yn * ydA2 * xd/3,
xd * yd).

G.2. Elligator 2

G.2.1. curve25519 (q =5 (mod 8),K=1)
The following is a straight-line implementation of Elligator 2 for curve25519 [RFC7748] as
specified in Section 8.5.

This implementation can also be used for any Montgomery curve with K = 1 over GF(q) where q =
5 (mod 8).

map_to_curve_elligator2_curve25519(u)

Input: u, an element of F.
Output: (xn, xd, yn, yd) such that (xn / xd, yn / yd) is a
point on curve25519.

Constants:

1.¢c1=(q+3) /8 # Integer arithmetic

2. ¢c2 = 27c1

3. ¢c3 = sqrt(-1)

4. c4 =(q-5)/ 8 # Integer arithmetic

Steps:

1. tvl = u*2

2. tvl = 2 * tvl

3. xd = tvl + 1 # Nonzero: -1 is square (mod p), tv1l is not
4. Xxln = -J #x1 =xIn / xd = -J/ (1 +2 * ur2)
5. tv2 = xd*2

6. gxd = tv2 * xd # gxd = xd*3

7. gx1 =J * tvl # xIn + J * xd

8. gx1 = gx1 * x1n # x1n*2 + J * x1n * xd

9. gx1 = gx1 + tv2 # x1n*2 + J * x1In * xd + xd*2

10. gx1 = gx1 * x1n # x1n?*3 + J * x1n?*2 * xd + x1n * xd*2
11. tv3 = gxd*2
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12. tv2
13. tv3
14. tv3
15. tv2
16. y11
17. y11
18. y12
19. tv2
20. tv2
21. el
22. vyl
23. X2n
24. y21
25. y21
26. y22
27. gx2
28. tv2
29. tv2
36. e2
31. y2
32. tv2
33. tv2
34. e3
35. xn
36. y
37. e4
38. y

tv342

tv3 * gxd
tv3 * gx1
tv2 * tv3
tv2ic4

y11 * tv3
y11 * ¢3
y1142

tv2 * gxd
tv2 == gx1
CMOV(y12, y11, e1l)
XTn * tvi

y11 * u

y21 * ¢2

y21 * ¢c3

gx1 * tvi

y2112

tv2 * gxd

tv2 == gx2
CMOV(y22, y21, e2)
y142

tv2 * gxd

tv2 == gxI1
CMOV(x2n, x1n, e3)
CMOV(y2, y1, e3)
sgno(y) ==

HoHoHHHH

Hashing to Elliptic Curves

gxd*4
gxdA3
gx1 * gxd*3
gx1 * gxd~r7

(gx1 * gxd"7)*((p - 5) / 8)
gx1 * gxd*3 * (gx1 * gxd*7)A~((p - 5) / 8)

# If g(x1) is square, this is its sqgrt
ur2 * x1n / xd

# x2 = x2n / xd = 2 *

# g(x2) = gx2 / gxd =

# If g(x2) is square,

# If e3, x x1, else
# If e3, y = y1, else
# Fix sign of y

CMOV(y, -y, e3 XOR e4)
39. return (xn, xd, y, 1)

G.2.2. edwards25519

2 * ur2 * g(x1)

this is its sqrt

< X

X2
y2

July 2023

The following is a straight-line implementation of Elligator 2 for edwards25519 [RFC7748] as

specified in Section 8.5. The subroutine map_to_curve_elligator2_curve25519 is defined in

Appendix G.2.1.

Note that the sign of the constant c1 below is chosen as specified in Section 6.8.1, i.e., applying the
rational map to the edwards25519 base point yields the curve25519 base point (see erratum

[Err4730]).
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map_to_curve_elligator2_edwards25519(u)

Input: u, an element of F.
Output: (xn, xd, yn, yd) such that (xn / xd, yn / yd) is a
point on edwards25519.

Constants:
1. c1 = sqrt(-486664) # sgn@(c1) MUST equal ©

Steps:

1. (xMn, xMd, yMn, yMd) = map_to_curve_elligator2_curve25519(u)
2. xn = xMn * yMd

3. xn = xn * cl

4. xd = xMd * yMn #xn / xd = c1 * xM / yM

5. yn = xMn - xMd

6. yd = xMn + xMd #(n/d-1)/ (n/d+1)=(n-d)/ (n+d)
7. tvl = xd * yd

8. e = tvl ==

9. xn = CMOV(xn, O, e)

10. xd = CMOV(xd, 1, e)

11. yn = CMOV(yn, 1, e)

12. yd = CMOV(yd, 1, e)

13. return (xn, xd, yn, yd)

G.2.3. curve448 (q=3 (mod4),K=1)

The following is a straight-line implementation of Elligator 2 for curve448 [RFC7748] as specified
in Section 8.6.

This implementation can also be used for any Montgomery curve with K = 1 over GF(q) where q =
3 (mod 4).
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map_to_curve_elligator2_curve448(u)

Input: u, an element of F.
Output: (xn, xd, yn, yd) such that (xn / xd, yn / yd) is a
point on curve448.

Constants:

1. ¢c1=(q-3) / 4 # Integer arithmetic

Steps:

1. tvl = u*2

2. el = tvl ==

3. tvl = CMOV(tv1l, O, el) # If Z * u*2 == -1, set tvl =0

4. xd =1 - tvl

5. xIn = -J

6. tv2 = xd*2

7. gxd = tv2 * xd # gxd = xd*3

8. gx1 = -J * tvl # xIn + J * xd

9. gx1 = gx1 * x1n # x1n*2 + J * x1In * xd

10. gx1 = gx1 + tv2 # x1n*2 + J * x1n * xd + xd*2

11. gx1 = gx1 * x1n # xIn?*3 + J * x1n?2 * xd + x1n * xd*2
12. tv3 = gxd*2

13. tv2 = gx1 * gxd # gx1 * gxd

14. tv3 = tv3 * tv2 # gx1 * gxd”3

15. y1 = tv3*cl # (gx1 * gxd*3)A((p - 3) / 4)

16. y1 =yl * tv2 # gx1 * gxd * (gx1 * gxd*3)*((p - 3) / 4)
17. x2n = -tvl * x1n # x2 = x2n / xd = -1 * u*2 * x1n / xd
18 y2 =yl *u

19. y2 = CMOV(y2, 0, el)

20. tv2 = y172

21. tv2 = tv2 * gxd

22. e2 = tv2 == gxI

23. xn = CMOV(x2n, x1n, e2) # If e2, x = x1, else x = x2

24. y = CMOV(y2, y1, e2) # If e2, y = y1, elsey = y2

25. e3 = sgnl(y) == # Fix sign of y

26. y = CMOV(y, -y, e2 XOR e3)

27. return (xn, xd, y, 1)

G.2.4. edwards448

The following is a straight-line implementation of Elligator 2 for edwards448 [RFC7748] as
specified in Section 8.6. The subroutine map_to_curve_elligator2_curve448 is defined in
Appendix G.2.3.

Faz-Hernandez, et al. Informational Page 76



RFC 9380 Hashing to Elliptic Curves

map_to_curve_elligator2_edwards448(u)

Input: u, an element of F.
Output: (xn, xd, yn, yd) such that (xn / xd, yn / yd) is a
point on edwards448.

Steps:

1. (xn, xd, yn, yd) = map_to_curve_elligator2_curve448(u)
2 Xn2 = xn’2

3. xd2 = xd22

4. xd4 = xd2”2

5) yn2 = yn*2

6. yd2 = yd*2

7 XEn = xn2 - xd2

8. tv2 = xEn - xd2

9. XxEn = xEn * xd2

10. xEn = XEn * yd

11. xEn = xEn * yn

12. xEn = xEn * 4

13. tv2 = tv2 * xn2

14. tv2 = tv2 * yd2

15. tv3 = 4 * yn2

16. tvl = tv3 + yd2

17. tvl = tvl * xd4

18. xEd = tvl + tv2

19. tv2 = tv2 * xn

20. tv4 = xn * xd4

21. yEn = tv3 - yd2

22. yEn = yEn * tv4

23. yEn = yEn - tv2

24. tvl = xn2 + xd2

25. tvl = tvl * xd2

26. tvl = tvl * xd

27. tvl = tvl * yn2

28. tvl = -2 * tvi

29. yEd = tv2 + tvi

30. tv4d = tv4 * yd2

31. yEd = yEd + tv4

32. tvl = xEd * yEd

33. e = tvl ==

34. xEn = CMOV(xEn, 0, e)
35. xEd = CMOV(xEd, 1, e)
36. yEn = CMOV(yEn, 1, e)
37. yEd = CMOV(yEd, 1, e)

38. return (xEn, xEd, yEn, yEd)

G.2.5. Montgomery Curves with q = 3 (mod 4)

July 2023

The following is a straight-line implementation of Elligator 2 that applies to any Montgomery

curve defined over GF(q) where q = 3 (mod 4).

For curves where K = 1, the implementation given in Appendix G.2.3 gives identical results with

slightly reduced cost.
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map_to_curve_elligator2_3mod4(u)

Input: u, an element of F.
Output: (xn, xd, yn, yd) such that (xn / xd, yn / yd) is a
point on the target curve.

Constants:

1. ¢c1=(q-3) / 4 # Integer arithmetic

2. c2 = K*2

Steps:

1. tvl = u*2

2. el = tvl ==

3. tvl = CMOV(tv1l, O, el) # If Z * u*2 == -1, set tvl =0

4. xd = 1 - tv1

5. xd = xd * K

6. xIn = -J #x1 =xIn / xd = -J / (K* (1 + 2 * ur2))
7. tv2 = xd*2

8. gxd = tv2 * xd

9. gxd = gxd * c2 # gxd = xd*3 * K72

10. gx1 = xIn * K

11. tv3 = xd * J

12. tv3 = gx1 + tv3 # xIn * K + xd * J

13. gx1 = gx1 * tv3 # KA2 * x1n?2 + J * K * x1n * xd

14. gx1 = gx1 + tv2 # KA2 * x1n?2 + J * K * x1n * xd + xd*2
15. gx1 = gx1 * x1n # Kr2 * x1n?*3 + J * K *# x1n?*2 * xd + x1n * xd*2
16. tv3 = gxd*2

17. tv2 = gx1 * gxd # gx1 * gxd

18. tv3 = tv3 * tv2 # gx1 * gxd”3

19. y1 = tv3tcl # (gx1 * gxd*3)2((q - 3) / 4)

20. yl1 =yl * tv2 # gx1 * gxd * (gx1 * gxd*3)*((q - 3) / 4)
21. x2n = -tvl * xIn # x2 = x2n / xd = -1 * u*2 * x1n / xd
22. y2 =yl *u

23. y2 = CMOV(y2, 0, el)

24. tv2 = y1r2

25. tv2 = tv2 * gxd

26. e2 = tv2 == gxl1

27. xn = CMOV(x2n, x1n, e2) # If e2, x = x1, else x = x2
28. xn = xn * K

29. y = CMOV(y2, y1, e2) # If e2, y = y1, elsey = y2
30. e3 = sgnl(y) == # Fix sign of y

31. y = CMOV(y, -y, e2 XOR e3)

2 . y =y *K
33. return (xn, xd, y, 1)

G.2.6. Montgomery Curves with q =5 (mod 8)

The following is a straight-line implementation of Elligator 2 that applies to any Montgomery
curve defined over GF(q) where q =5 (mod 8).

For curves where K = 1, the implementation given in Appendix G.2.1 gives identical results with
slightly reduced cost.

map_to_curve_elligator2_5mod8(u)
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Input: u,
Output: (xn, xd, yn, yd) such that (xn / xd, yn / yd) is a
point on the target curve.

an element of

F.

Hashing to Elliptic Curves

Constants:
1.¢1=(g+3) /8 # Integer arithmetic
2. ¢c2 = 2*c1
3. ¢c3 = sqrt(-1)
4. c4 =(q-5)/8 # Integer arithmetic
5. c5 = K*2
Steps:
1. tvl = u?2
2. tvl = 2 * tvl
3. xd = tvl + 1 # Nonzero: -1 is square (mod p), tvl is not
4. xd = xd * K
5. x1n = -J # x1 =xIn / xd =-J/ (K* (1 + 2 * ur2))
6. tv2 = xd*2
7. gxd = tv2 * xd
8. gxd = gxd * ¢5 # gxd = xd*3 * K72
9. gx1 = xIn * K
10. tv3 = xd * J
11. tv3 = gx1 + tv3 # xTn * K + xd * J
12. gx1 = gx1 * tv3 # KA2 * x1n?2 + J * K * x1n * xd
13. gx1 = gx1 + tv2 # K*2 * xIn*2 + J * K * x1n * xd + xd*2
14. gx1 = gx1 * x1n # KA2 * x1n?3 + J * K *# x1n?*2 * xd + x1n * xd*2
15. tv3 = gxd*2
16. tv2 = tv3*2 # gxdr4
17. tv3 = tv3 * gxd # gxd*3
18. tv3 = tv3 * gx1 # gx1 * gxd”3
19. tv2 = tv2 * tv3 # gx1 * gxd*7
20. y11 = tv2~c4 # (gx1 * gxd*7)*((q - 5) / 8)
21. y11 = y11 * tv3 # gx1 * gxd*3 * (gx1 * gxd*7)*((q - 5) / 8)
22. y12 = y11 * c3
23. tv2 = y11*2
24. tv2 = tv2 * gxd
25. el = tv2 == gxI
26. y1 = CMOV(y12, y11, el) # If g(x1) is square, this is its sqgrt
27. x2n = xIn * tv1 # x2 = x2n / xd = 2 * u*2 * x1n / xd
28. y21 = y11 * u
29. y21 = y21 * c2
30. y22 = y21 * c3
31. gx2 = gx1 * tvi # g(x2) = gx2 / gxd = 2 * ur2 * g(x1)
32. tv2 = y21*2
33. tv2 = tv2 * gxd
34. e2 = tv2 == gx2
35. y2 = CMOV(y22, y21, e2) # If g(x2) is square, this is its sqgrt
36. tv2 = y172
37. tv2 = tv2 * gxd
38. e3 = tv2 == gxl
39. xn = CMOV(x2n, x1n, e3) # If e3, x = x1, else x = x2
40. xn = xn * K
41. y = CMOV(y2, y1, e3) # If e3, y = y1, elsey = y2
42. e4 = sgnl(y) == # Fix sign of y
43. y = CMOV(y, -y, e3 XOR e4)
44 . y =y *K
45. return (xn, xd, y, 1)
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G.3. Cofactor Clearing for BLS12-381 G2

The curve BLS12-381, whose parameters are defined in Section 8.8.2, admits an efficiently
computable endomorphism, psi, that can be used to speed up cofactor clearing for G2 [SBCDK09]
[FKR11] [BP17] (see also Section 7). This section implements the endomorphism psi and a fast
cofactor clearing method described by Budroni and Pintore [BP17].

The functions in this section operate on points whose coordinates are represented as ratios, i.e.,
(xn, xd, yn, yd) corresponds to the point (xn / xd, yn / yd); see Appendix G.1 for further discussion
of projective coordinates. When points are represented in affine coordinates, one can simply
ignore the denominators (xd == 1 and yd == 1).

The following function computes the Frobenius endomorphism for an element of F = GF(p/2)
with basis (1, I), where I*2 + 1 == 0 in F. (This is the base field of the elliptic curve E defined in
Section 8.8.2.)

frobenius(x)

Input: x, an element of GF(p”*2).
Output: a, an element of GF(p”2).

Notation: x = x0 + I * x1, where x0 and x1 are elements of GF(p).
Steps:

1. a=x0 - I * x1
2. return a

The following function computes the endomorphism psi for points on the elliptic curve E defined
in Section 8.8.2.

psi(xn, xd, yn, yd)

Input: P, a point (xn / xd, yn / yd) on the curve E (see above).
Output: Q, a point on the same curve.

Constants:

1.¢c1 =1/ (1 + D) (p-1) /7 3) # in GF(p"2)
2.¢c2=1/7 (1 +D*(p-1) 1/ 2) # in GF(p*2)
Steps:

1. gxn = ¢1 * frobenius(xn)

2. gxd = frobenius(xd)

3. qyn = c2 * frobenius(yn)

4. qyd = frobenius(yd)

5. return (gxn, gxd, qyn, qyd)

The following function efficiently computes psi(psi(P)).
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psi2(xn, xd, yn, yd)

Input: P, a point (xn / xd, yn / yd) on the curve E (see above).
Output: Q, a point on the same curve.

Constants:
1.¢c1=17/2"((p -1) / 3) # in GF(p*2)

Steps:

1. gxn cl * xn

2. qyn -yn

3. return (gxn, xd, qyn, yd)

The following function maps any point on the elliptic curve E (Section 8.8.2) into the prime-order
subgroup G2. This function returns a point equal to h_eff * P, where h_eff is the parameter given
in Section 8.8.2.

clear_cofactor_bls12381_g2(P)

Input: P, a point (xn / xd, yn / yd) on the curve E (see above).
Output: Q, a point in the subgroup G2 of BLS12-381.

Constants:
1. ¢1 = -15132376222941642752 # the BLS parameter for BLS12-381
# i.e., -0xd201000000010000

Notation: in this procedure, + and - represent elliptic curve point
addition and subtraction, respectively, and * represents scalar

multiplication.
Steps:

1. t1 =c¢1 *P
2. t2 = psi(P)
3. t3=2%*P
4. t3 = psi2(t3)
5. t3 = t3 - t2
6. t2 =11 + t2
7. t2 =c¢1 * t2
8. t3 = t3 + t2
9. 13 = t3 - t1
1. Q=13 - P
11. return Q

Appendix H. Scripts for Parameter Generation

This section gives Sage scripts [SAGE] used to generate parameters for the mappings of Section 6.

H.1. Finding Z for the Shallue-van de Woestijne Map

The below function outputs an appropriate Z for the Shallue-van de Woestijne map (Section
6.6.1).
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# Arguments:
# - F, a field object, e.g., F = GF(27521 - 1)
# - A and B, the coefficients of the curve y*2 = x*3 + A * x + B
def find_z_svdw(F, A, B, init_ctr=1):
g = lambda x: F(x)"3 + F(A) * F(x) + F(B)
h = lambda Z: -(F(3) * Z*2 + F(4) * A) / (F(4) * g(2))
# NOTE: if init_ctr=1 fails to find Z, try setting it to F.gen()
ctr = init_ctr
while True:
for Z_cand in (F(ctr), F(-ctr)):
# Criterion 1:
# g(zZ) '= 0 in F.
if g(Z_cand) == F(0):
continue
# Criterion 2:
# -(83 *ZM2 + 4 *A) / (4 *g(Z)) '=0 in F.
if h(Z_cand) == F(0):
continue
# Criterion 3:
# -(3 *Z"2 + 4 * A) / (4 * g(Z)) is square in F.
if not is_square(h(Z_cand)):
continue
# Criterion 4:
# At least one of g(Z) and g(-Z / 2) is square in F.
if is_square(g(Z_cand)) or is_square(g(-Z_cand / F(2))):
return Z_cand
ctr += 1

H.2. Finding Z for Simplified SWU
The below function outputs an appropriate Z for the Simplified SWU map (Section 6.6.2).

# Arguments:
# - F, a field object, e.g., F = GF(2%521 - 1)
# - A and B, the coefficients of the curve y*2 = x*3 + A * x + B
def find_z_sswu(F, A, B):
R.<xx> = F[] # Polynomial ring over F
g = xx*3 + F(A) * xx + F(B) # yr2 = g(x) = x"3 + A *x +B
ctr = F.gen()
while True:
for Z_cand in (F(ctr), F(-ctr)):
# Criterion 1: Z is non-square in F.
if is_square(Z_cand):

continue
# Criterion 2: Z != -1 in F.
if Z_cand == F(-1):

continue

# Criterion 3: g(x) - Z is irreducible over F.
if not (g - Z_cand).is_irreducible():
continue
# Criterion 4: g(B / (Z * A)) is square in F.
if is_square(g(B / (Z_cand * A))):
return Z_cand
ctr += 1
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H.3. Finding Z for Elligator 2

The below function outputs an appropriate Z for the Elligator 2 map (Section 6.7.1).

# Argument:
# - F, a field object, e.g., F = GF(2%255 - 19)
def find_z_ell2(F):
ctr = F.gen()
while True:
for Z_cand in (F(ctr), F(-ctr)):
# Z must be a non-square in F.
if is_square(Z_cand):
continue
return Z_cand
ctr += 1

Appendix I. sqrt and is_square Functions

This section defines special-purpose sqrt functions for the three most common cases, q = 3 (mod
4), q =5 (mod 8), and q = 9 (mod 16), plus a generic constant-time algorithm that works for any
prime modulus.

In addition, it gives an optimized is_square method for GF(p»2).
I.1. sqrtfor q =3 (mod 4)

sqrt_3mod4(x)

Parameters:
- F, a finite field of characteristic p and order q = p”m.

Input: x, an element of F.

Output: z, an element of F such that (z*2) == x, if x is square in F.
Constants:

1.¢c1=(q+1)/ 4 # Integer arithmetic

Procedure:

1. return x*c1
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I.2. sqrtfor q =5 (mod 8)

sqrt_5mod8(x)

Parameters:
- F, a finite field of characteristic p and order q = p”m.

Input: x, an element of F.

Output: z, an element of F such that (z*2) == x, if x is square in F.
Constants:

1. ¢l = sqrt(-1) in F, i.e., (c1%2) == -1 in F

2.¢c2=(qg+3)/ 8 # Integer arithmetic

Procedure:

1. tvl = x*c2

2. tv2 = tvl * c1

3. e = (tvlr2) == x

4 z = CMOV(tv2, tvl, e)

5. return z

I.3. sqrtfor q =9 (mod 16)

sqrt_9mod16(x)

Parameters:
- F, a finite field of characteristic p and order gq = p”m.

Input: x, an element of F.

Output: z, an element of F such that (z*2) == x, if x is square in F.
Constants:

1. ¢1 = sqrt(-1) in F, i.e., (c1%2) == -1 in F

2. ¢2 = sqrt(c1) in F, i.e., (c2%2) == c1 in F

3. ¢3 = sqrt(-c1) in F, i.e., (c3%2) == -c1 in F

4. c4 = (q+7)/ 16 # Integer arithmetic

Procedure:

1. tvl = x*c4

2. tv2 = c1 * tvi

3. tv3 = c2 * tvi

4. tv4d = c3 * tvl

5. el = (tv2"2) == x

6. e2 = (tv3*"2) == x

7. tvl = CMOV(tv1l, tv2, el) # Select tv2 if (tv2"2) == x

8. tv2 = CMOV(tv4, tv3, e2) # Select tv3 if (tv3*2) == x

9. e3 = (tv2"2) == x

10. z = CMOV(tv1l, tv2, e3) # Select the sqrt from tvl and tv2
11. return z
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I.4. Constant-Time Tonelli-Shanks Algorithm

This algorithm is a constant-time version of the classic Tonelli-Shanks algorithm ([C93],

Hashing to Elliptic Curves

July 2023

Algorithm 1.5.1) due to Sean Bowe, Jack Grigg, and Eirik Ogilvie-Wigley [jubjub-fq], adapted and

optimized by Michael Scott.

This algorithm applies to GF(p) for any p. Note, however, that the special-purpose algorithms
given in the prior sections are faster, when they apply.

sqrt_ts_ct(x)

Parameters:

- F, a finite field of characteristic p and order q

Input x, an element of F.

Output: z, an element of F such that z*2 == x, if x is square in F.
Constants:

1. ¢1, the largest integer such that 27c1 divides q - 1.
2.¢2=(q - 1) / (2*c1) # Integer arithmetic
3. ¢3=(c2-1) /2 # Integer arithmetic
4. c4, a non-square value in F

5. ¢c5 = c47c2 in F

Procedure:

1. z = x~c83

2. t=2z%*2

3. t=1t*x

4. z =z * x

5. b=t

6. c =c5

7. for i in (c1, c1 - 1, , 2):

8. for j in (1, 2, , 1-2):

9. b=>b*b

10. e =b ==1

11. zt =z * ¢

12. z = CMOV(zt, z, e)

13. cC=¢c*c

14. tt =t *c

15. t = CMOV(tt, t, e)

16. D= ¢

17. return z

I.5. is_square for F = GF(p/2)
The following is_square method applies to any field F = GF(p”2) with basis (1, I) represented as

described in Section 2.1, i.e.,, an elementx=(x_1,Xx 2)=x 1+xX 2* 1.

Other optimizations of this type are possible in other extension fields; see, for example, [AR13]

for more information.
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is_square(x)

Parameters:
- F, an extension field of characteristic p and order q = p*2
with basis (1, I).

Input: x, an element of F.
Output: True if x is square in F, and False otherwise.

Constants:

1.cl1=(p-1) /2 # Integer arithmetic
Procedure:

1. tvl = x_172

2. tv2 =1 * x_2

3. tv2 = tv2A2

4., tvl = tvl - tv2

5. tvl = tvitel

6. el = tvl = -1 # Note: -1 in F

7. return el

Appendix J. Suite Test Vectors

This section gives test vectors for each suite defined in Section 8. The test vectors in this section
were generated using code that is available from [hash2curve-repo].

Each test vector in this section lists values computed by the appropriate encoding function, with
variable names defined as in Section 3. For example, for a suite whose encoding type is random
oracle, the test vector gives the value for msg, u, Q0, Q1, and the output point P.
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J.1. NIST P-256
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J.1.1. P256_XMD:SHA-256_SSWU_RO_
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suite = P256_XMD:SHA-256_SSWU_RO_

dst = QUUX-VB1-CSB2-with-P256_XMD:SHA-256_SSWU_RO_

msg =

P.x = 2¢15230b26dbc6fc9a37051158¢c95b79656e17a1a920b11394ca91
c44247d3e4

P.y = 8a7a74985cc5c776cdfe4b1f19884970453912e9d31528c060be9a
b5c43e8415

ulo] = ad5342c66a6ddoffo80df1daPealc04b96e0330dd89406465eebal
1582515009

ul1] = 8c0f1d43204bd6f6ea70ae8013070a1518b43873bcd850aafabae
220e2eeaba

Q0.x = ab640a12220d3ff283510ff3f4b1953d09fad35795140b1c5d64f3
13967934d5

Qe.y = dccb558863804a881d4fff3455716c836cef230e5209594ddd33d8
5¢565b19b1

Q1.x = 51cce63c50d972a6e51¢c61334f0f4875c9ac1cd2d3238412f84e31
da7d980ef5

Ql.y = b45d1a36d00ad90e5ec7840ab60added11917fbe7c82c3949a6e699
e5alb66aac

msg = abc

P.x = 0bb8b87485551aa43ed54f009230450b492fead5f1cc91658775da
c4a3388a0f

P.y = 5c41b3d0@731a27a7b14bcBbfOccded2d8751183493404c84a88e71
ffd424212e

ulo] = afe47f2ea2b10465cc26ac403194dfb68b7f5ee865cdab1e9f3ed7
ab537220af1

ul1] = 379a27833b0bfeb6f7bdcab8e1e83¢c760bf9a338ab335542704edcd
69ce9%e46€0

Q9.x = 5219ad0ddef3cc49b714145e91b2f7debcePa7a7dc7406¢c7726¢c7e
373c58cb48

Qe.y = 7950144e52d30acbec7b624c203b1996c99617d0b61c2442354301
b191d93ecf

Q1.x = 019b7cb4efcfeaf39f738fe638e31d375ad6837f58a852d032ff60
c69ee3875f

Ql.y = 589a62d2b22357fed5449bc38065b760095ebebacac84b01156ee4
252715446e

msg = abcdef0123456789

P.x = 65038ac8f2b1def042a5dfOb33b1f4ecabbff7cb0f9c6c15268118
64e544ed80

P.y = cad44d40a656e7aff4002a8de287abc8aed482b5ae825822bb870d
6df9b56ca3

ulo] = 0fad9d125a9477d55¢cf9357105bBeb3a5¢c4259809bf87180aab1d6
51f53d312c

ul1] = b68597377392cd3419d8fcc7d7660948c8403b19ea78bbcadb133¢c
9d2196c0Ofb

Q09.x = a17bdf2965eb88074bcB1157e644ed409dac97cfcfBcH61c998edof
a45e79e4a2

Qe.y = 4f1bc80c70d411a3cc1d67aeaecbe726f0f311639fee560c7f5a664
554e3c9c2e

Q1.x = 7da48bb67225c1a17d452c983798113f47e438e4202219dd0715f8
419b274d66

Ql.y = b765696b2913e36db3016c47edb99e24b1da30e761a8a3215dclec
4d8f96e6f9
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msg

P.y

ulo]
ul1]
Q0.x
Q0.y
Q1.x

Q1.y

msg

P.y

ulo]
ul1]
Q0.x
Q0.y
Q1.x

Q1.y

Hashing to Elliptic Curves

q128_999qqqqqqqqqqqqqqqqqqqaqaqqqaqaqqqqaqaqqqaqaaqqqaaagqq
99999999999999999999999999999999999999999999999999994949

499999999999999999999949qq
4be61ee205094282ba8a2042bcb48d88dfbb609301c49aa8b07853

3dc65a0b5d
98f8df449a072c4721d241a3b1236d3caccbabb3f916cab680f4539
d2bfb3c29e
3bbc30446f39a7befadd80f4d5f32ed116b9534626993d2¢cc5033f
6f8d8085919
76bbB02dbB19ca9d3c1eB2fBc17f8baf617bbdae5¢c393a81d9celle
3be1bf1d33
c76aaa823aeadeb3f356909chB8f97eee4b6ecb157c1f56699b5efe
bddf0e6398
776a6f45f528a0e8d289%9a4be12c4fab80762386ec644abf2bffbob
627e4352b1
418ac3d85a5ccc4ea8dec14f750a3a9ec8b85176¢95a7022139182
6794eb5a75
fd6604f69e9d9d2b74b0872d14ea13050db72¢c932815523305ch9%e8
07cc900aff

a512_aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
457ae2981f70ca85d8e24c308b14db22f3e3862c5eabf652ca38b5
e49cd64bc5
ecbh9fBeadc9aeed232dabc53235368c1394¢c78deB5dd96893eefab
2bef4757dc
4ebc95a6e839b1ae3c63b847798e85ch3c12d3817ecbebc1Pafbee
51adb29fec
4e21af88e22ea80156aff790750121035b3eefaa96b425a8716e0d
20b4e269ee
d88b989ee9d1295df413d4456c5c850b8b2fbBf5402cc5c4c7e815
412e926db8
bb4aledeff506cf16def96afff41b16fc74f6dbd55¢c2210e5b8101
1ba32f4f40
a281e34e628f3a4d2a53fa87ff973537d68ad4fbc28d3be5e8d9f6
a2571c5a4b
f6ed88a7aab56a488100e6f1174fa9810b47db13e86be999644922
961206e184
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suite = P256_XMD:SHA-256_SSWU_NU_

dst = QUUX-VB1-CSB2-with-P256_XMD:SHA-256_SSWU_NU_

msg =

P.x = f871caad25ea3b59¢c16cf87¢c1894902f7e7b2¢822¢3d3f73596c5a
ce8ddd14d1

P.y = 87b9%ae23335beeB57b99bac1e68588b18b5691af476234b8971bc4
f011ddc99b

ulo] = b22d487045f80e9edcbBecc8d4bf77833e2bf1f3a54004d7df1d57
£4802d311f

Q.x = f871caad25ea3b59¢c16cf87¢c1894902f7e7b2¢822¢3d3f73596¢c5a
ce8ddd14d1

Q.y = 87b9ae23335beebB57b99bac1e68588b18b5691af476234b8971bc4
f011ddc99b

msg = abc

P.x = fc3f5d734e8dced41ddac49f47dd2b8a57257522a865¢c124ed02b92
b5237befa4

P.y = fe4d197ecf5a62645b9690599e1d80e82c500b22ac705a0b421fac
7b47157866

ulo] = c7f96eadac763e176629bB9eddc11992225b3a5ae€99479760601chb
d69c221e58

Q.x = fc3f5d734e8dced41ddac49f47dd2b8a57257522a865¢c124ed02b92
b5237befa4

Q.y = fe4d197ecf5a62645b9690599e1d80e82c500b22ac705a0b421fac
7b47157866

msg = abcdef0123456789

P.x = f164c6674a02207e414c257ce759d35eddc7f55beb6d7f415e2¢cc17
7e5d8faa84

P.y = 32a274881d30db70485368c0467e97dabe73¢c18c1dBBf34775d012
b6fcee7f97

ulo] = 314e8585fa92068b3ea2c3bab452d4257b38be1c097d58a2189045
6c2929614d

Q.x = f164c6674a02207e414c257ce759d35eddc7f55beb6d7f415e2¢cc17
7e5d8faa84

Q.y = 3a2a274881d30db70485368c0467e97dale73¢c18c1d00f34775d012
b6fcee7f97

msg = g128_.999qqqqqqqqqqqqqqqaqqaqqqaqqaqqadqqaqaqqqaqqaqqqaqqaqqaqqqaq
4999999999999999999999999999999999q99qqqqqqqqqqqqqqqqqq
4999999999999999999999qqqq

P.x = 324532006312be4f162614076460315f7a54a6f85544da773dc659
acab311853

P.y = 8d8197374bcd52de2acfefc8a54fe2c8d8bebd2a39f16be9b710e4
b1af6ef883

ulo] = 752d8eaa38cd785a799a31d63d99c2ae4261823b4a367b133b2c66
27f48858ab

Q.x = 324532006312be4f162614076460315f7a54a6f85544da773dc659
acab311853

Q.y = 8d8197374bcd52de2acfefc8a54fe2c8d8bebd2a39f16be9b710e4
b1af6ef883

msg = ab12_aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
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P.y
ulo]
Q.x
Q.y

Hashing to Elliptic Curves

aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
5c4bad52f81f39c8e8de1260e9a06d72b8b00aB829a8eadB4ab10b
0691bea5d9
c801e7c0782af1f74f24fc385a8555dav582032a3ceB38deb37ced
cb16f7ef7b
0e1527840b9df2dfbef966678ff167140f2b27c4dccd884c25014d
cePed1dfa3s
5c4bad52f81f39c8e8de1260e9a06d72b8b00aB829a8eadB4ab10b
0691bea5d9
c801e7c0782af1f74f24fc385a8555dab582032a3ceB38deb37ced
cb16f7ef7b
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suite = P384_XMD:SHA-384_SSWU_RO_

dst = QUUX-VB1-CSB2-with-P384_XMD:SHA-384_SSWU_RO_

msg =

P.x = eb9fel1b4f4e14e7140803¢c1d99d0a93cd823d2b024040f9c067a8e
calf5a2eeac9ad604973527a356f3fa3aeff0e4d83

P.y = 0c21708cff382b71f4643cB7b105c2eaec2cead93a917d825601e63
c8f21f6abd9abc22c93c2bed61235954b25048bb1a

ulo] = 25c8d7dc1acd4ee617766693f7f8829396065d1b447eedb155871f
effd9c6653279ac7e5c46edb7010a0ed4ff64c9f3b4

ul1] = 59428bed4ed69131df59a0c6a8e188d2d4ece3f1b2a3a02602962b4
7efa4d7905945b1e2cc80b36aa35¢c99451073521ac

Q9.x = e4717e29eef38d862beed4902a7d21b44efb58c464e3e1f0d03894d
94de310f8ffc6de86786dd3e15a1541b18d4eb2846

Qe.y = 6b95a6e€639822312298a47526bb77d9¢cd7bcf76244c991¢c8cd7007
5e2eeb6e8b9a135c4a37e3cB768c7ca871cBceb53d4

Q1.x = 509527cfcB750eedc53147e6d5f78596c8a3b7360e0608e2fabb56
3a1670d58d8ae107c9f04bcf90e89489ace5650efd

Ql.y = 33337b13ch35e173fdeadch9e8cce915d836ff57803dbbeb7998aa
49d17df2ffe9b67031773039d09fbd9305a1566bc4

msg = abc

P.x = eB2fc1a5f44a7519419dd314e29863f30df55a514da2d655775a81
d413003c4d4e7fd59af0826dfaad4200ac6f60abel

P.y = 01f638d04d98677d65bef99aef1a12a70a4cbb9270ec55248c0453
0d8bc1f8f90f8a6a859a7c1f1ddccedf8f96d675f6

ulo] = 53350214cbb6befBb51abb791b1c4209a2b4c16abc67e1ab1401017
fad774cd3b3f9a8bcdf7f6229dd8dd5a075ch149a0

ul1] = c0473083898f63e03f26114877a2407bd60c75ad491e7d26¢cbcbec
5ce815654075ec6b6898c7a41d74ceaf720a10c02e

Q9.x = fc853bh69437aee9a19d5acf96adeedc5e04cf7b53406dfaa2athdd
7ad2351b7f554e4bbc6f5db4177d4d44f933a8f6ee

Qe.y = 7e042547e01834c9043b10f3a8221c4a879cb156f04f72bfccabdc
047a304e30f2aa8b2e260d34c4592c0c33dd0c6482

Q1.x = 57912293709b3556b43a2dfb137a315d256d573b82ded120ef8c78
2d607c05d930d958e508chbb6dc1cc480b9afc38c45f1

Ql.y = de9387dabBeefBbda219c6f168a92645a84665c4f2137c14270fb4
24b7532ff84843c3da383ceea24c47fa343¢c227bb8

msg = abcdef0123456789

P.x = bdecc1c1d870624965f19505be50459d363¢c71a699a496ab672f9a
5d6b78676400926fbceeeb6fcd1780fe86e62b2aa89

P.y = 57¢f1f99b5ee00f3c201139b3bfe4dd30a653193778d89%9abaccc5e
0f47e46e4e4b85a0595da29c9494c1814acafe183c

ulo] = aab7fb87238cf6b2ab56cdcca7e028959bb2ea599d34f68484139d
de85ec6548a6e48771d17956421bdb7790598ea52¢e

ul1] = 26e8d833552d7844d167833ca5a87c35bcfaa5and86023479fb28e
5cd6075¢c18b168bf1f5d2alkeal146d657971336d8d1

Q09.x = Oceece45b731f89844671df962ad2932122e878ad2259e650626924
e4e7f132589341dec1480ebcbbbe3509d11fb570b7

Qe.y = fafd71a3115298f6bedae5c6dfc96c400cfb55760f185b7bB3f3fa
45f3f91eb65d27628b3c705cafdo466fafa54883ce

Q1.x = dealbe8d3f9bedchf4fab9d71d549dde76875b5d9bh876832313a08
3ec81e528cbc2ala1dB596b3bchBba77866b129776

Ql.y = eb15fe71662214fbB3b65541f40d3ebBf4cf5c3b559f647da138¢c9
fo9b7484c48a08760e02c1611992762cb7298fa52cf

Faz-Hernandez, et al. Informational

July 2023

Page 96



RFC 9380

msg

P.y

ulo]
ul1]
Q0.x
Q0.y
Q1.x

Q1.y

msg

P.y

ulo]
ul1]
Q0.x
Q0.y
Q1.x

Q1.y

Hashing to Elliptic Curves

q128_999qqqqqqqqqqqqqqqqqqqaqaqqqaqaqqqqaqaqqqaqaaqqqaaagqq
99999999999999999999999999999999999999999999999999994949

999999999999999999999999q9
03c3a9f401b78c6c36a52f07eeeebec1289f178adf78448143a385

PeB456f5dd7f7633dd31676d990eda32882ab486¢cH
cc183d0d7bdfdea3afo5f50e16a3f2ded4abbc523215bf57¢c848d5e
a662482b8c1f43dc453a93b94a8026db58f3f5d878
04c00051b0de6e726d228c85bf243bf5f4789efb512b22b498cde3
821db9da667199b74bd5a09a79583c6d353a3bb41c
975801218255f899f9204db64cd15e6a312¢ch4d8182375d1e5157¢
8f80f41d6ala4b77fb1ded9dce56¢c32058b8d5202b
051a22105e0817a35d66196338c8d85bd52690d79bba373ead8a86
dd9899411513bb9f75273f6483395a7847fb21edb4
£168295c1bbcff5f8b01248e9dbc885335d6d6ab4aeca960f7384f7
46bab6502ce477e624151cc1d1392boodfof5400c06
6ad7bc8ed8b841efd8add765¢c8a23do0b968ec9aal360a558ff33500
f164faaB2beeb6c704f5f91507c4c5aad2b0dc5b943
47313ccPa873ade774048338fc34ca5313f96bbfb6ae22acbef475d
85f03d24792dcb6afbha8dOb4a70170c1b4fof716629

ab512_aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
7b18d210b1f090ac701f65f606f6Cca18fb8dB81e3bcb6cbd937¢c560
4325f1cdead4c15c10a54ef303aabf2ea58bd9947a4
ea857285a33abb516732915¢353¢c75¢c576bf82ccc96adb63c094dd
e580021eddeafd91f8cBbfee6f636528f3d0c47fd2
480cb3ac2c389db7f9dac9c396d2647ae946db844598971c26d1af
d53912a1491199¢c0a5902811e4b809c26fcd37a014
d28435eb34680e148bf3908536e42231cba9e1f73ae2¢c6902a222a
89db5c49c97db2f8fadd4cd6ed424b17ac60bdb9bb6b
42e66661T505e854187186bad3011598d9278b9d6e3e4d2503¢c3d23
6381a56748dec5d139¢223129b324df53fa147c4df
8ee51dbda46413bf621838cc935d18d617881c61f3313838a79c767
a1e5618e34b22179142df708d2432f75¢c7366c8512
4ff01ceebab0484falbcOd825fe1e5e383d8f79f1e5bb78e5fb26b
7a7ef758153e31e78b9d60ce75¢c5e32e43869d4e12
0f84b978fac8ceda7304b47e229d6037d32062e597dc7a9b95bcd9
af441f3c56c619a901d21635f9ecb6ab4710b9fcdBe
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suite = P384_XMD:SHA-384_SSWU_NU_

dst = QUUX-VB1-CSB2-with-P384_XMD:SHA-384_SSWU_NU_

msg =

P.x = de5a893c83061b2d7ce6abd8b049f0326f2adadb966dc7e7292725
6b033ef61058029a3bfb13c1c7ececd6641881ae20

P.y = 63f46da6139785674da315¢c1947e06e9a0867f5608cf24724eb379
3a1f5b3809ee28eb21abc64be3be169afc6cdb38ca

ulo] = bc7dc1b2cdc5d588a66de3276b0f24310d4acad977efda7d6272e1
be25187b00B1493d267dc53b56183¢c9e28282368e60

Q.x = de5a893c83061b2d7ce6abd8b049f0326f2adadb966dc7e7292725
6b033ef61058029a3bfb13c1c7ececd6641881ae20

Q.y = 63f46da6139785674da315¢c1947e06e9a0867f5608cf24724eb379
3a1f5b3809ee28eb21abc64be3be169afc6cdb38ca

msg = abc

P.x = 1f08108b87e703¢c86c872ab3eb198a19f2b708237ac4be53d7929f
b4bd5194583f40d052f32df66afe5249¢c9915d139b

P.y = 1369dc8d5bf038032336b989994874a2270adadb67a7fcc32f0f88
24bc5118613f0ac8deb4a1041d90ff8a5ad555f96¢

ulo] = 9debcf41e6e41cB3ed4a7784ac5c885b4d1e49d6de390b3cdd5atlac
5dd8c40afb3dfd7bb2686923bab644134483fc1926

Q.x = 1f08108b87e703¢c86c872ab3eb198a19f2b708237ac4be53d7929f
b4bd5194583f40d052f32df66afe5249¢c9915d139b

Q.y = 1369dc8d5bf038032336b989994874a2270adadb67a7fcc32f0f88
24bc5118613f0ac8deb4a1041d90ff8a5ad555f96¢

msg = abcdef0123456789

P.x = 4dac31ec8a82ee3cB2ba2d7c9fa431f1e59ffe65bf977b948c59e1
d813c2d7963c7be81aabdb39e78ff315a10115c0d0

P.y = 845333cdb5702ad5¢c525e6031302904d6fc84879f0ef2ee2014a6b
13edd39131bfd66f7bd7cdc2d9ccf778f0c8892¢c3f

ulo] = 84e2d430a5e2543573e58e368af41821ca3ccc97baba’7e%9aab51a8
4543d5a0298638a22ceee6090d9d642921112af5b7

Q.x = 4dac31ec8a82ee3cB2ba2d7c9fa431f1e59ffe65bf977b948c59e1
d813c2d7963c7be81aabdb39e78ff315a10115c0d0

Q.y = 845333cdb5702ad5c525e6031302904d6fc84879f0ef2ee2014a6b
13edd39131bfd66f7bd7cdc2d9ccf778f0c8892¢c3f

msg = g128_.999qqqqqqqqqqqqqqqaqqaqqqaqqaqqadqqaqaqqqaqqaqqqaqqaqqaqqqaq
4999999999999999999999999999999999q99qqqqqqqqqqqqqqqqqq
4999999999999999999999qqqq

P.x = 13¢1f8c52a492183f7c28e379b0475486718a7e3ac1dfef39283b9
ce5fbB2b73f70c6c1f3dfeBc286bB3e2af1af12d1d

P.y = 57e101887e73e40eab8963324ed16¢c177d55eb891804ec9df06801
579820420b5546b579008df2145fd770f584a1a54c

ulo] = 504e4d5a529333b9205acaa283107bd1bffde753898f7744161f7d
d19ba57fbb6ab4214a2e00ddd2613d76cd508ddb30

Q.x = 13¢c1f8c52a492183f7c28e379b0B475486718a7e3ac1dfef39283b9
ce5fbB2b73f70c6c1f3dfeBc286bB3e2af1af12d1d

Q.y = 57e101887e73e40eab8963324ed16c177d55eb891804ec9df06801
579820420b5546b579008df2145fd770f584a1a54c

msg = ab12_aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
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P.y
ulo]
Q.x
Q.y

Hashing to Elliptic Curves

aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
af129727a4207a8cb9%9e9dce656d88f79fce25edbcea350499d65e9
bf1204537bdde73c7cefb752a6ed5ebcd44e183302
ce68a3d5e161b2e6a968e4ddaa%9e51504ad1516ec170c7eef3cabb
5327943eca95d90b23b0B0B9ba45f58b72906f2a99e2
7bB1ce9b8c5a60d9fbc202d6dde92822e46915d8c17e03fcb92ece
1ed6074d01e149fc9236def40d673de903¢c1d4c166
af129727a4207a8cb9%e9dce656d88f79fce25edbcea350499d65e9
bf1204537bdde73c7cefb752a6ed5ebcd44e183302
ce68a3d5e161b2e6a968e4ddaa%9e51504ad1516ec170c7eef3cabb
5327943eca95d90b23b0B0B9ba45f58b72906f2a99e2
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suite
dst

P.y

ule]

ul1]

Q0.x

Q0.y

Q1.x

Q1.y

msg

P.y

ulo]

ul1]

Q0.x

Qe.y

Q1.x

Q1.y

msg

Hashing to Elliptic Curves

P521_XMD :SHA-512_SSWU_RO_
QUUX-VB1-CS02-with-P521_XMD:SHA-512_SSWU_RO_

90fd767cebb2452030358d0e9¢cf9071525f50920c8f607889a6a35
680727f64f4d66b161fafeb2654beafd35086becPal10b30b14adef
3556ed9f7f1bc23cecc9cO88
0169ba78d8d851e930680322596e39¢c78f4fe31b97e57629ef6460
ddd68f8763fd7bd767a4e94a80d3d21a3c2ee98347e024fc73eelc
27166dc3fe5eeef782be411d
01e5f09974e5724125286763f00ce76238c7a6e03dc396600350ee
2c4135fb17dc555be99a4a4baedfd303d4f66d984ed7bb6a3bal3860
93752a855d26d559d69e7e9e
P0ae593b42ca2ef93ac488e9e09a5fe5a2f6fb330d18913734F 160
2f2a761fcaaf5f596e790bcc572c9140ecB3f6cccc38f767f1¢c197
5a0b4d70b392d95a0c7278aa
00b70ae99b6339fffac19chb9bfde2098b84f75e50ac1e80db6ach9s
4e4534af5f0e9c4a5b8a9c10317b8e6421574bae2b133b4f2b8cbe
e4b3063da1d91d34fa2b3a3c
P07f368d98a4ddbf381fb354de40e44b19e43bb11a1278759f4ea7
b485e1b6db33e750507c071250e3e443c1aaed61f2c28541bb54b1
b456843edaleb15ec2a9b36e
01143d0e9cddcdacdba9aafelbcf8d218cBafc45d4451239e821f5
d2a56df92be942660b532b2aa59a9c635ae6b30e803c45a6ac8714
32452e685d661cd41cf67214
P0ff75515df265e996d702a5380defffablabd2bc232234c7bcffa
433cd8aa791fbc8dcf667f08818bffa739ae25773b32073213cae9
abf2a917a0b1301a242ddalc

abc
002189a1677b28054b50d15e1f81ed6669b5a2158211118ebdef8a
6efc77f8ccaa528f698214e4340155abc1faB8f8f613ef14a04371
7503d57e267d57155¢cf784a4
010eBbe5dc8e753da8ce51091908b72396d3deed14ae166T66d8eb
fBa4e7059ead169eadbeadd232e9b700dd380b316e9361cfdba55a
08c73545563a80966ecbb86d
003d00c37e95f19f358adeecaad7288ec39998039¢c3256e13c2a4ch
Pa7cb61a34c8969472960150a272761f2390eb5e53e47ab193351¢c2
d2d9f164a85c6a5696d94fe8
01f3cbd3df3893a45a2f1fecdac4d525eb16f345b03e2820d69bc5
80f5cbe9ch89196fdf720ef933c4cB361fcfe29940fdodbBas5dabb
afbObee8876b589¢c41365f15
01b254e1c99c835836f0Baceebba7d77750c48366ech87fb658e4f5
b76e229ae6ca5d271bbo006ffcc42324e15a6d3daae587f9049de2
dbb0494378ffb60279406156
01845f4af72fc2b1a5a2fe96616a97298614288b456cfc385a425b
686048b25c952fbb5674057e1ebB855d04568c0679a8e2dda3158dc
16ac598dbb1d006f5ad915b0
PB7f08e813c620e527¢c961b717ffc74aac7afcch9158cebc347d57
15d5¢22141952¢c97e194f11d114d80d3481ed766acBa3dba3eb73f
6ff9cchb9304ad10bbd7b4a36
0022468f92041f9970a7ccB25d71d5b6471822784d29ca7b3bc3b0
829d6bb8581e745f8d0cc9dc6279d0450e779ac2275c4¢c3608064a
d6779108a7828ebd9954caeb

abcdef0123456789
006e200e276a4a81760099677814d7f8794a4a5f3658442de63¢c18
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P.y

ulo]

ul1]

Q0.x

Qe.y

Q1.x

Q1.y

msg

P.y

ule]

ul1]

Q0.y

Q1.x

Q1.y

msg

Hashing to Elliptic Curves

d2244dcc957c645e94cb0754f95fcf103b2aeaf94411847¢c24187b
89fb7462ad3679066337cbc4
901dd8dfa9775b60b1614f6f169089d8140d4b3e4012949b52f98d
b2deff3e1d97bf73a1fa4d437d1dcdf39b63608cc518d8ebccbf899
018206fded7617b654f6b168
00183ee1a9bbdc37181bB9%ec336bcaa34095f91ef14b66b1485¢c16
6720523dfb81d5c470d44afch52a87b704dbc5¢c9bc9dBef524dec?2
9884a4795f55¢1359945baf3
00504064fd137f06c81a7cfOf84aa7¢92bb6b3d56c2368f0an8f447
76a2a8930480da1582d01d7f52df31dca35ee0a7876500ece3d8fe0d
293cd285f790c9881¢c998d5e
0021482e8622aac14dabPeb656043f79aba110cbae5012268a62dd6
a152c41594549f373910ebed170ade892dd5a19f5d687fae7095a4
61d583f8c4295f7aaf8cd7da
0177e2d8c6356b7deB6eOb5712d8387d529b848748e54a8bcBef5f
1475aa569f8f492fa85c3ad1c5edc51faf7911f11359bfa2a12d2e
fObd73df9cb5abd1b101c8b1
PBabeafb16fdbb5eb95095678d5a65¢c11293291dfd20a3751dbeB5
dPa9bfe2d2eef19449fe59ec32cdd4ad4adc3411177cOf2dffdo159
438706159a1bbd0567d9b3d0
007cc6571f847db9db651d91c801741060d63dab4056d0Ba1d3524e2
ebPe819954d8f677aa353bd056244a88f00017e00c3ce8beeedb43
82d83d74418bd48930c6c182

q128_999qqqqqqqqqqqqqqqqqqqaqaqqqaqaqqqqaqagqqqaaaqqqaaadqq
9999999999999999999999999999999999999999999999999999949

49999999999999999999999999
01b264a630bd6555be537bBBOH99a06761a9325¢53322b65bdc41b

£196711f9708d58d34b3b90faf12640c27b91c70a507998e559406
48caa8e71098bf2bc8d24664
01ea9f445bee198b3ee4c812dcf7b0f91e0881f0251aab272a1220
1fd89b1a95733fd2a699c162b639e9acdcc54fdc2f6536129b6beb
0432beB1aa8dabB2df5e59%aaa
0159871e222689aad7694dc4c3480a49807b1eedd9c8cb4ae1b219
d5ba51655ea5b38e2e4f56b36bf3e3da44a7b139849d28f598¢c816
felbc7ed15893b22f63363c3
004efOcffd475152f3858c0Ba8cchdf7902d8261da92744e98df9b7
fadbBa5502129c5086e76e2cf498f47321434a40b1504911552ce4
4ad7356a04e08729ad9411f5
00B5eac7bBb81e38727efcab1e375f6779aea949c3e409b53a1d37
aa2acbac87a7e6ad24aafbf3c52f82f7f0e21b872e88c55e17b7fa
21ceB8a%94ea2121c42c2eb73
PBa173b6a53a7420dbd61d4a21a7cPa52de7a5¢c6ced5f31403bef7
47d16cc8604a039a73bdd6e114340e55dacdbbea8e217ffbadfb8c
292afa3e1b2afc839a6ce7bb
01881e3c193a69e4d88d8180a6879b74782a0bc7e529233e9f84bf
7f17d2f319¢c36920ffba26f9e57a1e0845cc7822¢c834c239593b6e1
42a694aa00c757b0db79e5e8
01558b16d396d866e476e001f2dd0758927655450b84e12154032
c7c2a6db837942cd9f44b8141f79b4d729996ced61eec61d85¢c6751
39cbffe3fbfB871d2c21cfechb

a512_aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
ddadaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
dddadaaadaaaaaaaaaadaaaaaaaaaaaadaaaaadaaaaaaaaaaaaaaaaaaaaaa
dddaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
ddaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
ddddaaadaaaaaaaaaadaaaadaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
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P.y

ulo]

ul1]

Q0.x

Qo.y

Q1.x

Ql.y

Hashing to Elliptic Curves

aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
00c12bc3e28dbB7b6b4d2a2b1167ab9e26fc2fa85c7b0498a17b03
47edf52392856d7e28b8fa7a2ddv04611159505835b687ecf1a764
857e27e9745848c436ef3925
91cd287df9a50c22a9231beb452346720bb163344a41c5f5a24e83
35bbccc595fd436aea89737b1281aechb411eb835f0b939073fdd1d
d4d5a2492e91ef4a3c55bcbhd
09033d06d17bc3b9a3efcO81a05d65805a14a3050a0dd4dfb488461
8eb5c73980a59c5a246b18f58ad022dd3630faa22889fbb8ba1593
466515e6ab4aeb7381¢c26334
0092290ab99c3feala5b8fb2ca49f859994a04faee3301cefab312
d34227f6a2d0c3322¢cf76861c6a3683bdaa2dd2a6daa5d6906c663
e065338b2344d20e313f1114
00041f6eb92af8777260718e4c22328a7d74203350c6¢c8f5794d99
d5789766698f459b83d5068276716f01429934e40af3d1111a2278
Ob1e07e72238d2207e5386be
001c712f0182813942b87cab8e72337db0B17126152ed797dd23458
4ac9ae7e80dfe7abeal1dbB2cf1855312eae1447dbaecc9d7e8c88
Pab5e76a39f6258074e1bc2e0
0125cBb69bcf55eab49280b14f707883405028e05c927cd7625d4e
04115bd0eBeb6323b12f5d43d0d6d2eff16dbcf2445421f84ecB85891
1260dc3bb6512ab5db285fhd
008bddfb803b3f4c761458eb5f8abaece3e1f7f68e9d7424405fa69
172919899317fbb6ac1d6903a432d967d14e0f80af63e7035aaaedc
123e56862ce9694561f991f102
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suite
dst

P.y

ule]

Q.y

msg

P.y

ulo]

Q.y

msg

P.y

ulo]

Q.y

msg

Hashing to Elliptic Curves

P521_XMD :SHA-512_SSWU_NU_
QUUX-VB1-CS02-with-P521_XMD:SHA-512_SSWU_NU_

O1ecb604bdele3e4c7449b7a41e366e876655538acf51fd40d08b97
beB6617d020634€906b1b694219174b417027c953d75fb6ec64b8c
ee2a3672d4f1987d13974705
00944fc439b4aad2463e5c9cfabbB707af3c9a42e37c5a57bb4ecd
12fef9fb21508568aedcdd8d2490472df4bbaftd79081c81e99f4da
3286eddf19be47e9c4cfBe91
01e4947fe62a4e47792cee2798912f672fff820b2556282d9843b4
b465940d7683a986f93cchBe9a191fbcB9abe770a564490d2a4ae5
1b287ca39f69c3d910baba4sf
Olecb604bdele3e4c7449b7a41e366e876655538acf51fd40d08b97
beB6617d020634€906b1b694219174b417027c953d75fb6ec64b8c
ee2a3672d4f1987d13974705
00944fc439b4aad2463e5c9cfabbB707af3c9a42e37c5a57bb4ecd
12fef9fb21508568aedcdd8d2490472df4bbaftd79081c81e99f4da
3286eddf19be47e9c4cfBe91

abc
PBc720ab56aaba7a4cB7a7732aPa4e1b909e32d063ae1b58db5f0e
b5e09f08a9884bff55a2bef4668f715788e692¢c18¢c1915cdB34a6b
998311fcf46924ceb66a2be9a
PB3570e87f91a4f3c7a56be2ch2aB78ffc153862a53d5e03e5dad5
bcccb6c529b8babBb7dbb157499e1949e4edab21cf5d10b782bc1e9
45e13d7421ad8121dbc72b1d
P019b85ef78596efc84783d42799e80d787591fe7432dee1d9fa2b
7651891321be732ddf653fa8fefa34d86fb728db569d36b5b6ed39
83945854b2fc2dc6a75aa25b
PBc720ab56aaba7a4cB7a7732aPa4e1b909e32d063ae1b58db5f0e
b5e09f08a9884bff55a2bef4668f715788e692¢c18¢c1915cdB34a6b
998311fcf46924ceb66a2be9a
PB3570e87f91a4f3c7a56be2ch2aB78ffc153862a53d5e03e5dad5
bcccb6c529b8babBb7dbb157499e1949e4edab21cf5d10b782bc1e9
45e13d7421ad8121dbc72b1d

abcdef0123456789
PBbcaf32a968ff7971b3bbd9ce8edfbee1309e2019d7ff373¢c3838
7a782bo05dcebceffccfedas5c6511c8f7f312f34313a891029¢585
8f45eeBbf370aba25fc990cc
00923517e767532d82¢cb8aBb59705eec2b7779ceB5f9181c7d5d5e
25694ef8ebd4696343f0bc27006834d2517215ecf79482a84111f5
Ocl1bae25044fe1dd77744bbd
91dbabd7fa26a562ee8a9014ebc2ccadd66fd9deB36176aca8fc11
ef254cd1bc208847ab7701dbca7af328b3f601b11a1737a899575a
5c14f4dcab5aaca45e9935e07
PBbcaf32a968ff7971b3bbd9ce8edfbee1309e2019d7ff373¢c3838
7a782bo05dcebceffccfedas5c6511c8f7f312f34313a891029¢585
8f45eeBbf370aba25fc990cc
00923517e767532d82¢cb8aBb59705eec2b7779ceB5f9181c7d5d5e
25694ef8ebd4696343f0bc27006834d2517215ecf79482a84111f5
Ocl1bae25044fe1dd77744bbd

q128_9999999q9qqqqqqqaqqqqqqaqaqqqqaqadqqqqaqadqqaqadqqaqaaadqq
499999999999999999999999999999999999999999999999999999
999999999999999999999999q9
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P.y

ule]

Q.y

msg

P.y

ulo]

Q.y

Hashing to Elliptic Curves

P01ac69014869b6c4ad7aa8c443c255439d36b0e48a0f57b03d6 e
9c4Pabbb4e2eaed2a93390679a5cc44b3a91862b34b67310e92c83
187daB2bf3db967d867ce748
00d5603d530e4d62b30fccfald90c2206654d74291¢c1db1c25b86a
051ee3fffc294e5d5612e776853406bd09206c63d40f37ad882952
4cf89ad70b5d6eBb4a3b7341
00844da980675e1244cb209dcf3eabaabec23bd54b2cdab69fff86e
b3acc318bf3d01bae96e9cd6f4c5ceb5539df9a7ad7fcc5e9d5469
6081ba9782f3a0f6d14987e3
P01ac69014869b6c4ad7aa8c443c255439d36b0e48a0f57b03d6 e
9c4Pabbbd4e2eaed2a93390679a5cc44b3a91862b34b67310e92c83
187daB2bf3db967d867ce748
00d5603d530e4d62b30fccfald90c2206654d74291¢c1db1c25b86a
051ee3fffc294e5d5612e776853406bd09206c63d40137ad882952
4cf89ad70b5d6eBb4a3b7341

ab512_aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
01801deB44c517a80443d2bd41503a9e6866750d2194a22970f62d
721f96e4310e4a828206d9cdeaa8f2d476705cc3bbc490a6165c68
7668f15ec178a17e3d27349b
0068889%ea2e1442245fe42bfda%9e58266828¢c0263119f35a61631a
3358330f3bb84443fcb54fcd53a1d097fccbe310489b74ee143fc2
938959a83a1f7dd4a6fd395b
Plaab1fb7e5cd44ba4d9f32353a383¢cb1bb9eb763ed40b32bdd5f6
66988970205998c0ed4afb6e2b5f6T8e48e969b3f649cae3cbab463
e1b274d968d91c02fB0Bcce91
01801deB44c517a80443d2bd41503a9e6866750d2194a22970f62d
721f96e4310e4a828206d9cdeaa8f2d476705cc3bbc490a6165c68
7668f15ec178a17e3d27349b
0068889%ea2e1442245fe42bfda9e58266828¢c0263119f35a61631a
3358330f3bb84443fcb54fcd53a1d097fccbe310489b74ee143fc2
938959a83a1f7dd4a6fd395b
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suite = curve25519_XMD:SHA-512_ELL2_RO_

dst = QUUX-VB1-CSB2-with-curve25519_XMD:SHA-512_ELL2_RO_

msg =

P.x = 2de3780abb67e8612891f5749d16d3e217ffa722192d16bbd9d1bfb
9d112b98cH

P.y = 3b5dc2a498941a1033d176567d457845637554a2fe7a3507d21abd
1c1bd6e878

ulo] = 005fe8a7b8fefBal6c105e6cadf5a6740b3365e18692a9¢c0B5bfbb4
d97f645a6a

ul1] = 1347edbec6a2b5d8c02e058819819bee177077c9d10a4ce165aab0
fd0252261a

Q9.x = 36b4df0c864c64707cbfecf36e9ee2c09ab6ch93b28313¢c169be295
61bb904f98

Qe.y = 6cd59d664fb58c66c892883cdBeb792e52055284dac3907dd756b4
5d15¢3983d

Q1.x = 3fa114783a505c0b2b2fbeef0102853¢c0b494e7757f2a089d0daae
7ed9abdb2b

Ql.y = 76c0fe7fec932aaafb8eefb42d9chb32eb931158f469ff3050af15
cfdbbeffo4

msg = abc

P.x = 2b4419f1f2d48f5872de692bBaca72cc7bBa60915dd70bde432e82
6b6abc526d

P.y = 1b8235f255a268fPa6fa8763e97eb3d22d149343d495da1160eff9
703f2de7dd

ulo] = 49bedB21c7a3748f09fa8cdfcacb44089f7829d3531066ac9e74e0
994e05bc7d

ul1] = 5¢36525b663e63389d886105cee7ed712325d5a97e60e140aba7e2
ce5ae851b6

Q0.x = 16b3d86e056b7970fabB165f61T48d90b619ad618791661b7b5eT1ec
78be10eac’

Qe.y = 4abh256422d84c5120b278chdfcdel1facc5baadffeccecf8eedbf39
46106d50ca

Q1.x = 7ec29ddbf34539c40adfa98fch39ec36368f47f30e8f888cc7e86f
4d46e0c264

Ql.y = 10d1abc1cae2d34cP6e247f2141ba897657fb39f1080d54f09ceba
£128067c74

msg = abcdef0123456789

P.x = 68caleababacf4e9956daal01709b1eeeb6c1bbOdf1de3b90d46023
82a104c036

P.y = 2a375b656207123d10766e68b938b1812a4a6625ff83cb8d5e86f5
8a4beb8353

ulo] = 6412b7485ba26d3d1b6c290a8e1435b2959f03721874939b21782d
£17323d160

ul1] = 24c7b46c1c6d9a21d321f5707be1380ab82db1054fde82865d5¢c9¢e3
d968f287b2

Q0.x = 71de3dadfe268872326c35ac512164850860567aeabe7325e6b91a
98f86533ad

Qe.y = 26a08b6e9a18084c5612147bf515414b9b63f1522e1b6c5649f7d4
b0324296ec

Q1.x = 5704069021f61e41779e2bab6b932268316d6d2a6f064f997a22fef
16d1eaeaca

Ql.y = 50483¢c7540f64fb4497619¢c050f2c7fe55454ec0fBe79870bb4430
2e34232210
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msg

P.y

ulo]
ul1]
Q0.x
Q0.y
Q1.x

Q1.y

msg

P.y

ulo]
ul1]
Q0.x
Q0.y
Q1.x

Q1.y

Hashing to Elliptic Curves

q128_999qqqqqqqqqqqqqqqqqqqaqaqqqaqaqqqqaqaqqqaqaaqqqaaagqq
99999999999999999999999999999999999999999999999999994949

499999999999999999999999qq
096e9c8baebcB6b554c1ee69383bb0e82267e064236b3a30608d4e

d26b73ac5a
1eb5a62612cafb32b16¢c3329794645b5b948d9f8ffe501d4e26b07
3fef6de355
5e123990f11bbb5586613ffabdb58d47f64bb5f2fa115f8ea8df01
88e0c9e1b5
5e8553eb00438abbb1e7faa59dec6d8087f9¢c8011e5fb8ed9df31c
b6c@d4ac19
7a94d45a198fb5daa381f45f2619ab279744efdd8bd8ed587fc5b6
5d6cealdfo
67d441f85d376e64bb7d713585230cdbfafc8e2676f7568eBb6ee59
361116a6e1
30506fb7a32136694abd61b6113770270debe593027a968a01f271
e146e60c18
7eeeeBe706b40c6b5174e551426a67f975ad5a977ee2f0B1e8e20ab
d612458c3b

ab512_aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
1bc61845a138e912f047b5e70ba9606ba2a447a4daded24c8ef3dd
42b7bbc5fe
623d05e47b70e25f7f1d51ddabd7c23c9a18ced15fe3548df596ea
9e38c69bf1
20f481e85da7a3bf60acdfb11ed1d0558fc6f941b3ac5469aa8b56
ec883d6d7d
017d57fd257e9a78913999a23b52ca988157a81b09c5442501d07f
ed20869465
02d606e2699b918ee3612818f2bc5013e437e673¢c9f9b9cdc15fdo
c5ee913970
29e9dc92297231ef211245db9e31767996c5625dfbf92e1c8107ef
887365dele
38920e9b988d1ab7449¢c0fa%9a6058192c0c797bb3d42ac34572434
1a1aa98745
24dcc1be7c4d591d307e89049fd2ed30aae8911245a9d8554bf603
2e5aa40d3d
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suite = curve25519_XMD:SHA-512_ELL2_NU_

dst = QUUX-VB1-CSB2-with-curve25519_XMD:SHA-512_ELL2_NU_

msg =

P.x = 1bb913fBc9daefabb3375378ffa534bda5526c97391952a7789eb9
76edfe4dos

P.y = 4548368f4f983243e747b62a600840ae7c1dab5c723991f85d3a97
68479f3ec4

ulo] = 608d892b641f0328523802a6603427c26e55e6f27e71a91a478148
d45b5093cd

Q.x = 51125222da5e763d97f3¢c10fcc92eab6860b9ccbbd2eb1285728f56
6721c1eb65b

Q.y = 343d2204f812d3dfc5304a5808c6c0d81a903a5d228b342442aa3¢c
9ba5520a3d

msg = abc

P.x = 7¢22950b7d900fa866334262fcaecad7a441a578df43b894b4625¢c9
b450f9%a026

P.y = 5547bcBBe4c09685dchcbch6765288b386d8bdch595fa5a6e3969e
0809710541

ulo] = 46f5b22494bfeaa7f232cc8d054be68561af50230234d7d1d63d1d
9abeca8da5

Q.x = 7d56d1eB8cbBcchb92bafB69c18c49bb5abdcd927eff8dcf75¢ca921
ef7f3ebeeb

Q.y = 404d9a7dc25c9ch5c44ab9a94590e7c3fe2dcec74533a0b24b188a
5d5dacf429

msg = abcdef0123456789

P.x = 31ad08a8bbdeeb2a4d8b0206ca25f567ab4e042746f792f4b7973f
3ae2096¢52

P.y = 405070c28e78b4fa269427¢c82827261991b9718bd6c6e95d627d70
1a53c30db1

ulo] = 235fe40c443766ce7e18111¢c33862d66c3b33267efa50d50f9e8e5
d252a40aaa

Q.x = 3fbe66b9c9883d79e8407150e7c2a1c8680beed96c62fabed619a7
2b3cabe90f

Q.y = 08ec476147c9aBa3ff312d303dbbdo76abb7551e5fce82b48ab14b
433f8dva7b

msg = g128_.999qqqqqqqqqqqqqqqaqqaqqqaqqaqqadqqaqaqqqaqqaqqqaqqaqqaqqqaq
4999999999999999999999999999999999q99qqqqqqqqqqqqqqqqqq
4999999999999999999999qqqq

P.x = 027877759d155b1997d0d84683a313eb78bdb493271d935b622900
459d52ceaa

P.y = 54d691731a53baa30707f4a87121d5169fb5d587d70fb0292b5830
dedbec4c18

ulo] = 001e92a544463bdadbdd4ddbe3dbeed248f82de32f522669efc5dd
ce95f46f5b

Q.x = 227e0bb89de700385d19ec40e857dbbebal3e634b1¢c329621370d26
841ff19683

Q.y = 5f861f3851d262727326a32c1bf7655a03665830fa7f1b8b1e5a09
d85bc66eda

msg = ab12_aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
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P.y
ulo]
Q.x
Q.y

Hashing to Elliptic Curves

aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
5fd892¢c0958d1a75f54c3182a18d286efab784e774d1e017ba2fb2
52998b5dc1
750af3c66101737423a4519ac792fb93337bd74ee751f19dadcf1e
94f4d6dobs
1a68a1af9f663592291af987203393f707305¢c7bac9c8d63d6a729
bdc553dc19
3bcd651ee54d5f7b6013898aab251ee8eccd688166fce6e9548d38
472f6bd196
1bb36ad9197299f111b4ef21271c41f4b7ecf5543db8bb5931307¢e
bdb2eaad65
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suite = edwards25519_XMD:SHA-512_ELL2_RO_

dst = QUUX-VB1-CSB2-with-edwards25519_XMD:SHA-512_ELL2_RO_

msg =

P.x = 3c3da6925a3c3c268448dcabb47ccde5439559d9599646a8260e47
b1e4822fc6

P.y = 09a6c8561a0Bb22bef63124c588ce4c62ea83a3c899763af26d7953
02e115dc21

ulo] = 03fef4813c8cb5f98cbeef88fae174e6e7d5380de2bBB7799%9ac7ee
712d203f3a

ul1] = 780bdddd137290c8f589dc687795aafae35f6b674668d92bf92ae7
93e6a60c75

Q0.x = 6549118f65bb617b9e8b438decedc73c496eaed496806d3b2eb9ee
60b88eB9a7

Qe.y = 7315bcc8cf47ed68048d22bad602c6680b3382a08c7¢c5d3f439a97
3fb4cfofeb

Q1.x = 31dcfc5c58aalbeebe760bf78cbe71c2bead8cebb2e397ecedf37a
3da19c9ed?

Ql.y = 7876d81474828d8a5928b50c82420b2bd0898d819e9550¢c5¢c82¢c39
fc9bafa196

msg = abc

P.x = 608040b42285cc0d72cbb3985¢c6b04c935370¢c7361f4b7fbdb1ae?
f8c1a8ecad

P.y = 1a8395b88338f22e435bbd301183e7f20a5f9de643f11882fb237f
88268a5531

ulo] = 5081955c4141e4e7d02ecBe36becffaa1934df4d7a270f70679c78
fobd57c227

ul1] = 005bdc17a9b378b6272573a31b04361f21¢c371b256252ae5463119
aabb925b76

Q0.x = 5¢1525bd5d4b4e034512949d187¢c39d48e8cd84242aa4758956e4a
dc7d445573

Qe.y = 2bf426cf7122d1a90abc7f2d108befc2ef415ce8¢c2d09695a74072
40faab1f29

Q1.x = 37bB3bba828860c6b459ddad476c83e0f9285787a269df2156219b
7e5c86210c¢c

Ql.y = 285ebf5412f84d0ad7bb4e136729a9ffd2195d5b8e73¢c0Bdc85110¢c
e06958f432

msg = abcdef0123456789

P.x = 6d7fabf47a2dc03fe7d47f7dddd21082c5fb8f86743¢cd0206f3fb14
7d57161472

P.y = 53060a3d140e7fbcdab41ed3cf42c88a75411e648a1add71217f70
eaB8ec561a6

ulo] = 285ebaa3be701b79871bcb6e225ecc9b0b32dff2d60424b4c50642
636a78d5b3

ul1] = 2e253e6a0ef658fedb8edbd6a62d1544fd6547922ach3598ec6b36
9760b81b31

Q09.x = 3ac463dd7fddb773bB69c5b2b01cBf6b340638f54ee3bd92d452fc
ec3015b52d

Qe.y = 7b03ba1e8db9ecBb390d5c90168a6abb7107156c994c674b61fe69
6cbeb46baf

Q1.x = 0757e7e904f5e86d2d2f4acf7e01c63827fde2d363985aa7432106
f1b3ad44ec

Ql.y = 50026c96930a24961e9d86aa91ea1465398ff8e42015e2ec1fa397
d416f6alco
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msg

P.y

ulo]
ul1]
Q0.x
Q0.y
Q1.x

Q1.y

msg

P.y

ulo]
ul1]
Q0.x
Q0.y
Q1.x

Q1.y

Hashing to Elliptic Curves

q128_999qqqqqqqqqqqqqqqqqqqaqaqqqaqaqqqqaqaqqqaqaaqqqaaagqq
99999999999999999999999999999999999999999999999999994949

9999999999999999999999999
5fb@b92acedd16f3bcbOef83f5c7b7a9466b5f1e0d8d217421878e

a3686f8524
2ecal5e355fcfa39d2982f67ddbPeea138e2994f5956ed37b7f72e
ea5e89d2f7
4fedd25431c41f2a606952e2945ef5e3ac905a42¢cf64b8b4d4a83c
533bf321af
02f20716a5801b843987097a8276b6d869295b2e11253751ca72c1
09d37485a9
703e69787ea7524541933edf41f94010a201cc841c1cceb60205ec3
8513458872
32bb192c4f89106466f0874f5fd56a0d6b6f101cb714777983336¢C
159a9bec75
0c9077¢c5¢c31720ed9413abe59bf49ce768506128d810cb882435aa
90f713ef6b
7d5aec5210db638c531f050597964b74d6ddadbe5b541fa73041bf90
9cchb3826¢ch

ab512_aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
Pefcfde5898a839b0B0997fbe40d2ebe950bc81181afbd5cd6b9618
aa336c1e8c
6dc2fcB4f266c5c271f236a80b14f92ccdB51ef1ffB27f26a07f8cO
£327d8f995
6e34e04a5106e9bd59f64abad49601bf09d23b27f7b594e56d5deB6
df4ad4ea33b
1c1c2cb59fcB053f44b86c5d5eb8c1954b64976d0302d3729ff66€8
4068f5fd96
21091b2e3f9258c7dfaB75e7ae513325a94a3d8a28e1b1cb3b5b6f
5d65675592
41a33d324c89f570e0682cdf7bdb78852295daf8084c669f2cc969
2896ab5026
4cB7ec48c373e39a23bd7954f9e9b66eeab9e5ee1279b867b3d531
5aa815454f
67ccac7c3ch8d1381242d8d6585c57eabaddbb5dca5243a68a8aeb
5477d94b3a
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suite = edwards25519_XMD:SHA-512_ELL2_NU_

dst = QUUX-VB1-CSB2-with-edwards25519_XMD:SHA-512_ELL2_NU_

msg =

P.x = 1ff2b70ecf862799e11b7ae744e3489aa058ce805dd323a936375a
84695e76da

P.y = 222e314d04a4d5725e9f2aff9fb2a6b69ef375a1214eb19021ceab
2d687f0f9b

ulo] = 7f3e7fb9428103ad7f52db32f9df32505d7b427d894c5093f7a0f0
374a30641d

Q.x = 42836f691d05211ebc65ef8fcfB1e0fb6328ec9c4737¢c26050471e
50803022eb

Q.y = 22cb4aaa555e23bd460262d2130d6a3c9207aa8bbb85060928beb?2
63d6d42a95

msg = abc

P.x = 5f13¢cc69c891d86927eb37bd4afc6672360007c63f68a33ab423a3
aab40fd2a8

P.y = 67732d50f9a26f73111dd1ed5dba225614e538599db58ba30aaeal
f5c827fa42

ulo] = 09cfa30ad79bd59456594a0f5d3a76f6b71c6787b0B4de98be5cd20
1a556e253b

Q.x = 333e41b61c6dd43af220c1ac34a3663e1cf537f996bab50ab66e33
c4bd8e4e19

Q.y = 51b6f178eb08c4a782c820e306b82c6e273ab22e258d972cdBc511
787b2a3443

msg = abcdef0123456789

P.x = 1dd2fefce934ecfd7aae6ec998ded88d7dd03316aa1847198aecf6
99bab613f1

P.y = 2f8a6bc24dd1adde73909cadabada137577b0f179d336685c4a955a
PaB8el1a86fh

ulo] = 475ccff99225ef90d78¢cc9338e9f6abbb7b17607c0c4428937de75
d33edba941

Q.x = 55186c242c78e7d0ec5b6c9553f04cbacefb64e69ec2e824472394d
a32647cfcb

Q.y = 5b9ea3c265ee42256a8f724f616307ef38496ef7eba391c08f99f3
bea6fa88f0

msg = g128_.999qqqqqqqqqqqqqqqaqqaqqqaqqaqqadqqaqaqqqaqqaqqqaqqaqqaqqqaq
4999999999999999999999999999999999q99qqqqqqqqqqqqqqqqqq
4999999999999999999999q9qq

P.x = 35fbdc5143e8a97afd3096f2b843e07df72e15bfca2eaf6879bf97
c5d3362f73

P.y = 2afeffeef5ebbal128b0774f4296cb4c2279a074658b083b8dccad
f57a603450

ulo] = 049a1c8bd51bcb2aec339f387d1ff51428b88d0763a91bcdf69298
14ac95de3d

Q.x = 024b6e1621606dca8071aa97b43dced4040ca78284f2a527dcf5dof
bfac2b87e7

Q.y = 5102353883d739bdc9f8a3af650342b171217167dcce34f8db5720
8ec1dfdbf2

msg = ab12_aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
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P.y
ulo]
Q.x
Q.y

Hashing to Elliptic Curves

aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
6e5e1f37e99345887fc12111575fc1c3e36df4b289b8759d23af14
d774b66bff
2¢90c3d39eb18f1f291d33441b35f3262cdd307162cc97c31bfcc7a
4245891a37
3cbhB178a8137cefabb79a3a57c858d7eeeaa787b2781beda362a2f
0750d24fa0
3e6368cff6e88a58e250c54bd27d2¢c989ae9b3ach6067f2651ad28
2ab8c21cd9
38fb39f1566cal18aebc7af42810cBbb9767ae5960abb5a8ca7925
30bfb9447d
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suite
dst

P.y

ule]

ul1]

Q0.x

Q0.y

Q1.x

Q1.y

msg

P.y

ulo]

ul1]

Q0.x

Qe.y

Q1.x

Q1.y

msg

Hashing to Elliptic Curves

curve448_XOF :SHAKE256 _ELL2_RO_
QUUX-VB1-CS82-with-curve448_XOF : SHAKE256 _ELL2_RO_

5ea5ff623d27¢c75e73717514134e73e419f831a875ca%9e82915fdf
c7069d0a9f8b532¢cfb32b1d8ddo4ddeedbe3fa1d0d681cB1e825d6
a%ea
afadd8de789f8f8e3516efbbe313a7eba364c939echabddabf4ced
5¢563b18e70a284c17d8f46b564c4eb6ce11784a3825d9411166221
28c1
c704c7b3d3b36614cf3eeddB324feb6fe7d1402c50efd16cff89ff6
3f50938506280d3843478c08e2417842f4e3ef45f6e3¢c4897f9d97
6148
c25427dc97fff7a5adBa78654e2c6¢c27b1c1127b5b53¢c7950¢d1fd
6edd2703646b25f341e73deedfebfB22d1d3cecdd2b93b4d585ead
3ed?7
3ba318806f89¢c19ccB19f51e33ebb6b8cB38dab892e858ce7¢c7f2¢c2
ac58618d06146a5fef31e49af49588d4d3db1bcfB2bd4eda733e37
065d
b30b4cfc2fd14d9d4b70456c0f5c6T6070be551788893d570e7955
675a20f6c286d01d6e90d2fb500d2efb8f4e18db71f8268bb9b7fbc
5975
f03a48cf003f63beb1cads55fec87c750434daB7a15f8aa6210389f
£85943b5166484339c8bealaf9fc571313d35ed2fbb779408b760c¢C
4cbd
23943a33b2954dc54b76a8222faf5b7e18405a41f5ecc61bf1b8df
1f9cbfadd57307ed0c7b721f19c0390b8ee3a2dec223671f9ff905
fda7

abc
9b2f7ce34878d7cebf34c582db14958308ea09366d1ec71f646411
d3deBPae564d082b061f40cd30dfcB8d9fb7chb21df3906cf207806ad9
doe4
138a0eefBad4993ea696152ed7db61f7ddb4e8100573591e7466d61
cBc568ecaec939e36a84d276134¢c402526d8989a96e99760c4869¢
d633
2dd95593dfee26fedd218d3d9aba23d9e1a262fd1d0b602483d084
15213e75e2db3c69bBasbc89e71bcefc8c723d2b6abcf263f02ad2
aa’0
272e4c79a1290cc6d2bc4f4f9d31bf7fbe956ca303c04518f117d7
7c0e9d850796fc3eTe2bcb9c75e8eaaded5e150333cae993186804
7c9d
26714783887ec444fbade9ae350dc13e8d5a64150679232560726a
73d36e28bd56766d7d6b0899d79c8d1¢c889ae333f601¢57532ff3¢c
4109
080e486f8f5740dbbe82305160cab9fac247bBb22a54d961de6750
37c3036Ta68464c8756478c322aePaeb9bal386feb626cebbBbccadb
840c
0d9741d10421691a8ebc7778b5f623260fdf8b28ae28d776efch8e
0d5fbb65139a21828617835f527cb2ca24a8f5fc8e84378343c43d
096d
54f4c499bf3d5b15451191319615bd914969b65cfb74508d7aebal
69e9595b7cbcab9a1485e07b2ced426e4fbedd52f03842c4313b7db
e39a

abcdef0123456789
f54ecd14b85a50eeeeeB618452df3a75be7bfbal1da5118774aede
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P.y

ulo]

ul1]

Q0.x

Qe.y

Q1.x

Q1.y

msg

P.y

ule]

ul1]

Q0.y

Q1.x

Q1.y

msg

Hashing to Elliptic Curves

ab5ac204e1531f77285d780c4aceebc96abe3577a0cObBBbebe790cC
194
935247a64bf78c107069943c7e3ecc52ach27ce4a3230407¢c83573
41685ea2152e8c3da93f8cd77dalbddb5bb759c6e7ae7d516dced4
2850
6aab71a38391639f27e49eae8b1cb6b7172a1f478190ece293957¢e
7cdb2391e7cc1c4261970d9¢1bbf9¢3915438f74fbd7eb5cd4d4d
7ace
c80b8380cad47a3bcbf76caa75cefBed9f3d270d5ee8f676cdel1ae
df41aaca6741bd81a86232bd336cch42efad39f06542bcB6ab67b65
909e
946d91bd50c90ef70743e0dd194bddd68bb630f4e67e5b93e15a9b
94e62ch85134467993501759525¢c1f4fdbfe6f10ddaf817847d735
€062
185cf511262ec1e9b3c3cbdcB15ab93df4e71cbe87766917d81c9of
3419d480407c1462385122¢c84982d4dae60c3aedaccedd89e37ad6
5934
01778f4797b717cd6183¢c193b2dfb92a1606a36ede941bbBfb6abBac
71adBeac756d17604bf054398887da907e41065d3595f178ae802f
2087
b4ca727d0bda895eBeee7eb3cbc28710fa2e90a73b568cae26bd7c
2e73b70a9fabaffe1096f0810198890ed65d8935886b6e60dc4c56
9dc6

q128_999qqqqqqqqqqqqqqqqqqqaqaqqqaqaqqqqaqagqqqaaaqqqaaadqq
9999999999999999999999999999999999999999999999999999949

9999999999999999999999999
5bd67c4f88adfb6beb10f7e0d0054659776a55c97b809ec8b310172

9e104fd0f684e103792f267fd87cc4afc25a073956ef4f268fb028
24d5
dal1f5cb16a352719e4cbB64cf47ba72aeba7752d03e8ca2¢c56229f
419b4ef378785a5af1a53dd7ab4d467¢c1f92f7b139b3752faf29¢c9
6432
cb5c27e51f9c18ee8ffdb6be230f4eb4f2c2481963b2293484108d
a2241c1ff59f80978e6defe9d70e34abba2fcbe12dc3aleb2c5d3d
2e4a
c895e8afecec5466e126fa70fc4aa784b8009063ath10e3eeBb6a9b
22318256aa8693b0c85b955¢cf2d6540b8ed71e729af1b8d5¢ca3b11
6cd7
c2d275826d6ad55e41a22318f6b6240f1f862a2e231120ff41eadb
ec319756032e8cef2a7ac6c10214fav608c17fcafb61ec2694a8a2b
358b
93d2e092762b135509840e609d413200df800d99da91d8b8284066
6cac30e7a3520adbaa4b089bfdc86132e42729f651d0224782502
f12c
3c0880ece7244036e9a45944a85599f9809d772f770cc237ac41b2
Taa71615e4f3bb08f64fcab618896e4f6cf5bd92e16b89d2cf6e195
6bfb
45ccedbeb96505cac5976b3d2673641e9bcd18d3462bbb453d293e
5282740a6389cfeaeb10adc7bd425c728541ceec83fcc999164af4
3fb5

a512_aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
ddadaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
dddadaaadaaaaaaaaaadaaaaaaaaaaaadaaaaadaaaaaaaaaaaaaaaaaaaaaa
dddaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
ddaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
ddddaaadaaaaaaaaaadaaaadaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
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P.y

ulo]

ul1]

Q0.x

Qo.y

Q1.x

Ql.y
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aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
ea441c10b3636ecedd5cddfcae96384cc40de8390aBab648765b45
08da12c586d55dc981275776507ebcaBed4d1bcaa302bb69dcfal31b
3451
feed192d49bccBc28d954763c2cbe739b9265c4bebe3883803c649
71220cfdabbb9ac99ad986cd908c0534b260b5cfcad6f6c2bOf3f2
1bda
8cba93a007bb2c801b1769e026b1fa1640b14a34cf3029db3c7fd6
392745d6fecBf7870b5071d6da4402cedbbde28ae4e50ab30e1049
a238
4223746145069e4b8a981acc3404259d1a2c3ecfed5d864798a89d
45f81a2c59e2d40eb1d5f0fe11478cbb2bb30246dd388ch932ad7b
b330
4321ab02a9849128691e9b80a5c5576793a218de14885fddcch91f
17ceb1646ea0Ba28b69ad211e1f14f17739612dbde3782319bdf00
9689
1b8a7b539519eecBea9f7a46a43822e16cha39a439733d6847ac44
a806b8adb3el1a75ea48a1228b8937ba85c6chbeed1046e10cad895
3b1e
126d744dabal14fddecOf78a9cee4571¢c1320ac7645b600187812e4
d7021f98fc4703732c54daec787206e1f34d9dbbf4b292¢c68160b8
bfbd
136eebe6020f2389d448923899a1a38a4c8ad74254e0686e91c4f9
3c1f8f8e1bd619ffb7c1281467882a9¢c957d22d50f65¢c5b72b2aee
11af
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suite
dst

P.y

ule]

Q.y

msg

P.y

ulo]

Q.y

msg

P.y

ulo]

Q.y

msg

Hashing to Elliptic Curves

curve448_XOF :SHAKE256 _ELL2_NU_
QUUX-VB1-CSB2-with-curve448_XOF : SHAKE256 _ELL2_NU_

b65e8dbb279fd65619261T68d463b13ca7a982b32f5da9c7cc58afc
£6199e4729863fb75ca9%9ae3c95c6887d95a5102637al1c5c40ffBaa
fadc
ealea211cf29ecal1c057fe8248181591a19fb6ac51d45843a65d4b
b8b71bc83a64c771ed7686218a278ef1¢c5d620f3d26b5316218864
5453
242c70f74eac8184116c71630d284cf8a742fc463e710545847Ff6
4d8e9161cb9f599728a18a32dbd8b67c3bec5d64c9b1d2f2cde7b5
888d
€6304424de5af31f556d3e645600530c53ad949891¢c3e60bab41dd5
£68a93901beff8440164477d348c13d28e27bfcd360c44c80b4c7d
4cea
4160a8f2043a347185406a6a7e50973b98h82edbdfa3209b0e1c90
118e10eeb45045b0990d4b2b0708a30ecal7df40ad53c9100120c1
0b44

abc
51aceca4fa95854bbaba58d8a5e17a86cb7acadef32e1188cafda2
6232131800002cc2f27c7aec454e5e0c615bddffb7df6as5f7fof14
793f
c590c9246eb28b08dee816d608ef233ea5d76e305dc458774alel1b
d880387e6734219e2018e4aa50a49486dcedbal8740065da37e6¢cf5
212c
ef6dcb75b696d325fb36d66b104700df1480c4c17ea9190d447eece
1e7e4c9b7f36bbfb8ba7ba7c4cb6bB7fed16531cl1ac7a26a3618b4
0b34
deBdc93df9ce7953452f20e270699c1e7dacd5d571¢c226d77f53b7
e3053d16f8a81b16081efb362054e973c8e733b663af93fB0ch81ba
130
8c5bdecb6fab6690905f6eff966b0OT98F5a8161493bd04976684d4ec
1f4512fa8743d86860b2ff2c5d67e9¢c145fd906T2ch89ff812c6b9
883f

abcdef0123456789
c6d65987f146b8d0cb5d2c44e1872ac3af1f458f6a8bd8c232ffe8
b9d09496229a5a271f350eb7d97305bcc4e0f38328718352e8e3129
ed71
4d2f901bf333fdc4135b954f20d59207e9fb6a4ecf88ce5af11c892
b44f79766ec4ecc9f60d669b95ca8940f39b1b7044140ac2040c1b
659
3012ba5d9b3bb648e4613833a26ecaecadb3e8c8bbaB7fc90ac3dad
375769289c44d3dc87474b23df7f45f9a4030892cda689e343aecee
abad
dc29532761f03c24d57f530dadc24acc4c676d185becaa89fccO83
266541fb7f10ecec91dac64a34cd988274633ae25c4d784aee52de
47a8
a5f6da11259c69f2eB7fceba7bbafecdc25bd2df83426765f9c070
4111da24c6a0550d5c7aac7d648d55f7640d50be99c926195e852a
daac

q128_9999999q9qqqqqqqaqqqqqqaqaqqqqaqadqqqqaqadqqaqadqqaqaaadqq
499999999999999999999999999999999999999999999999999999
999999999999999999999999q9
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P.y

ule]

Q.y

msg

P.y

ulo]

Q.y

Hashing to Elliptic Curves

9b8d008863beb4ad2fb9edefefd2eba867307fb1c7ce01746115d3
2e1db551bb254e8e3e4532d5¢74a83949a69a60519ecc9178083cb
€943
346a1fca454d1e67c628437c270ecOfOc4256bb774feb6c0ed49de70
04ff6d9199e2cd99d8f7575a96aafc4dc8db1811baba44317581f4
1371
fe952ac0149f92436bbal2ea2e542aa226f4fc074d79ff462c41b3
27968a649a495a8a93b6c3044af2273456abb5e166ce4fb8c9b10c
8c2e
512803d89159¢57376e6570cd54c4e901643e089cd9456f549daa4
372b8b52679860b68aa8bedfaa88970f15ab6098d5f252083ac98a
58c9
3d9b6593¢7941a20d76161c9a171f1e507495a08f03dfcae33a2ac
3602698e46a74d1039b583c984036f590eaad43d20basaada3ffb55
2177

a512_aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
8746dc34799112d1f20acda9d7f722¢c9abb29b1fb6b7e9e5669838
43¢c20bd7c9bfad21b45c5166b808d2f5d44e188f1fdaf29cdee8a7
2e4c
7c1293484c9287¢c298a1a0600c64347eee8530acf563cd8705e057
28274d8cd8101835f8003b6f3b78b5beb28f5be188a3d7bcelecha
36b1
afd3d7ad9d819be7561706e050d4f30b634b203387ab682739365F
62cd7393ca2cf18cdd7a3d3af8dd163f043ac7457¢c2eb145b4a561
70a9
08aed6480793218034fd3b3b0867943d7eBbd1b6f76b4929e0885b
d082b84d4449341da6038bb08229ad9eb7d518dff2c7ea50148e70
a4db
e00d32244561ebd4b5f4ef70fcac75a06416beBalc1b304e7bd361
a6a6586915bb902a323eaf73¢cf7738e70d342821f61485395ab2833
d2c1
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suite
dst

P.y

ule]

ul1]

Q0.x

Q0.y

Q1.x

Q1.y

msg

P.y

ulo]

ul1]

Q0.x

Qe.y

Q1.x

Q1.y

msg

Hashing to Elliptic Curves

edwards448_XOF : SHAKE256_ELL2_RO_
QUUX-VO1-CSB2-with-edwards448_XOF : SHAKE256_ELL2_RO_

73036d4a88949c032f01507005c133884e2f0d81f9a950826245dd
a9e844fc78186c39daaa7147ead3e462cff60e9c6340b58134480b
4d17
94c1d61b43728e5d784ef4fcb1f38e1075f3aef5e99866911de5a2
34f1aafdc26b554344742e6bab420b71b298671bbeb2b773661863
4610
0847c5ebf957d3370b1f98fde499fb3e659996d9fc9b5707176ade
785ba72cd84b8a5597¢c12b1024be5f510fa5ba99642c4cec7f3f69
d3e7
f8cbd8a7ae8c8deedd71f3ac4b93e7cfch8f1eac1645d699fd6d38
81cb295a5d3006d9449ed7cad412a77a1fe61e84a9e41d59ef384d
6f9%a
c08177330869db17fb81a5e6e53b36d29086d806269760f2e4caba
a4015f5dbadb7ca2ba594d96a89d0ca4f0944489e1ef393d53db85
096f
02e894598c050eeb7195f5791f1a5f65da3776b7534be37640bchf
95d4b915bd22333¢50387583507169708fbd7beabd7aa385dcc614
be9c
770877fd3b6c5503398157b68a9d3609f585f40e1ebebdd69bboe4
d3d9aa811995ce75333fdadfa50db886a35959¢cc59cffd5¢c9710da
ca25
b27fef77aa6231fbbc27538fa90eaca8abdd3eb1e62fdaedec5e82
8117¢c3b8b3ff8c34dPabe6d79fff16d339b94ae8ede33331d5b464
c792

abc
4e0158acacffa545adb818abed8eBb870eb6abc24dfc1dc45¢cf9an5s
2e98469275d9ffOc168d6a5ac7ecOd5b742412ee090581f12aa398f
9f8c
894d3fa437b2d2e28cdc3bfaaded35430f350ec5239b6b406b5501
da6f6d6210ff26719cad83b63e97ab26a12df6dec851d6bf38e294
af9a
04d975cd938ab49be3e81703d6a57cca84ed80d2ff6d4756d31229
47fb5b70ab0231f0087cbfb4b7cae73b41b8c9396b356a4831d9a
4322
2547ca887ac3db7b5fad3af98aad76e90078afe1358af6c63d677d
6edfd2100bc004e0f5db94dd2560fc5b308e223241d00488c9cabb
fef2
7544612a97f4419c94ab0f621alee8ccf46c6657b8e0778ec9718b
f4b41bc774487ad87d9b1e617aa49d3a4dd35a3cf57cd390ebf042
9952
d3ab703e60267d796b485bb58a28f934bd0133a6d1bbdfeda5277f
a293310be262d7f653a5adffab608c37ed45c0e6008e54a16e1a342
e4df
6262f18d064bc131ade1b8bbcf1cbdf984f4f88153fcc9f94c888a
f35d5e41aae84c12f169a55d8abfB6eb6deb6c5b23079e587a58¢cf73
303e
6d57589e901abe7d947c93ab02c307ad9093ed9a83ebBb6e829fb7
318d590381ca25f3cc628a36a924a9ddfcf3cbedf94edf3b338ea7
7403

abcdef0123456789
2c25b4503fadc94b27391933b557abdecc601c13ed51¢c5de683894
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P.y

ulo]

ul1]

Q0.x

Qe.y

Q1.x

Q1.y

msg

P.y

ule]

ul1]

Q0.y

Q1.x

Q1.y

msg

Hashing to Elliptic Curves

841f93dbd6c22e5f962d9babf7a39f391f994312f8ca23344847e1fhb
f176
d5e615350f430e53a110f5ac7fcc82a96cb865aeca982029522d32
601e41c042a9dfbdfbefa2bdbdcdc3bc58cca8a7cd546803083d3a
8548
10659ce25588db4e4beb6f7c791a79eb21a7f24aaaca76ab6ca3b83b
80aaf95aa328fe7d569a1ac99f9cd216edf3915d72632f1a8b990e
250c
9243e5b6c4806831fd533e81f4a778349a309ce®Bbd163a29eb9fa8
dbc8f549242bef33e030db21cffacd408d2¢c4264b93e476c6a8590
e7aa
1457b60c12e00ed47ceb3ceb64b57e7¢c3c61636475443d704a8e2b2a
bBa5ac7e4b3909435416784e16€19929¢c653b1bdcd9478a8e5331¢c
a%ae
935d9f75f7abbabbc39cPalc3b412518ed8a24bc2¢c4886722fb4b7
d4a747af98e4e2528c75221e2dffd3424abb436e10539a74caaafa
3ea3
b44d9e34211b4028124117e856585ed81448f3¢c8b934987a1¢c5939
c86048737a08d85934fec6b3c2ef9fB9cbd365cf22744f2e4ce697
62a4
dc996¢c173614319868f897d9a27c45b02dd3bc6b7ca356a039606e
5406e131a0bbe8238208b327b00853e8af84b58b13443e70542556
3323

q128_999qqqqqqqqqqqqqqqqqqqaqaqqqaqaqqqqaqagqqqaaaqqqaaadqq
9999999999999999999999999999999999999999999999999999949

49999999999999999999999qq
a1861a9464ae31249a0e60bt3879113663049a315378998499a832

92e159a2fecff838eb9bc6939e5chae76ebB74ad4aae39b55b72ca
0b9a
580a2798c5b904f8adfec5bd29fb49b4633¢cd9f8c2935eb4abf12e
5dfaB285680880296bb729c6405337525fb5ed3dff930¢c137314f6
0401
c80390020e578f009ead417029eff6cd0926110922db63ab98395e
3bdfdd5d8a65b1a2b8d495dc8c5e59b71f3518731f7dfcBf93ace5sd
eedb
1c4dc6653a445bbef2add81d8e90a6¢c8591a788deb91d0d3f1519a
2e4a460313041b77c1bB817f2e80b388e5¢c3e49f37d787dc1f85e4
324a
9d355251e245e4b13ed4ea3e5a3¢c55bf9b7211f1704771f2e1d8f1
a65610c468b1cf70c6c2ce30dcaad54ad9e5439471ec554b862ec8
875a
6689ba36a242af69ac2aadb955d15e982d9b04f5d77f7609ebf742
9587feb7e5ce27490b9c72114509f89565122074e46a614d7fd7c8
00bd
c4b3d3ad4d2d62739a62989532992¢c1081e9474a201085b4616dab
706cab824693b9fb428a201bcd1639a4588cc43b9eb841dbca7421
9b1f
265286f5dee8f3d894b5649da8565b58e96b4cfd44b462a2883eab
4dbcda21a00706ea3fea53fc2d769084bOb74589e91d0384d71189
09fb

a512_aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
ddadaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
dddadaaadaaaaaaaaaadaaaaaaaaaaaadaaaaadaaaaaaaaaaaaaaaaaaaaaa
dddaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
ddaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
ddddaaadaaaaaaaaaadaaaadaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
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Qo.y
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aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
987c5ac19dd4b47835466a50b2d9feba7c8491b8885a04edf577e1
5a9f2c98b203ec2cd3e5390b3d20bbadfabfc3eecefb5029a31723
4401
5e273fcfff6bBB7bb6771€90509275a71ff1480c459ded26fc7b10
664dbBab8aaa98bc7echbB7e49cfB5b80ae5ac653fbdd14276bbd35
cche
163c79ab0210a4b5e4f44fb19437ea965bf5431ab233ef16606T0b
03c5f16a3feb7d46a5a675ce8f606e9c2bf74ee5336c54a1e54919
f13f
f99666bde4995c4088333d6c2734687e815f80a99c6dab2c47df4b
51f6c9d9ed466b4fect7d9884990a8e0dObe6907fa437eBb1a27f4
9265
d1a5ebad4a332514b69760948afB9ceaeddbbb9fd4cb1f19b78349c¢
2ee4cf9ee86dbcf9064659a4a0566fe9c34d90aec86T0801edc131
adob
5d0a75a3014c¢3269¢33b1b5da80706a4f097893461df286353484d
8031cd607c98edc2a846c77a841f057¢c7251eb45077853¢c7b20595
7e52
69583b00dcb6b2aced6ffa44630cc8c8cd0dde649f57588ddofb1da
ad2ce132e281d01e3f25ccd3f405be759975c6484268bfe8f5e5f2
3c30
8418484035f60bdccf48ch488634c2dfb40272123435f7e654fbh6f
254c6c42e7e38f1fa79a637a168a28deb6c275232b704f9deddff76
ddo4
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suite
dst

P.y

ule]

Q.y

msg

P.y

ulo]

Q.y

msg

P.y

ulo]

Q.y

msg

Hashing to Elliptic Curves

edwards448_XOF : SHAKE256_ELL2_NU_
QUUX-VO1-CSB2-with-edwards448_XOF : SHAKE256_ELL2_NU_

eb5a1fc376fd73230af2deBf3374087cc7f279f0460114cfBabe12
d6dB44c16de34ec2350c34b26bf110377655ab77936869d085406a
f71e
df5dceabd42e8f494b279a500d09e895d26ac703d75cab6d118e8ca
58bf6f608a2a383f292fce1563ff995dce75aede1fdc8e7¢cOc737a
e9ad
1368aefcB416867ea2cfc515416bcbeecc9ec81c4echd52ccdb91e
06996b3f359bc930eef6743c7a2dd7adb785bc7093ed044efed950
86d7
4b2abf8cBfcad9d027c2a81bf73bb5990e05f3e76c7ba137ccBb89
415ccd55ce7f191ccBc11bB560c1cdc2a8085dd56996079e05a3cd
8dde
82532f5bBcb3bfb8542d3228d0655bfeb61129dbeae8bace80cf61f1
7725e8ec8226a24f0e687f78f01da88e3b2715194a03dca7cBa96b
bfo4

abc
4623a64bceaba3202df76cd8b6e3daf70164f3fcbdabd6e340f7fa
b5cdf89140d955f722524f5fe4d968fef6ba2853ff4eab86c2f67d
8110
abaac321a169761a8802ab5b5d10061fec1a83c670ac6bc9595470
0317ee5f82870120ebBe2c5a21b12abc7ad17ebd343363604c4bcec
afd1
cda3bBecfeB54c4077007d7300969ec24f4c741300b630ec9188eb
ab31a5ae0065612ee22d9f793733179ffc2e108c53cabb539057aaf
dc2f
b1cabbef2f157673a210f56c9b0039db8399e4749585abac64f831
f74ed1ec5f591928976c687c06d57686bach98440e77at878349cd
f2d2
5bbfd6a3730d517b03c3cd9e2eed94af12891334ecP90e0495¢c2ed
c588e9e10b6f63b03a62076808cbcdbda95adfb5af76c136b2d42e
f@dac

abcdef0123456789
e9%eb562e76dbB93baad43a31b7eddd4ec4aadcef3389a7b9c58a19c
f87f8ae3d154e134b6b3ed45847a741e33df51903dab681629a4b8b
cc2e
0cf6606927ad7eb15dbc193993bc7e4dda744b311a8ec4274c8f73
8f74f605934582474c79260f60280fe35bd37d4347e59184cbfal2
cbc4
d36bae98351512c382c7a3e1eba22497574f11fef9867901b1a270
Ob39fa2cd0d38ed4380387a99162b7bab240c743f0532ef60d577¢C
413d
958a51e2f02e08dfd3930709010d5d16f869adb9d8a8f7¢c081139911
d206c20cdb7bfb40ee33ba30536a99f49362fa7633d0f417fc3914
fe21
f4307a36ab6612fa97501497f01afa109733¢ce85875935551¢c3ca9
0fofa7e0097a8640bb7e5dbcc38ab32b23b748790f2261f2c44c3b
f3ba

q128_9999999q9qqqqqqqaqqqqqqaqaqqqqaqadqqqqaqadqqaqadqqaqaaadqq
499999999999999999999999999999999999999999999999999999
999999999999999999999999q9
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P.y

ule]

Q.y

msg

P.y

ulo]

Q.y

Hashing to Elliptic Curves

122a3234d34b26c69749f23356452bf9501efa2d94859d5ef741fe
£024156d9d191a03a2ad24c38186f93e02d05572575968b083d8a3
9738
ddf55e74eb4414c2c1fad4aabbc37c4ab470a3fedbbb5af1e435703
P9b162fb61879bb15f9ea49c712efd42d0a71666430f9f0d4a2050
5050
5945744d27122f89da3daf76ab4db9616053df64e25d30ec9ab066
7ee6710240579¢c1db8f8ef33861f3f4f413cfb325ac14094d582026
a971
e7e1f2d13548ac2c8fcd346e4c63606545b193652011721e83ac3b
642261f77a8823d3881e164bcbcad5505b236e8e3721¢c028052Fcc9
adeb
7e0f340501bf25f018b9d374c2acbdd43c07261d85a6ef3c855113
d4e023634db59a87b8fab9efeb4ed1fee302c8a4994e83bdda32bd
9cBb

a512_aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
221704949b1ce1ab8dd174dc9b8c56fcffa27179569¢ce9219c0Bc2f
e€183d3d23343a4c42abe2e9d6b9d0feb1df3883ec489b6671d1fab
4089
ebdecfdc87142d1a919034bf22ecfad934c9a85effff14b594ae2c
00943cab2a39d6ee3be9dfObb504ce8a9e1669bc6959c42adbald3
b686
1192e378043fB1cedc7eaf209321519213b0184eabd8575816bcd9
182a367823eleecc2faf1df8f79b24027a4b9bfa2068cd320e79bef
B6ea
0fd3bb833c1d7a5b319d1d4117406a23b%aece976186ecb18al11ab
35e6fbdb920d47e04762b1f2a8¢c59d2f8435d0fdefe501f544cda2
3dbf
f13b0dad4d5eeb120f2443ac439218096a1396f5014ec2a3506a34
7fef8076a7282035¢cf619599b1919¢cf29df5ce87711c11688aab77
00ab

Faz-Hernandez, et al. Informational

July 2023

Page 138



RFC 9380 Hashing to Elliptic Curves July 2023

J.8. secp256k1

Faz-Hernandez, et al. Informational Page 139



RFC 9380 Hashing to Elliptic Curves July 2023

J.8.1. secp256k1l_XMD:SHA-256_SSWU_RO_

Faz-Hernandez, et al. Informational Page 140



RFC 9380 Hashing to Elliptic Curves

suite = secp256k1_XMD:SHA-256_SSWU_RO_

dst = QUUX-VO1-CS02-with-secp256k1_XMD:SHA-256_SSWU_RO_

msg =

P.x = c1cae290e291aeeb617ebaef1be6d73861479c48b841eaba9b7b585
2ddfeb1346

P.y = 64fa678e07ae116126T08b022a94af6de15985c996c3a91b64c406
a960e51067

ulo] = 6b0f9910dd2ba71c78f2ee9f04d73b5f4c5f7fc773a701abeale57
3cab002fb3

ul1] = Taeb6c212e08fe1a5937f6202f929a2cc8efd4ee5b9782db68b0d579
9fd8f09e16

Q0.x = 74519ef88b32b425a095e4ebcc84d81b64e9e2c2675340a720bb1a
1857b99f1e

Qo.y = c174fa322ab7c192e11748beed45b508e9fdb1ceB46dee9c2cd3a2
a86b410936

Q1.x = 44548adb1b399263ded3510554d28b4bead34b8cf9a37b4bdobd2b
a4db87ae63

Ql.y = 96eb8e2fafb5e368efe5957¢c6167001760233e6dd2487516b4b6ae7
25c4ccebcb

msg = abc

P.x = 3377e01eab42db296b5122931208c6cee72bbecf9f9205760bdoff1
1fb3cb2c4b

P.y = 7f95890f33efebd1044d382a01b1beeB900fb6116194688d487cbC
7b9c8371f6

ulo] = 128aab5d3679a1f7601e3bdf94ced1f43e491f544767e18a4873f3
97b0B8a2b61

ul1] = 5897b65da3b595a813d0fdcc75¢c895dc531be76a03518b044daaabd
f2e4689e00

Q0.x = 07dd9432d426845fb19857d1b3a91722436604ccbbbadad8523b8f
c38a5322d7

Qo.y = 604588ef5138cffe3277bbd590b8550bcbeBe523bbaf1bed4014a4
67122eb33f

Q1.x = e9ef9794d15d4e77dde751e06¢c182782046b8dac05f8491eb88764
fc65321f78

Ql.y = chB7ce53670d5314bf236ee2c871455¢c562dd76314aa41f012919f
e8e7f717b3

msg = abcdef0123456789

P.x = bac54083f293f1feB8e4a70137260aa90783a5cb84d3f35848b324
de674b0Be3a

P.y = 4436476085d4c3c4508b60fcf4389c40176adce756b398bdee27bce
a19758d828

ulo] = eab7a7cB2f2cd5d8b87715¢169d055a22520f74daeb080e6180958
380e2f98b9

ul1] = 7434d0d1a500d38380d1f9615c021857ac8d546925f5f2355319d8
23a478da18

Q0.x = 576d43ab0260275adf11af990d130a5752704f7947862876172080
8862544b5d

Qo.y = 643c4a7fb68aebecff55edd66b809087434bbaffocB7f3f9ec4d49b
b3c16623c3

Q1.x = f89d6d261a5e00fe5cf45e827b507643e67c2a947a20fd9ad71039
f8b0e29ff8

Ql.y = b33855e0cc34a9176ead91cb6c3achlaacb1ce936d563bci1ceeldcf
fc806cafs57
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msg

P.y

ulo]
ul1]
Q0.x
Q0.y
Q1.x

Q1.y

msg

P.y

ulo]
ul1]
Q0.x
Q0.y
Q1.x

Q1.y

Hashing to Elliptic Curves

q128_999qqqqqqqqqqqqqqqqqqqaqaqqqaqaqqqqaqaqqqaqaaqqqaaagqq
99999999999999999999999999999999999999999999999999994949

4999999999999999999999999
€2167bc785333a37aa5621021f1e881defb853839babf52a7f72b1

02e41890e9
£2401dd95cc35867ffed4f367cd564763719fbc6a53e969fh8496a
1€6685d873
eda89a5024facPa8207a87e8cc4e85aa3bce10745d501a30deb873
41bB5bcdf5
dfe78cd116818fc2c16f3837fedbe2639fab012c407eac9dfe9245
bf650ac51d
9c¢91513ccfe9520c9c645588dff5f9b4e92eafbad4ab6f1cd720d1
92eb58247a
c7371dcdB1344121221e386f8d68f49e7fa36f9037676e163d4ab6
3fbf8a1fb8
10fee3284d7bebbd5912503b972fc52bf4761f47141a0015f1cbae
36848d869b
Ob163d9b4bf21887364332be3eff3c870fab53cf508732900fc69a
6ebBe1b672

ab512_aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
e3c8d35aaafOb9b647e88aPaba7ee5d5bed5ad38238152e4e6fd8c
1f8cb7c998
8446eeb6181bf12f56a9d24e262221cc2f0Bc4725¢c7e3803024b588
8ee5823aab
8d862e7e7e23d7843fe16d811d46d7e¢6480127a6b78838c277bcal
7df6900e9f
68071d2530f0401f081ba818d3c7188a94c900586761e9115efad7a
e9bd847938
b32bBab55977b936f1e93fdc68cec775e13245e161dbfe556bbb1f
72799b4181
2f5317098360b722f132d7156a94822641b615c91f8663be691698
70a12af9e8
148198780119388b9fa93e7dc567b5a673e5fca7079¢cd9cdafd719
82ec4c5e12
3989645d83a433bcOcoP1f3dac29af861f33a6fd1e04f4b36873f5
bff497298a
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suite = secp256k1_XMD:SHA-256_SSWU_NU_

dst = QUUX-VO1-CS02-with-secp256k1_XMD:SHA-256_SSWU_NU_

msg =

P.x = a4792346075feae77ac3b30026f99c1441b4ecf666ded19b7522cf
65c4c55c5b

P.y = 62c59e2abaeed1b23be5883e833912b08bab6be7f57cBe9cdc663f
31639ff3a7

ulo] = 0137fcd23bc3da962e88081f97474d097a6¢c8aa2881fceef4514173
635872cf3b

Q.x = a4792346075feae77ac3b30026f99c1441b4ecf666ded19b7522cf
65c4c55c5b

Q.y = 62c59e2abaeed1b23be5883e833912b08babbbe7f57c0e9cdc663f
31639ff3a7

msg = abc

P.x = 3f3b5842033fff837d504bb4ce2a372bfeadbdbd84a1d2b678b6e1
d7eed426b9d

P.y = 902910d1fef15d8ae2006fc84f2a5a7bdafed4067dc913062c3a493
c4f5d876a5

ulo] = e03f894b4d7caf1ab50dbaad5cac27412c8867a25489e32c5ddeb50
3229f63a2e

Q.x = 3f3b5842033fff837d504bb4ce2a372bfeadbdbd84a1d2b678b6e1
d7eed426b9d

Q.y = 002910d1fef15d8ae2006fc84f2a5a7bdafed407dc913062c3a493
c4f5d876a5

msg = abcdef0123456789

P.x = 07644fa6281c694709f53bdd21bed94dab995671e4a8cd1904ec4da
a50c59bfdf

P.y = ¢79f8d1dad79b6540426922f7fbc9579c3018dafeffcd4552b1626
b506c21e7b

ulo] = e7a6525ae7069ff43498f71f508b41c57f80563c1fe4283510b3224
46f32af41b

Q.x = 07644fa6281c694709f53bdd21bed94dab995671e4a8cd1904ec4da
a50c59bfdf

Q.y = ¢79f8d1dad79b6540426922f7fbc9579c3018dafeffcd4552b1626
b506c21e7b

msg = g128_.999qqqqqqqqqqqqqqqaqqaqqqaqqaqqadqqaqaqqqaqqaqqqaqqaqqaqqqaq
4999999999999999999999999999999999q99qqqqqqqqqqqqqqqqqq
499999999999999999999999q

P.x = b734f05e9b9709ab631d960fa26d669c4acacab4ae62004b9d34f4
83aa%acc33

P.y = 03fc8ad4ab5a78632e2eb4d8460d69ff33c1d72574b79a35e402e801
f2dob1d6ee

ulo] = d97cf3d176a2f26b9614a704d7d434739d194226a706c886¢c5¢c3c3
9806bc323c

Q.x = b734f05e9b9709ab631d960fa26d669c4acacab4ae62004b9d34f4
83aa9acc33

Q.y = 03fc8ad4ab5a78632e2eb4d8460d69ff33c1d72574b79a35e402e801
f2dob1d6ee

msg = ab12_aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
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P.y
ulo]
Q.x
Q.y

Hashing to Elliptic Curves

aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
17d22b867658977b5002dbe8d0ee70a8cfddec3eec50fb931f36136
970fdofabe
e9178ff02f4dab73480f8dd590328aea%99856a7bb6cc8e5abcdf289
ecc2a51718
a9ffbeeeldbe41ac33¢c248fb3364612ff591b502386¢c1bfbac4aaf
1ea51f8c3b
17d22b867658977b5002dbe8dBee70a8cfddec3eec50fb931f36136
970fdofabe
e9178ff02f4dab73480f8dd590328aea%99856a7bb6cc8e5abcdf289
ecc2a51718
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suite = BLS12381G1_XMD :SHA-256_SSWU_RO_

dst = QUUX-VB1-CSB2-with-BLS12381G1_XMD:SHA-256_SSWU_RO_

msg =

P.x = 052926add2207b76cad4fa57a8734416c8dc95e24501772¢c8142787
PBeedbd1e4e8cf62d9c09dbOfac349612b759e79a1

P.y = 08ba738453bfedd9ch546dbb8783dbb3a5f1f566ed67bb6bebe8ch
7e2e81a4cc68ee29813bb7994998f3eaeBc9chba265

ulo] = Oba14bd907ad64a016293ee7c2d276b8eae71f25a4b941eece7b0d
89f17f75ch3ae5438a614fb61d6835ad59f29¢c564f

ul1] = 019b9bd7979f12657976de2884c7cce192b82c177c80eBec604436
a7f538d231552f0d96d9f7babe5fa3b19b3ff25ac9

Q9.x = 11a3cce7e1d90975990066b212643b9540fa40d6137780df4e753a
8054d07580db3b7f1f03396333d4a359d1fe3766fe

Qe.y = Qeeaf6d794e479e270da10fdaf768db4c96b650a74518fc67b04b0
3927754bac66f3ac720404f339%9ecdccB28afab91b7

Q1.x = 160003aaf1632b13396dbad518effanofff532f604de1a7fc2082f
f4cbBafa2d63b2c32dalbef2bféc5cab2dc6b72f9c

Ql.y = 0d8bb2d14e20cf9f6036152ed386d79189415b6d015a20133ach4de
019139b94e9c146aaad5817f866c95d609a361735e

msg = abc

P.x = 03567bc5ef9c690c2ab2ecdf6a96ef1c139ccOb2f284dcabBa9a794
3388a49a3aeeb664ba5379a7655d3c68900be2f6903

P.y = Bb9c15f3febe5cf4211f346271d7b01c81f3b28be689c8429¢c85b67
af215533311f0b8dfaaal154fa6h88176¢c229f2885d

ulo] = 0d921¢33f2bad966478a083ca35d05719bdf92d347557ea166e5bba
579eea9b83e9afa5c088573¢c2281410369fbd32951

ul1] = 003574a00b109ada2f26a37a91f9d1e740dffd8d69ecBc35e1e9f4
652c7dbab1123e9dd2e76c655d956e2b3462611139

Q0.x = 125435adce8e1cbd1c803e7123f45392dc6e326d292499¢c2c45¢c58
65985fd74fe8fB42ecdeeec5ecac80680d04317d80

Qe.y = 0e8828948c989126595ee30e4f7c931cbd6f4570735624fd25aef2
fa41d3f79cfb4b4ee7b7e55a8ceB13af2a5ba20bf2

Q1.x = 11def93719829ecda3b46aa8c31fc3ac9c34b428982b898369608e
4f042babeebc77ab9218aad5¢c87ba785481eff8ae4

Ql.y = 0007c9cef122ccf2efd233d6eb9bfc680aa276652b0661f4f820a6
53cec1db7ff69899f8e52b8e92bB25a12¢c822a6¢ceb

msg = abcdef0123456789

P.x = 11e0b079dea29a68f0383ee94fed1b940995272407e3bb916bbf26
8c263ddd57a6a27200a784cbc248e84f357ce82d98

P.y = 03a87ae2caf14e8ee52e51fa2ed8eefe801f02457004badd486d6aa
1f517c0889501dc741375319599b099ebcbbd2d709

ulo] = 062d1865eb808ebfa73dcfc45db1ad4266b9f3a93219976a3790ab8
d52d3e5f1e62f3b0B1795e36834b17b70e7b76246d4

ul1] = Bcdc3e2f271f29¢c4ff75020857ceb6¢c5d36008c9b48385ea2f2bfof
96f428a3deb798aa033cd482d1cdc8b30178b08e3a

Q0.x = 08834484878c217682f6d0%9a4b51444802fdba3d7f2df9903a0dda
db92130ebbfa807fffabeabf257d7b48272410afff

Qe.y = Ob318f7ecf77f45a0f038e62d7098221d2dbbca2a394164e2e3fe9
53dc714ac2cde412d8f2d7f0cB3b259e6795a2508e

Q1.x = 158418ed6b27e2549f05531a8281b5822b31¢c3bf3144277fbb977f
8d6e2694fedceb7011b3c2b192f23e2a44b2bd106e

Ql.y = 1879074f344471fac5f839e2b4920789643c075792becb5af4282c7
3f7941cda5aa77b00085eb10e206171b9787¢c4169f
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msg

P.y

ulo]
ul1]
Q0.x
Q0.y
Q1.x

Q1.y

msg

P.y

ulo]
ul1]
Q0.x
Q0.y
Q1.x

Q1.y

Hashing to Elliptic Curves

q128_999qqqqqqqqqqqqqqqqqqqaqaqqqaqaqqqqaqaqqqaqaaqqqaaagqq
99999999999999999999999999999999999999999999999999994949

499999999999999999999999q9
15f68eaa693b95cchb85215dc65fa81038d69629f70aeeedddf677¢C

£22285e7bf58d7cbh86eefe8f2e9bc3f8ch84fac488
1807a1d50c29f430b8cafc4f8638dfeeadf51211e1602a5f184443
076715f91bb90a48bale370edcebae1062f5e6dd38
010476f6a060453cOb1addb628f3e57¢c23039%¢ee16eea5e71bb87c3
b5419b1255dcBe5883322e563b84a29543823¢c0e86
0b1a912064fbB554b180e07af7e787f1f883a0470759¢c03¢c1b6509
eb8ce980d1670305ae7b928226bb58fdcBad19f46e
Ocbd7f84ad2c99643fea7a7ac8f52d63d66cefadbd9a56148e58b9
84b3dd25e1f41ff47154543343949¢c64188d48a710
052c0Peded52d000d94881a5638ae9274d3efc8bc77bcBe5c650de
04a000b2c334a9e80b85282a00f3148dfdfaced865
06493fb68f0d513af08bed3721849436a787e7b701ae31chb964d96
8021d6babbd7d26a38aaa5a68e8c21a6b17dc8b579
02e98f2ccf5802b05ffaac7¢c20018bcOcBb2fd580216c4aa2275d2
909dc0c92d0dBbdc979226adeb57a29933536b6bb4

ab512_aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
082aabae8b7dedbBe78aeb619ad3bfd9277a2f77ba7fad20efb6aab
dc6c31d19ba5a6d12283553294¢c1825c4b3ca2dcfe
05b84ae5a%942248eea39e1d91030458c40153f3b654ab7872d779a
d1e942856a20c438e8d99bc8abfbf74729ce1f7ac8
Pa8ffa7447f6belc5a2ea4b959c9454b431e29cccB802bcB52413a
9c5b4f9aac67a93431bd480d15be1eB57c8ab8e8ch
05d487032f602c90fa7625dbafedf4a49ef4a6b0b33d7bb349ff4c
£5410d2971fd6241876e3e77b651cfc8191e40a68b7
0cf97e6dbd0947857f3e578231d07b309¢c622adeB8f2¢c0O8b32ff37
2bd90db19467b2563¢cc997d4407968d4ac80e154f8
127f0cddf2613058101a5701f4cb9d0861fd6c2alb8eBafe194fce
f586a3201a53874a2761a%9ab6d7220c68661a35ab3
092f1acfa62b85f95884c6791fba989bbe58044ee6355d100973bf
9553ade52b47929264e6ae770fb264582d8dce512a
028e6d0169a72cfedb737be45db6c401d3adfb12¢c58c619¢c82b93a
5dfcccef12290de530b0480575ddc8397cdadbbebf
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suite = BLS12381G1_XMD :SHA-256_SSWU_NU_

dst = QUUX-VB1-CSB2-with-BLS12381G1_XMD :SHA-256_SSWU_NU_

msg =

P.x = 184bb665c37ff561a89ec2122dd343f20e0f4cbcaec84e3c3052¢ea
81d1834e192c426074b02ed3dcade7676cedce48ba

P.y = 04407b8d35af4dacc809927071fc0405218f1401a6d15af775810e
4e460064bcc9468beeba82fdc751be70476c888bf3

ulo] = 156c8a6a2c184569d69a76be144b5cdc5141d2d2cadfe341f011e2
5e3969c55ad9e9b9ce2eb833c81a908e5fad4ac5f03

Q.x = 11398d3b324810a1b093f8e35aa8571cced95858207e7f49c4fd74
656096d61d8a2f9a23cdb18a4dd11cd1d66f411f709

Q.y = 19316b6fb2ba7717355d5d66a361899057e1e84a6823039efc7bec
cefeB09d023fb2713b1c415fcf278ebB8c39a89b4f72

msg = abc

P.x = 009769f3ab59bfd551d53a5f846b9984c59b97d6842b20a2c565ba
a167945e3d026a3755b6345df8ec7ebach6868aebd

P.y = 1532c00cf61aa3dOce3e5aa20c3b531a2abd2¢c770a790a26138183
03c6b830ffcBecf6c357af3317b9575¢567f11cd2¢

ulo] = 147e1ed29f06e4c5079b9d14fc89d2820d32419b990c1c7bb7dbea
2a36a045124b31ffbde7¢99329cB5c559%9af1cH6cc82

Q.x = 1998321bc27ff6d71df3051b5aec12ff47363d81a5e9d2dff55f44
4f6ca7e7d6af45c561d029¢c58237c266ef5cda5254

Q.y = 034d274476c6307ae584f951c82e7ea85b84f72d28f4d647173235
6121af8d62a49bc263e8eb913a6¢cf6f125995514ee

msg = abcdef0123456789

P.x = 1974dbb8e6b5d20b84df7e625e2fbfecb2cdb5f77d5eae5fb2955e
5ce7313cae8364bc2fff520a6c25619739c6bdcbba

P.y = 15f9897e11c6441eaab676de141c8d83c37aab8667173cbeldfd6de
74d11861b961dccebcd9d289ac633455dfcc7013a3

ulo] = 04090815ad598a06897dd89bcda860f25837d54e897298ce31e694
7378134d3761dc59a572154963e8c954919ecfa82d

Q.x = 17d502fa43bd6adcad2859049a0c3ecefd60240d129be65da271a4
cB03a9c38fa78163b9d2a919d2beb57df7d609b4919

Q.y = 109019902ae93a8732abecf2ff7fecd2e4e305eb91f41c9c3267f1
6b6c19de138¢c7272947f25512745dabc466cdfd1ac

msg = g128_.999qqqqqqqqqqqqqqqaqqaqqqaqqaqqadqqaqaqqqaqqaqqqaqqaqqaqqqaq
4999999999999999999999999999999999q99qqqqqqqqqqqqqqqqqq
4999999999999999999q999qqqq

P.x = Qa7aB47c4a8397b3446450642c2ac64d7239b61872c9ae7a59707a
8f41f950f101e766afe58223b3bff3a19a7f754027¢c

P.y = 1383aebbale4327ccff7cf9912bdaddbc77de048b71ef8c8a81111
d71dc33c5e3aabedee9cfb6f5fe525d50cc50b77¢cc9

ulo] = 08dccde88ca55b8bfbc96fb50bb25¢c592faa867a8bb78d4e94a8cc
2c92306190244532e91feba2b7fed977e3c3bb5alf

Q.x = 112eb92dd2b3aa9cd38b08dedbef603f2f9fb0ca226030626a9a2e
47ad1e9847fePa5ed13766c339e38f514bba143b21

Q.y = 17542ce2f8d@a54f2c5ba8c4b14e10b22d5bcd7bae2af3c965¢c8c8
72b571058c720eac448276c99967ded2bf124490e1

msg = ab12_aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
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P.y
ulo]
Q.x
Q.y

Hashing to Elliptic Curves

aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
Pe7a16a975904f131682edbb03d9560d3e48214c9986bd50417a77
108d13dc957500edf96462a3d01e62dcb6cd468ef11
Pae89e677711d05¢c30a48d6d75e76ca9fb70feb6c6dd6ff988683d
89ccde29ac7d46c53bb97a59b1901abf1db660652db
0dd824886d2123a96447f6c56e3a3fa992fbfefdbal17b6673f9163
0ff19e4d326529db37e1c1be43f905b19202e06278d
1775d400albacc1c39c355da7e96d2d1c97baa9430c4a3476881f8
521c09a01f921f592607961efc99c4cd46bd78cal19
1109b5d59f65964315deb65a7a143e86eabc853104ed289¢cf480949
317a5685fad7254ff8e7fe6d24d3104e5d55ad6370
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suite
dst

P.y

ulo]

ul1]

P.y

ule]

ul1]

Q0.x

*

Hashing to Elliptic Curves

BLS12381G2_XMD :SHA-256_SSWU_RO_
QUUX-VB1-CS82-with-BLS12381G2_XMD:SHA-256_SSWU_RO_

0141ebfbdca40eb85b87142e130ab689c673¢cf60f1a3€98d693352
66130d9b8d4ac44c1038e9dcdd5393faf5c41fb78a
05cb8437535e20ecffaef7752baddf98034139¢c38452458baeefab
379ba13dff5bf5dd71b72418717047f5b0f37dad3d
0503921d7f6a12805e72940b963cOcf3471c7b2a524950ca195d11
062ee75ecB76dat2d4bc358¢c4b190c0c98064fdd92
12424ac32561493f3fe3c260708a12b7¢c620e7be@0B99a974e259d
dc7d1f6395c3¢c811cdd19f1e8dbf3e9ecfdcbab8d6
03dbc2cce174e91ba93cbbB8f26b917f98194a2eab8d1cce75b2b9
cc9f21689d80bd79b594a613d0a68eb8087dfdc1cf8
B5a2acec64114845711a54199ea339abd125ba38253b70a92c876d
£10598bd1986b739cad67961eb94f7876511b3b39a
02f99798e8a5acdeed60d7e18e9120521ba1f47ec090984662846b
c825de191b5b7641148c0dbc237726a334473eee94
145a81e418d4010ccB27a68f14391b30074e89e60ee7a22f87217b
2f6ebBc4b94c9115b436e6fa4607e95a98de30a435
019ad3fc9c72425a998d7ab1eabeb46a1f6093444fc6965f1cad5sa
3195a7b1e099cB50d57f45e3fa191ccb6d75ed7458¢
171c88b0BbBefb5eb2b88913a9e74fe111a4f68867b59db252¢ce586
8af4d1254bfab77ebde5d61cd1a86fb2fe4a5alc1d
Oba10604e62bdd9eeeb4156652066167b72c8d743b0B50fb4c1016¢C
31b505129374f76e083fa127d6a156213576910fef3
Peb22c7a543d3d376e9716a49b72e79a89c9bfe9feee8533ed931c
bb5373dde1fbcd7411d8052e02693654f71e15410a
113d2b9cd4bd98aee53470b27abc658d91b47a78a51584f3d4b950
677cfb8a3e99c24222c406128c91296ef6b45608be
13855912321¢c5¢cb793e9d1e88f618d342d49cBbOdbac613ee9e17e
3cBb3c97dfbb5a49cc3fb45102fdbaf65e0efe2632
0fd3defOb7574a1d801bed44fdeb617162aa2e89dad7f464317d9bb5
abc3a7071763ce74180883ad7ad9a723a%afafcdca
0561617902b3c0dOf78a%9a8cbdad43a26b65f602f8786540b9469b0
60db7b38417915b413cab65f875c130bebfaa59790c¢c

abc
02c2d18e033b960562aae3cab37a27cebBd80ccd5badb7feBe7a21
0245129dbec7780ccc7954725f4168aff2787776e6
139cddbccdc5e91b9623efd38c49f81a6f83f175e80b06fc374de9
eb4b41dfed4ca3a230ed250fbe3a2acf73a41177fd8
1787327b68159716a37440985269cf584bcb1e621d3a7202bebead
5c4cfe244aeb197642555a0645fb87bf7466b2ba48
PPaab5dae3c8d732d10ecd2c50f8a1baf3001578f71c694e03866€
9f3d49ac1elce70dd94a733534f106d4cecPeddd16
15f7cBaa8f6b296ab5ff9c2c7581adeb64f4ee6f1bf18f55179ff44
a2cf355fa53dd2a2158c5ecb17d7¢52f63e7195771
01c8067bf4cOba709aa8b%9abc3di1cef589a4758e09ef53732d670f
d8739a7274e111ba2fcaa71b3d33df2a3a0c8529dd
187111d5e088b6b9acfdfadd78c4dacf72dcd17cal7¢c82be35e79f
8c372a693f60abB33b461d81b025864a0adB51a06e4
08b852331¢c96ed983e497ebcbdee9b75e373d923b729194af8e72a
051ea586f3538ab6ebb1e80881a082fa2b24df9f566
12b2e525281b5f4d2276954e84ac4f42cf4e13bbacd228624e1776
0faf94ce5706d53f0Bca1952f1c5ef75239aeed55ad
05d8a724db78e570e34100cBbc4a5fa84ad5839359b40398151137
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P.y

ulo

ul1

Q1

msg

]

]

Ly

Hashing to Elliptic Curves

cff5a51de945¢c563463c9efbdda569850ee5a53e77
02eacdc556d0bdb5d18d22f23dcbhB86dd106cad713777¢c7e640794
3edbeBb3dl1efe391eedf11e977fac55f9b941f2489c¢
04bbe48bfd5814648d0b9e30f0717b34015d45a861425fabc1eedb
fdfce36384ae2c808185e693ae97dcde118f34de41
19f18cc5ecBc2fB55e47c802acc3bBe40c337256a208001dde14b2
5afced146f37ea3d3ce16834¢c78175b3ed61f3c537
15bBdadc256a258b4c68ea43605dffabd312eef215¢c19e6474b3e1
01d33b661dfeed43b51abbf96fee68fc6043ac56a58
05e47c1781286e61c7ade887512bd9¢c2cbh9f640d3be9cf87eabbad
24bd0ebfe946497b48a581abbc7d4ca74b5147287fF
19f98db2f4al1fcdf56a9ced7b320ea9deecf57c8e59236b0Adc21f6
ee7229aa9705ce%9ac7fe7a31¢c72edcabd92370c096

abcdef0123456789
121982811d2491fde9ba7ed31ef9cad74f0e1501297f68c298e9f4
cP028add35aea8bb83d53¢c08cfcOB7¢c1e0805723¢cd0O
190d119345b94fbd15497bcba%94ecf7db2cbfdlel1fe7dad34d26ch
ba169fb3968288b3fafb265f9ebd380512a71¢c3f2c
05571a0f8d3c08d094576981f4a3b8edaBa8e771fcdcc8ecceat13
56abacf17574518ach506e435b639353¢c2e14827c8
Obb5e7572275¢c567462d91807de765611490205a941a5a6af3b169
1bfe596c31225d3aabdf15faff860cb4ef17c7c3be
0313d9325081b415bfd4e5364efaef392ecf69b087496973b22930
3e1816d2080971470f7da112c4eb43053130b785e1
0621f84cb21ed89406890cB51aBe8b9cf6c575cf6e8e18ecf63ba86
826b0aeB2548d83b483b79e48512b82a6c0686df8f
1739123845406baa7be5¢c5dc744920651b6d42504deB08c635f3535
bb831d478a3414208e67dcc7b46b2e8cba5379cca9d7
01897665d9ch5db16a27657760bbea7951f67ad68f8d55f7113f24
babddd82caef240a9bfa627972279974894701d975
0f48f1ea1318ddb7136977081f7327781fb39718971d72a9245b973
1faacad4dbaa7cca433d6c434a820c28b18e20ea208
06051467c8f85da5ba2540974758f7a1e0239a5981de441fdd8768
0a995649c211054869c50edbac1f3a86c561ba3162
168b3d6df80069dbbedb714d41b32961ad064c227355e1ce5fac8e
105de5e49d77f0c648671f3834848f152497eb76333
134e0e8331cee8cb12f9c2d0742714ed9%9eee78a84d634c9a95f6a7
391b37125ed48bfc6e90bf3546€99930ff67cc97bc
0041fd03968cd1c99a0dd84551f44c206c84dcbdb78076c5bfee24e
89a92c8508b52b88b68a92258403cbel1ea2da3495f
1674338ea298281b636b2eb0fe593008d03171195fd6dcd4531e8a
Ted1f02a72da238a17a635de307d7d24aa2d969a47
fdc7fa13fffeb12558419e0Bal1e94bfc3cfaf67238009991c5f24ee
94b632c3dB9%e27eca329989aee348a67b50d5e236¢
169585e164c131103d85324f2d7747b23b91d66ae5d947¢c449¢c819
4a347969fcb6bbd967729768da485ba71868df8aed2

q128_999qqqqqqqqqqqqqqadqqqqaqaqqqaqaqqqqaqaqqqaqaaqqqqaaaqq
99999999999999999999999999999999999999999999999999994949

49999999999999999999999qq
19a284dd7248a1066f737cc34502ee5555bd3¢c19f2ecdb3c7d9e24d

c65d4e25e50d83f0f77105e955d78f4762d33¢c17da
0934aba516a52d8ae479939a91998299¢76d39¢ccBcB35cd18813be
c433f587e2d7a4fef038260eefbcef4db2aae3eb91
14f81cd421617428bc3b9fe25afbb751d934a00493524bc4e06563
5b0555084dd54679df1536101b2c979¢c0152d09192
09bcccfab36b4847c9950780733633113619994394c23ffOb32fab
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msg

P.y

ulo]

ul1]

Q0.x

Qe.y

Hashing to Elliptic Curves

b795844f4a0673e20282d07bc69641ceeB4f5e5662
025820cefc7d06fd38de7d8e370e0da8a52498be9b53cba9927b2e
f5c6de1e12e12f188bbc7bc923864883c57e49e253
034147b77ce337a52e5948f66db0Obab47a8d038e712123bb381899
b6ab5ad20f02805601e6104c29df18¢c254b8618c7b
0930315cae1f9a6017¢c3fBc8f2314baa130e1cf13f6532bffBa8al
790cd70atf918088c3db94bda214e896e1543629795
10c4df2cacf67ea3cb3108b00d4chdOb3968031ebc8eac4biebcef
e84d6b715fdeb66befB219951ece29d1facc8a520ef
09eccbc53df677f0e5814e3f86e41e146422834854a224bf5a83a5
PedccPa’77bfc56718e8166ad180f53526ea9194b57
0c3633943f91daee715277bd644fba585168a72f96ded64fc5a384
cce4ec884a4c3c30f08e09cd2129335dc8f67840ec
Peb6186a0457d5b12d132902d4468bfeb7315d83320b6c32f1¢c875
f344efcba%979952b4aa418589cbB1af712f98cc555
119e3cf167e69eb16c1c7830e8df88856d48be12e3ffBa40791a5¢
d2f7221311d4bf13b1847f371f467357b3f3cBb4c7
Peb3aabc1ddfce17ff18455fcc7167d15ceb6b60ddc9eb9b5918d40
ab49420d35558686293d046fc1e42f864b7f60e381
198bdfb19d7441ebccab1e8ff774b29d17da16547d2¢c10c273227a
635caceal3f16826322ae85717630f0867539b5ed8b
Paafldee3adf3ed4c80e481cO9b57ead4c705e1b8d25b897f0ceeec
3990748716575f92abff22a1c8f4582aff7b872d52
0d058d9061ed27d4259848a06c96c5ca68921a5d269b078650c882
cb3c2bd424a8702b7ab6ee4eBead9982baf6843e924

ab512_aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
O1abba2f9a11fa5598b2d8aceBfbebabeacb65deceb476fbbcb64f
d24557c2f4b18ecfc5663e54ae16a84f5ab7f62534
11fca2ff525572795a801eed17eb12785887c7b63fb77a42bedbce
4a34131d71f7a73e95fee3f812aea3de78b4d01569
Pb6798718c8aed24bc19ch27f866f1c9effcdbf92397ad6448b5¢c9
db90d2b9dabcbabf48adc1adf59a1a28344e79d57e
03a47f8e6d1763babBcad63d6114cBaccbef65707825a511b251a66
Pa9bh3994249ae4e63fac38b23dadc398689ee2ab52
190b513da3e66fc9a3587b78c76d1d132b1152174d0b83e3c11140
66392579a45824c5fa17649ab89299ddd4bda54935
12ab625b0feBebd1367fe9fac57bb1168891846039b4216b9d9400
7b674de2d79126870e88aeef54b2ec717a887dcf39
Pe6a42010cf435fb5bacc156a585e1ea3294¢cc81d0ceb81924d950
40298380b164f702275892cedd81b62de3aba3féebs
117d9aBdefc57a33ed208428ch84e54c85a6840e7648480ae42883
8989d25d97aPaf8e3255be62b25¢c2a85630d2dddd8
17cadf8d04a1a170f8347d42856526a24cc466cb2ddfd506cffo11
91666b71944e31244d662c904de5440516a2b09004
0d13ba91f2a8bBB51cf3279eabee63a9f19bc9ch8bfcc7d78b3chd
8cc4fc43ba726774b28038213acf2b0095391¢c523e
17ef19497d6d9246fa94d35575c0f8d06eeB2f21a284dbeaa78768
cb1e25abd564e3381de87bda26acd04f41181610c5
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+ I * 12c3c913ba4edB3c24f0721a81a6be7430f2971ffca8fd1729aafe
496bb725807531b44b34b59b3ae5495e5a2dchd5¢c8

Q1.x = 16ec57b7febB4c71dfe34fb5ad84dbce5a2dbbd6ee®85f1d8cd17f4
5e8868976fc3c51ad9eedab82c7869024d24579bfd

+ I * 13103f7aace1ae1420d208a537f7d3a9679¢c287208026e4e3439ab
8cd534c12856284d95e27f5e1f33eec2ceb656533b0

Ql.y = 0958b2c4c2c10fcef5a6c59b9e92c4a67b0fae3e2eBf1b6b5edad9
c940b8f3524ba9ebbc3f2ceb3cfe377655b3163bd7

+ I * O@ccb594ed8bd14cab4ed9cb4eBaba221be540f25ddodébal5a4a4b
e5d67bcf35df7853b2d8dad3ba245f1ea3697f66aa
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suite
dst

P.y

ulo]

Q.y

msg

P.y

ule]

Q.y

msg

P.y

ulo]

*

Hashing to Elliptic Curves

BLS12381G2_XMD :SHA-256 _SSWU_NU_
QUUX-VB1-CS02-with-BLS12381G2_XMD:SHA-256_SSWU_NU_

P0e7f4568a82b4b7dc1f14c6aaad55edf51502319¢723c4dc2688c
7fe5944c2131f510328082396515734b6612c4e7bb7
126b855e9e69b1f691f816e48ac6977664d24d9918724868a18418
6469ddfd4617367e94527d4b74fc86413483afb35b
Ocaeaddfd7b6176c01436833¢c79d305c78be307das5f6af6c133¢c47
311def6ff1eBbabf57a0fb5539fce7ee12407bBa4d?2
1498aadcf7ae2b345243e281ae876df6de84455d766ab6fcdaad71
fab60abb2e8b980a440043cd305db09d283c895e3d
07355d25caf6e7f2fOcb2812caPe513bd026ed09ddab5b177500fa
31714e09ea0ded3a078b526bed33071804d4b93b04
02829ce3cB21339ccb5caf3e187f6370e1e2a311dec9b753631170
63ab2015603ff52c3d3b98f19c2f65575e99e8b78¢
18ed3794ad43¢c781816c523776188deafba67ab773189b8f18c49b
c7aa841cd81525171f7a5203b2a340579192403bef
0727d90785d179e7b5732¢c8a34b660335fedd3b913710b60903cf4
954b651ed3466dc3728e21855ae822d4a0f1d06587
P0764a5cf6c5f61c52c838523460eb2168b5a5b43705e19¢ch612e0
061f29b717897facfd15dd1¢c8874c915f6d53d0342d
19290bb9797¢c12c1d275817aa2605ebe42275b66860f0e4d04487e
bc2e47c50b36edd86c685a60c20a2bd584a82b011a

abc
108ed59fd9fae381abfd1d6bce2fd2fa220990f0f837fa30e0f279
14ed6e1454db0d1ee957b219f61da6ff8be0d6441f
0296238ea82cb6d4adb3c838ee3¢ch2346049¢c90b96d602d7bb1b469
b905c9228be25c627bffee872def773d5b2a2eb57d
033f90f6057aadacae7963bPabb379dd46750c1¢c94a6357¢c99b65f
63b79e321ff50fe3053330911c56b6ceecad8fee656
153606c417e59fb331b7aebbcedfbf7¢5190¢c33ce9402b5ebe2b70
e44fcab14f3f1382a3625ed5493843d0boa652fc3f
138879a9559e24cecee8697b8b4ad32cced053138ab913b9987277
2dc753a2967ed50aabc907937aefb2439bad6bcc50c
Palae7999ea9bab1dcc9ef8887a6chb6e8f1e22566015428d220b7e
ec90ffa70ad1f624018a9ad11e78d588bd3617f9f2
0f40e1d5025ecefBd850aaBbb7bbeceab21a3d4e85e6bee857805b
09693051f5b25428c6be343edba5f14317fcc30143
02e0d261f2b9fee88b82804ec83db3308caa75fbb12719cfa71ccce
1c532dc4e1e79b0aba281ed8d3817524286c8bcb4c
Ocf4adadc5c66dabbcadcaddcbas57ecd97¢c8252d7526a8ff478e0d
fed816c4d321b5¢c3039c6683ae9b1e6a3a38c9chae
11cad1646bb3768c04be2ab2bbe1f80263b7ff6f8f9488f5bc3b68
50e5a3e97e20acc583613c69cf3d2bfe8489744ebb

abcdef0123456789
038af300ef34c7759%9a6caaade69363cafeed218a1f207e93b2c70d
91a1263d375d6730bd6b6509dcac3bas5b567e85bf3
fda75beb60fbbaabe9e3143e40c42796edf15685cafeB279afd2a67
c3dff1c82341f17effd402e4f1af240ea90f4b659b
19b148chdf163cf0894f29660d2e7bfb2b68e37d54cc83fd4ebe62
c020eaad8709302ef8e746736cPe19342cc1ce3df4
0492f4fed741bB73e5a82580f7¢c663f9b79e036b70ab3e51162359
cec4e77c78086fe879b65ca7a47d34374c8315ache
18c16fe362b7dbdfa102e42bdfd3e2f4e6191d479437a59db4eb71

Faz-Hernandez, et al. Informational

July 2023

Page 160



RFC 9380

Q.y

msg

P.y

ulo]

msg

+ I

P.y

ule]

+ I

Hashing to Elliptic Curves

6986bf08ee1f42634db66bde97d6c16bbfd342b3b8
Pe37812ce1b146d998d5f92bdd5ada2a31bfd63dfe18311aa91637
b5f279dd045763166aa1615e46a50d8d8f475f184e
13a9d4a738a85c9f917c7be36b240915434b58679980010499b9%ae
8d7a1bf7fbe617a15b3cd6060093140d18e019456
16Ta88754e7670366a859d6f6899ad765bf5a177abedb2740aacc9
252¢c43f90cd0421373fbd5b2b76bb8f5¢c4886b5d37
Pa7fa7d82c46797039398253e8765a4194100b330dfed6d7fbb46d
6fbf01e222088779ac336e3675c7a7abeeb5bbb6be3
Ocbee170ab766d11fa9457cef5325312628010b2cffc102b3b2835
1eb9df6c281d3cfc78e9934769d661b72a5265338d

q128_999qqqqqqqqqqqqqqqqqqqaqaqqqaqaqqqqaqagqqqaqaaqqqqaaagqq
99999999999999999999999999999999999999999999999999994949

4999999999999999q9qqqqqqqqq
0c5ae723beBBebc3fBefe184fdcO702b64588fe77dda152ab13099

a3bacd3876767fa7bbad6d6fd90b3642e9062b208f9
12c8cB5¢c1d5fc7bfa847f4d7d81e294e66b9a78bc9953990¢c35894
5e1f042eedafce608b67fdd3abbcb2e6e263b9b1ad
04e77ddb3ede41b5ec4396b7421dd916efc68a358a0d7425bddd25
3547f2fb4830522358491827265dfc5bcc1928a569
11c624c56dbe154d759d021eec60fab3d8b852395a89de497e4850
4366feedd4662d023af447d66926a28076813dd646
08d4aR997b9d52fecf99427abb721f0fa779479963315fe21c6445
250de7183e3f63bfdf86570da8929489e421d4ee95
16cb4ccad91ec95aab070122043916cd6a59c4ca94097f7f510043
d48515526dc8eaaeca27e586f09151ae613688d5a89
PaB8b2f639855dfdeaaed972702b109e2241a54de198b2b4cd12ad
9f88fa419a6086a58d91fc805de812ea29bee427c2
04a7442e4cb8b42efbf41dac9ee74e65ecad3ced851f0746dc4756
8b0e7a8134121edB89bab54509232c49148aef62cda
05d60b1f04212b2c87607458f71d770f43973511¢c260fB0540eef3a
565f42c7ce59aalceab84bb2a7bcab84acd2f36c8c
1017aa5747ba15505ece266a86b0ca9c712f41a254b76cabB4094ca
442ced45ecd224bd5544cd16685d0d1b9d156ddB531

ab512_aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
Peade7c33d43e17cc516a72f76437c4bf81d8f4eac69ac355d3bf9
b71b8138d55dc10fd458be115afa798b55dac34bel
1565c21625032d2321f13121d3cfb476f45275¢c303a037faa255f9d
a62000c2c864ea881e2bcddd111edc4a3cOda3e88d
043b6f5fed4e52c839148dc66f2b3751e69a0f6ebb3d056d6465d50
d4108543ecd956e10fa1640dfd9bcB0308cc2558d28
0f8991d2al1ad662e7b6f58ab787947f1fa607fce12dde171bc1790
3bB12091b657e15333e11701edcf5b63ba2a561247
03f80ced4ffBca2f576d797a3660e3f65b274285c054feccc3215¢8
79e2c0589d376e83ede13f93¢c32f05dadf68fd6a1o
006488a837c5413746d868d1efb7232724da10eca410b07d8b505b
9363bdccfBalfcBB29badod7d65b15ccfeb6dd25e20d
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Q.x = 19592¢812d5a50c5601062faba14c7d670711745311¢c879de1235a
Pal11c75aab61327bf2d1725dbB87ec4d6996a682886

+ I * Qeefd4fadlddc17ed47bat447a2c498548f3¢c72a02381313d13bef9
16€240b61ce125539090d62d9fbb14a900bf1b8e90

Q.y = 1260d6eB987eae96af9ebe551e08de22b37791d53f4db9eBd59da7
36e66699735793e853e26362531fe4adf99c1883e3

+ I * @dbacebdf@ad4ac4ac2f45d8fdf8aeed45484576fddbefc4f98abob9
£4112309e628255e183022d98eabedbe47cadB306¢c

Appendix K. Expand Test Vectors

This section gives test vectors for expand_message variants specified in Section 5.3. The test
vectors in this section were generated using code that is available from [hash2curve-repo].

Each test vector in this section lists the expand_message name, hash function, and DST, along
with a series of tuples of the function inputs (msg and len_in_bytes), output (uniform_bytes), and
intermediate values (dst_prime and msg_prime). DST and msg are represented as ASCII strings.
Intermediate and output values are represented as byte strings in hexadecimal.
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K.1. expand_message_xmd(SHA-256)
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name = expand_message_xmd

DST = QUUX-VB1-CSB2-with-expander-SHA256-128
hash = SHA256

k = 128

msg =

len_in_bytes = 0x20

DST_prime = 515555582d5630312d435330322d776974682d657870616€6465
722d5348413235362d31323826

msg_prime = 0000000000000OOOOOOLONOOVRONORONDOBVANOBNNBBRANO0
00000000000000000000000BOOVEVBNVBBONBBNNBBBNNVBLBANO
0000000000V VVOBVOOBBB2000515555582d5630312d43533032
2d776974682d657870616e6465722d5348413235362d31323826

uniform_bytes = 68a985b87eb6b46952128911f2a4412bbc362a9d759667f8
7f7a21d803f07235

msg = abc

len_in_bytes = 0x20

DST_prime = 515555582d5630312d435330322d776974682d657870616e6465
722d5348413235362d31323826

msg_prime = 00000000000000VPREOOOVVVOOOOOVVLRROONNNVDOOVOVLRROO
0000000000 V0000VVVVVPROOOOVVVVDOVOVRROOOONNVV00BB00
000000PVVVVVVVDOOOVVVLLR616263002000515555582d5630312d43
5330322d776974682d657870616e6465722d5348413235362d3132

3826

uniform_bytes = d8ccab23b5985ccea865c6c97b6e5b8350e794e603b4b979
02f53a8a0d605615

msg = abcdef0123456789

len_in_bytes = 0x20

DST_prime = 515555582d5630312d435330322d776974682d657870616e6465
722d5348413235362d31323826

msg_prime = 00000000000000VVRROOOVVVVOOOOOVLRROONNNVDOOOOVLRROO
000000000 00000VVVVVPROOOONVVVVOVOVRROOOONNVV00BB00
000000000000000VVVVVVO61626364656630313233343536373839
002000515555582d5630312d435330322d776974682d657870616e
6465722d5348413235362d31323826

uniform_bytes = eff31487c770a893cfb36f912fbfcbff40d5661771cadb2c
b4eafe524333f5c1

msg = q128_999qqqqqqqqqqqqaqqqqaqqqaqqaqaqqqadqqaqaqqaaqqaqqaaqqq
4999999999999999999999999999999999999999999999999999949q
49999999999999999999999qq

len_in_bytes = 0x20

DST_prime = 515555582d5630312d435330322d776974682d657870616€6465
722d5348413235362d31323826

msg_prime = 0000000000000000000BOVVVBROVVBENVBBVNNBBANVBBRNB0
0000000000000000VVBVOVOBNNVOVBNNVBBENOBENNOBBANDBBANO
0000000000000VOOVBLRO713132385f7171717171717171717171
717171717171717171717171717171717171717171717171717171
717171717171717171717171717171717171717171717171717171
717171717171717171717171717171717171717171717171717171
717171717171717171717171717171717171717171717171717171
717171717171717171002000515555582d5630312d435330322d77
6974682d657870616€6465722d5348413235362d31323826

uniform_bytes = b23a1d2b4d97b2ef7785562a7e8bac7eed54ed6e97e29aa5
1bfe3f12ddad1ff9
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msg = a512_aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa

len_in_bytes = 0x20

DST_prime = 515555582d5630312d435330322d776974682d657870616e6465
722d5348413235362d31323826

msg_prime = 0000000000000000PCOOV00000OVVVVLROOOOVVV0OOOVVOLROO
0000000000000V 00
00000V VVDOOBBVLLR613531325T6161616161616161616161
6161616161616161616161616161616161616161616161616161671
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
6161616161616161616161616161616161616161616161616161671
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
6161616161616161616161616161616161616161616161616161671
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
6161616161616161616161616161616161616161616161616161671
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
6161616161616161616161616161616161616161616161616161671
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
6161616161616161616161616161616161616161616161616161671
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161002000515555582d5630312d
435330322d776974682d657870616€6465722d5348413235362d31
323826

uniform_bytes = 4623227bccB1293b8c130bf771da8c298dede7383243dcB9
93d2d94823958c4c

msg =

len_in_bytes = 0x80

DST_prime = 515555582d5630312d435330322d776974682d657870616€6465
722d5348413235362d31323826

msg_prime = 000000000000000000000000000VVVVOBOOOOVVV000VVVVBBOO
Lo Lela Lo la e Tela Lo e Lo e e e el Le el e e e Lo le e e e e Lo e e o La e Lol a e 1o e e Lo e e o e e o o e o o o)
000DV VDOVBVVOVVOVBLRO8BPB515555582d5630312d43533032
2d776974682d657870616e6465722d5348413235362d31323826

uniform_bytes = af84c27ccfd45d41914fdff5df25293e221afc53d8ad2ach
6d5e3e29485dadbeedd121587713a3e0dd4d5e69e93eb7cd4f5df4
cd103e188cf60cbB2edc3edf18eda8576c412b18ffb658e3ddbecs
49469b979d444cf7b26911a08e63¢cf31f9dcc541708d3491184472
c2c29bb749d4286b0BB4ceb5eebb9a7fa5b646c993f0ced

msg = abc

len_in_bytes = 0x80
DST_prime = 515555582d5630312d435330322d776974682d657870616€6465
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722d5348413235362d31323826

msg_prime = 000000000000000VVVV0V0OCBOOVOVVVNVV0N0BCBOBOOVVBNV00O
Lol Lol Lol el e el e e L e e e e e L e e L e e Lo e e Lo e T Lo Lo e Lo e T Lo e e Lo e e Lo o e o e )
000000V VDODDODVBVB616263008000515555582d5630312d43
5330322d776974682d657870616e6465722d5348413235362d3132
3826

uniform_bytes = abba86a6129e366fc877aab32fc4ffc70120d8996c88aece2
fe4b32d6c7b6437a647e6c3163d40b76a73cf6a5674ef1d890F95b
664eePafa5359a5c4e07985635bbecbac65d747d3d2da7ec2b8221
b17bBca9dc8alac1cO7eabale60583e2cbh00058e77b7b72a298425
cd1b941ad4ec65e8afc50303a22c0f99b0B509b4c895F40

msg = abcdef0123456789

len_in_bytes = 0x80

DST_prime = 515555582d5630312d435330322d776974682d657870616e6465
722d5348413235362d31323826

msg_prime = 0000000000000V RROO
00000000V V000VVVVVRREOOVNVVVOOVODRRROOONNNO0B0B00
0000000VV000DPONVOBLOVB61626364656630313233343536373839
008000515555582d5630312d435330322d776974682d657870616e
6465722d5348413235362d31323826

uniform_bytes = ef904a29bffc4cf9ee82832451c946ac3c8f8058ae97d8d6
29831a74c6572bd9ebd0df635cd1f208e2038e760c4994984ce73f
0d55ea9f22af83ba4734569d4bc95e18350f740c0B7eef653¢chb9f8
7910d833751825f0ebefalabe5420bb52be14cf489b37fel1a72f7d
e2d10be453b2c9d9eb20c7e3fb6edc5a60629178d9478df

msg = q128_999qqqqqqqqqqqqqqaqqqqqaqaqqqqaqaqqqqqaqaqqqqaqaaqqqqaaagqq
9999999999999999999999999999999999999999999999999999949

q999999999999qqqqqqqqqqqqq

len_in_bytes = 0x80

DST_prime = 515555582d5630312d435330322d776974682d657870616€6465
722d5348413235362d31323826

msg_prime = 0000000000000000VVV000BCLOBOOVNNNNNBBCBVBOOBBNNO
SlsLela Lo e Tela Lo e Lo e e e e e e e e e e Lo le e I e e Lo e e o La e ol a e o e e o e e o e e o e e o o o)
000DV VDVVBLBBLBLVB713132385F7171717171717171717171
717171717171717171717171717171717171717171717171717171
717171717171717171717171717171717171717171717171717171
717171717171717171717171717171717171717171717171717171
717171717171717171717171717171717171717171717171717171
717171717171717171008000515555582d5630312d435330322d77
6974682d657870616e6465722d5348413235362d31323826

uniform_bytes = 80be107d0884f0d881bb460322f0443d38bd222db8bdOb0a
5312a6fedb49c1bbd88fd75d8b9an9486c60123dfa1ld73c1cc3169
761b17476d3c6b7cbbd727acdBe2c942f4dd96ae3da5de368d26b3
2286e32de7e5a8ch2949f866a0b80c58116b29fa7fabb3ea7d520e
e603eBc25bcafbb9a5e92ecbalfe4eB8391d1cdbce8ch8a

msg = a512_aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
dadadaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
ddadaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
dddadaaadaaaaaaaaaadaaaadaaaaaaaadaaaaaaaaaaaaaaaaaaaaaaaaa
ddadaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
ddadaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
dddadaaadaaaaaaaaaadaaaaaaaaaaaadaaaaadaaaaaaaaaaaaaaaaaaaaaa
dddaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
ddaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
ddadaaaaaaaaaaaaaaaaaaaaaaaaaaaa
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len_in_bytes = 0x80

DST_prime

msg_prime

= 515555582d5630312d435330322d776974682d657870616€6465
722d5348413235362d31323826

= 00000000000000000000000000000000000000006000000000000
000000000000000000000000000000VVVVVVBBBBBVBOOVOAA
0000000VVVVOOVNVVBLRNB613531325f6161616161616161616161
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
6161616161616161616161616161616161616161616161616161671
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
6161616161616161616161616161616161616161616161616161671
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
6161616161616161616161616161616161616161616161616161671
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
6161616161616161616161616161616161616161616161616161671
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
6161616161616161616161616161616161616161616161616161671
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
6161616161616161616161616161616161616161616161616161671
616161616161616161616161616161008000515555582d5630312d
435330322d776974682d657870616e6465722d5348413235362d31
323826

uniform_bytes = 546aff5444b5b79aa6148bd81728704c32decb73a3ba76e9

e75885cad9def1d06d6792f8a7d12794e90efed817d96920d72889
6a4510864370c207f99bd4a608ea121700ef01ed879745ee3e4cee
f777edab6d9e5e38b90c86eabfbOb36504bad4ad5d22e86f6db5dd43
d98a294bebb9125d5b794e9d2a81181066eb954966a487
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K.2. expand_message_xmd(SHA-256) (Long DST)
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name = expand_message_xmd

DST = QUUX-VB1-CSB2-with-expander-SHA256-128-1ong-DST-111111
1111111111111 1111111111111 1111111111111111111111111
1T11111111111111111111111111111111111111111111111111111
1T11111111111111111111111111111111111111111111111111111
T1111111111111111111111111111 11111111111

hash = SHA256

k = 128

msg =

len_in_bytes = 0x20

DST_prime = 412717974da474d0f8c4201320ff81e8432adb7¢c927d9bd082b4
fb4d16c0a23620

msg_prime = 0000000000000V RBAO
0000000V VVVDVOOOVVVRRROBNNNVDOODDVRRROONNNDDDOBB0D
0000000PV0000000000000VLRB2000412717974dad74d0Of8c4201320
ff81e8432adb7¢927d9bdB82b4fb4d16c0a23620

uniform_bytes = e8dcBc8b686b7ef2074086fbdd2f30e3f8bfbd3bdf177f73
f04b97ceb618a3ed3

msg = abc

len_in_bytes = 0x20

DST_prime = 412717974da474d0f8c42013206ff81e8432adb7¢927d9bd082b4
fb4d16c0a23620

msg_prime = 0000000000000000PC00000000OVVVVLLOOOOVVV0OOVOVLROO
00000000000 VVVDVVVVVVVBRBNNNVVVOVVBRBRNBNNNDVBBB00D
0000000V VVDDOOOVVLV616263002000412717974dad74dof8c4
20f320ff81e8432adb7c¢927d9bd082b4fb4d16c0a23620

uniform_bytes = 52dbf4f36cf560fca57dedec2ad924ee9¢266341d8f3d6af
e5171733b16bbb12

msg = abcdef0123456789

len_in_bytes = 0x20

DST_prime = 412717974da474d0f8c420f320ff81e8432adb7¢c927d9bd082b4
fb4d16cBa23620

msg_prime = 00000000000000VPREOOOVVVOOOOOVVLRROONNNVDOOVOVLRROO
0000000 V000OVVVVVVROOOONNVVDOVDVRROOOONNVV00BB00
0000000000V NVOBLOVB61626364656630313233343536373839
002000412717974da474d0f8c4201f320ff81e8432adb7¢927d9bd0o

82b4fb4d16c0a23620

uniform_bytes = 35387dcf22618f3728e6c686490f8b431f76550b0b2c61ch
c1ce7001536f4521

msg = q128_999q9qqqqqqqqqqqaqqqqaqqqaqqaqaqqadqqaqaqqaqqqaqqaaqqq

49999999999999999999999999999999999999999999999999994949

999999999999999999999999q

len_in_bytes = 0x20

DST_prime = 412717974da474d0f8c420f320ff81e8432adb7c927d9bd082b4
fb4d16c0a23620

msg_prime = 0000000000000000000BOVVVBROVVBONVBBVNNBBANBBRNB0
0000000000000000VVBVVVOBNNVOVBNNDOBNNOBENNOOBANDBBANO
0000000000000VNOVBLRO713132385f7171717171717171717171
717171717171717171717171717171717171717171717171717171
717171717171717171717171717171717171717171717171717171
717171717171717171717171717171717171717171717171717171
717171717171717171717171717171717171717171717171717171
717171717171717171002000412717974da474d0f8c420f320f 81
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e€8432adb7c927d9bd082b4fb4d16c0a23626
uniform_bytes = 01b637612bb18e840028he900a833a74414140ddeBc4754c
198532c3abba42bc

msg = a512_aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa

len_in_bytes = 0x20

DST_prime = 412717974da474d0f8c4201320ff81e8432adb7¢927d9bd082b4
fb4d16c0a23620

msg_prime = 0000000000000000PCO0V0000OVVVOLREOOOVVV0OOVOOLROO
0000000000000VDVVOVVVLRRVONNVVVOVVBRBRVNNNNVVBBO00D
00000PPVOVNVVVDOOOBVLLR613531325T6161616161616161616161
6161616161616161616161616161616161616161616161616161671
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
6161616161616161616161616161616161616161616161616161671
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
6161616161616161616161616161616161616161616161616161671
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
6161616161616161616161616161616161616161616161616161671
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
6161616161616161616161616161616161616161616161616161671
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
6161616161616161616161616161616161616161616161616161671
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161002000412717974da474d6f8
c420f320ff81e8432adb7c927d9bd082b4fb4d16c0a23620

uniform_bytes = 20cce7033cabc5460743180be6fa8aac5a103f56d481cf36
9a8acccBc374431b

msg =

len_in_bytes = 0x80

DST_prime = 412717974da474d0f8c42013206ff81e8432adb7¢927d9bd082b4
fb4d16c0a23620

msg_prime = 0000000000000V VOOOOOBOOVVVVVVNNNNOBBBOOVVDOBV00D
lsLelalelela Lol a L e lale el ale e e le el e le e e le e e e e e Le e e le e ol e e e le e Lol e e el e o e e S e o)
000D0DDODDOVDODDODDODDOD8BVV4AT12717974dad74d0f8c420F320
ff81e8432adb7c927d9bd082b4fb4d16c0a23620

uniform_bytes = 14604d85432c68b757e485c8894db3117992fc57e0e136f7
1ad987f789%9a0Bahc287c47876978e2388a02af86b1e8d1342e5ce4f
7aaabB7a87321e691f6fba7eB072eecc1218aebb89fb14a0662322d
5edbd873f0eb35260145cd4e64f748c5dfe60567e126604bcab1a3
ee2dcB778102ae8a5cfd1429ebcBfabbf1a53c36f55dfe

msg = abc
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len_in_bytes = 0x80

DST_prime = 412717974da474d0f8c420f320ff81e8432adb7¢c927d9bd082b4
fb4d16c0a23620

msg_prime = 000000000000000000000000000VVVVOROOOOV0VV0OVVVVBBOO
SlsLela Lo e Tela Lo e Lo e e e e e e e e e e Lo le e I e e Lo e e o La e ol a e o e e o e e o e e o e e o o o)
000DV VVDVVVDOVDODVOVB616263008000412717974da474dof8c4
20f320ff81e8432adb7¢927d9bd082b4fh4d16c0a23620

uniform_bytes = 1a30a5e36fbdb87077552b9d18b9fBaece16€80181d5b951d
0471d55b66684914aef87dbb3626eaabf5ded8cd0686567e503853
e5c84c259bakefc37f71¢c839da2129fe81afdaec7fbdcBccd4c794
727a17c0d20ffBea55e1389d6982d1241cb8d165762dbc39fbOcee
4474d2cbbd468a835ae5b2f20e4f959f56ab24cd6fe267

msg = abcdef0123456789

len_in_bytes = 0x80

DST_prime = 412717974da474d0f8c4201320ff81e8432adb7¢927d9bd082b4
fb4d16c0a23620

msg_prime = 0000000000000000PCO0V0000OVVVOLREOOOVVV0OOVOOLROO
0000000000000VDVVOVVVLRRVONNVVVOVVBRBRVNNNNVVBBO00D
000000V VVDDDOOVVVLB61626364656630313233343536373839
008000412717974da474d0f8c420f320ff81e8432adb7¢927d9bd0
82b4fb4d16c0a23620

uniform_bytes = d2ecef3635d2397f34a91f86438d772db19ffe9924e28alca
f6f1c8f15603d4028140891044e5¢c7e39ebb9b31339979f133a424
9206f67d4al1e7c765410bcd249ad78d407e303675918f20f26cebd
7027ed3774512ef5b00d816e51bfcc96c3539601fa48ef1c07e494
bdc37054ba96echb9dbd666417e3de289d4142415062a982

msg = g128_.99999qqqqqqqqqqqqqqaqqaqqqaqqaqqadqqaqadqqaqqaqqqqqaqqaqqqaq
4999999999999999999999999999999999999999q99qq9qqqqqqqqqq
q99999999999999qqqqqqqqqqq

len_in_bytes = 0x80

DST_prime = 412717974da474d0f8c420f320ff81e8432adb7c927d9bd082b4
fb4d16c0a23620

msg_prime = 0000000000000V VVVVOO0OCBOOVVVVVNVV0NOBCBVBOBBVBN00
Lol Lol Lo el e L e el e e L e e e e e L e e L e e Lo e e Lo e e Lo e e Lo e T Lo e e Lo e e Lo e e o e )
0000000V VOBVVBBVBBO713132385F7171717171717171717171
717171717171717171717171717171717171717171717171717171
717171717171717171717171717171717171717171717171717171
717171717171717171717171717171717171717171717171717171
717171717171717171717171717171717171717171717171717171
717171717171717171008000412717974da474d0f8c420f320ff81
e8432adb7¢927d9bd082b4fb4d16c0a23620

uniform_bytes = ed6e8c036df90111410431431a232d41a32¢c86e296c05d42
6e5f44e75b9a50d335b2412bc6c91eBabdc131de®9c43110d9180d
0a70f0d6289ch4e43b05f7ee5e9b3f42a1fadBf31bac6ab25b3b5c
50e3a83316783b649e5ecc9d3b1d9471cb5024b7ccf40d41d1751a
04caB356548bcbe703fcan2ab521b505e8e45600508d32

msg = a512_aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
ddadaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
dddadaaadaaaaaaaaaadaaaadaaaaaaaadaaaaaaaaaaaaaaaaaaaaaaaaa
ddadaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
ddadaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
dddadaaadaaaaaaaaaadaaaaaaaaaaaadaaaaadaaaaaaaaaaaaaaaaaaaaaa
dddaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
ddaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
ddddaaadaaaaaaaaaadaaaadaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
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ddadadaaaaaaaaaaaaaaaaaaaaaaaaaaaa

len_in_bytes = 0x80

DST_prime

msg_prime

= 412717974da474def8c420f320ff81e8432adb7c927d9bd082b4
fb4d16c0a23620

= 0000000000VOOVVVVVVVVBBBBVBOOVVVVNBBBBBVBBOBBBVVAA
00000000000VVOVVVVVVVVNBBBBVBOVVNNNNNBBBVBOBBBVVVAA
0000000000000V NVBLBRB613531325F6161616161616161616161
616161616161616161616161616161616161616161616161616161
6161616161616161616161616161616161616161616161616161671
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
6161616161616161616161616161616161616161616161616161671
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
6161616161616161616161616161616161616161616161616161671
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
6161616161616161616161616161616161616161616161616161671
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
6161616161616161616161616161616161616161616161616161671
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
6161616161616161616161616161616161616161616161616161671
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161008000412717974dad74d0f8
c4201320ff81e8432adb7¢927d9bd082b4fb4d16c0a23620

uniform_bytes = 78b53f2413f3c688f07732c10e5ced29a17¢c6a16f717179f

fbe38d92d6c9ec296502eb9889af83a1928cd162e845b0d3c5424e
83280fed3d10cffb2f8431f14e7a23f4c68819d40617589e4c4116
9dOb56e0e3535be1fd71fbbB8bb70c5b5ffed953d6c14bf7618b35
fc1f4c4b30538236b4b08c9fbf90462447a8adab@bed95
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K.3. expand_message_xmd(SHA-512)

Faz-Hernandez, et al. Informational Page 173



RFC 9380 Hashing to Elliptic Curves July 2023

name = expand_message_xmd

DST = QUUX-VB1-CSB2-with-expander-SHA512-256
hash = SHA512

k = 256

msg =

len_in_bytes = 0x20

DST_prime = 515555582d5630312d435330322d776974682d657870616€6465
722d5348413531322d32353626

msg_prime = 0000000000000000PCOOOV0000OVVVVLRROOOVVV0OVVOVLROO
00000000000 VVVDOVVVVVVRRBNNNVVVOVVBRBRNNNNNVVBBB00D
00000000 VVVDDOVDVVVRRROBNNNVDOODDVRRRONNNNNVDOBB0D
000000000 V0000VVVVVRROOOOVVVDOVDVRROOOONNV0V00BB00
0000000000000V BRRRA2000515555
582d5630312d435330322d776974682d657870616€6465722d5348

413531322d32353626

uniform_bytes = 6b9a7312411d92f921c6f68ca®b6380730a1a4d982¢c50721
1a90964c394179ba

msg = abc

len_in_bytes = 0x20

DST_prime = 515555582d5630312d435330322d776974682d657870616e6465
722d5348413531322d32353626

msg_prime = 0000000000000000000000000V000VBOVOVBBO0OBBONBVBN000
00000000000V VVRVVVVBNNVOVOBNBRONOVBBNBVRBNBBRNB0
0000000000000V ON0OBVN0DVONDBRVNO0BBNNODBBNDBBO00
0000000000000V 000VLO00VBOOOVOONVBRON0VBO0ODBONOBBL00
0000000000V B0VVRVVVVONNVOVOBNVBRNNVVRRB616263002000
515555582d5630312d435330322d776974682d657870616€646572
2d5348413531322d32353626

uniform_bytes = 0da749f12fbe5483eb066a5f595055679b976e93abe%bebf
0f6318bce7aca8dc

msg = abcdef0123456789

len_in_bytes = 0x20

DST_prime = 515555582d5630312d435330322d776974682d657870616€6465
722d5348413531322d32353626

msg_prime = 0000000000000V RBAO
0000000V VVVDVOOODVVVRROBVNNVDOODDVRRRONNNNVDDOBB0D
0000000000 V0000VVVVVRROOOONVVVOOVOVRRROOONNVV00BB00
00000000000 VVVDOVVVVVVRRBNNNNVVOVVBRBRONNNNVVBBB00D
0000000V VVVDDDOVVVVRRNNNNVVDOOODDVLLRRRB616263646566
30313233343536373839002000515555582d5630312d435330322d
776974682d657870616€6465722d5348413531322d32353626

uniform_bytes = 087e45a86e2939ee8b91100af1583c4938e0f5fc6c9db4b1
07b83346bc967f58

msg = q128_99999999999999999999999999999999999999qqqqqqqqqqq
49999999999999999999999999999999999999999999999999999q9
99999999999999q9q9qqqqqqqqqq

len_in_bytes = 0x20

DST_prime = 515555582d5630312d435330322d776974682d657870616e6465
722d5348413531322d32353626

msg_prime = 00000000000000VPREOOOVVVVOOOOOVLRROONNNVDOOBOVLRROO
000000000 0000000VVVVLROOOOVVVVDVVOORRROOONNVVO0B00
00000000000 VVVDVVVVVVVBRBNNNVVVOVVBRBRNBNNNDVBBB00D
00000000 VVVDVDODVVVRRROBNNNVDOODDVRRROONNNNVDOBB0D
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00000000000000000000000000VVVBONVBBBNOBBBAT71313238571
717171717171717171717171717171717171717171717171717171
717171717171717171717171717171717171717171717171717171
717171717171717171717171717171717171717171717171717171
717171717171717171717171717171717171717171717171717171
71717171717171717171717171717171717171002000515555582d
5630312d435330322d776974682d657870616e6465722d53484135

31322d32353626

uniform_bytes = 7336234ee9983902440f6bc35b348352013becd88938d2af
ec44311caf8356b3

msg = a512_aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa

aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa

len_in_bytes = 0x20

DST_prime = 515555582d5630312d435330322d776974682d657870616e6465
722d5348413531322d32353626

msg_prime = 00000000000000V000OLONOOBVOV0DBONOOBVONDBBNNBBON000
000000000000000000LO000BOO0VOONVBRON0VBNNOVBBNOBBL00
00000000000V B0VVRNVVVRNNOVOBNOBRONDVBBNOVRBNBBRB0
000000000000V 0BVON0VBNNVODVONOBRVN0VVNNODBONOBBL00
000000000000000000BOVV0VOO0OVRONVOBVNNOBRB61353132561
6161616161616161616161616161616161616161616161616161671
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
6161616161616161616161616161616161616161616161616161671
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
6161616161616161616161616161616161616161616161616161671
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
6161616161616161616161616161616161616161616161616161671
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
6161616161616161616161616161616161616161616161616161671
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
6161616161616161616161616161616161616161616161616161671
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161610020
006515555582d5630312d435330322d776974682d657870616€6465
722d5348413531322d32353626

uniform_bytes = 57b5f7e766d5be68abbfe1768e3c2b711228b3e4b3134956
dd73a59b954c66f4

msg =

len_in_bytes = 0x80

DST_prime = 515555582d5630312d435330322d776974682d657870616€6465
722d5348413531322d32353626

msg_prime = 000000000000000CRVOOOVVVVOOOVVVLRBVNBNNVDOBVVVBRBAO
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Ll Lol L L e e e L e L e L L e L L L e e L e e L e Le e e L e e e e e e Le e e o e e o e )
Ll el el e e L e e L e L L L L e e L e L e Lo e L e e L e L L e Lo e e e e 2 o e )
0000V OBVVVVBVVVNBVVDNAVVNBRVNBVVONANDOVAO
00000V VVVOVVVVVNVVVVNVVVVNVVDNNVVDVNBVVRBBEBBA5T15555
582d5630312d435330322d776974682d657870616e6465722d5348
413531322d32353626

uniform_bytes = 41b0837d1734a5f8df225dd8c7de38f851efdb45c372887bhe
655212d07251b921b0B52b62eaed99b46f72f2ef4cc96bfaf254ebb
becB91e1a3b9e4fb5e5b619d2e0c5414800a1d882b62bb5cd1778f
098b8eb6cb399d5d9d18f5d5842¢cf5d13d7ebBBa7cff859b605dab
78b318bdBeb5ebff70bec88c753b159a805d2¢c89¢c55961

msg = abc

len_in_bytes = 0x80

DST_prime = 515555582d5630312d435330322d776974682d657870616e6465
722d5348413531322d32353626

msg_prime = 00000000000000000000O000VOO00VBONOBBBO0OBBONBVBN000
000000000000V NNVVRNNOVOBNOBRONDVBBNOVRBNVBRB0
000000000000V V0BPONVDBNN0DVON0BRVNO0BVNNBDRBNDBBL00
000000000000000000LO000BOOV0VOOVVBRON0VBNNOVBBNOBRL00
0000000000V B0VVROVVBRNDOVOBNVBRNNVONRB616263008000
515555582d5630312d435330322d776974682d657870616e646572
2d5348413531322d32353626

uniform_bytes = 7f1dddd13c08b543f2e2037b14cefb255b44c83cc397¢c178
6d975653e36a6b11bdd7732d8b38adb4abedc26abcef4bb4521713
5456e58fbca1703cd6032cb1347ee720b87972d63fbf232587043¢e
d2901bce7f22610c0419751¢c065922b488431851041310ad659e4b
23520e1772ab29dcdeb2002222a363f0c2b1c972b3efe1

msg = abcdef0123456789

len_in_bytes = 0x80

DST_prime = 515555582d5630312d435330322d776974682d657870616€6465
722d5348413531322d32353626

msg_prime = 000000000000000000000000000VVVVOROOOOV0VV0OVVVVBBOO
SlsLela Lo e Tela Lo e Lo e e e e e e e e e e Lo le e I e e Lo e e o La e ol a e o e e o e e o e e o e e o o o)
Lol Lol Lo el e L e el e e L e e e e e L e e L e e Lo e e Lo e e Lo e e Lo e T Lo e e Lo e e Lo e e o e )
lsLelalelelaleTela Lo lale e lale e e le el e le e lale e e e e e Le e e le e ol e e e e e Lol e e el e o o e S e o)
000D0DDODDOVVODVODVODDOVDODNODVODDOVDODVBD616263646566
30313233343536373839008000515555582d5630312d435330322d
776974682d657870616e6465722d5348413531322d32353626

uniform_bytes = 3f721f208e6199fe903545abc26c837ce59ac6fad5733f1b
aaf0222f8b7ach0424814fcb5eecf6c1d38f06e9dPabececfbf85aeb
12ab8735dfdf9ce84c372a77c8f9%e1c1e952¢c3ab61b7567dd069301
6af51d2745822663d0c2367e3f4fObed827feecc2aat98c949b5ed
0d35c3f1023d64ad1407924288d366ea159f46287eb61ac

msg = q128_999999999999999qqqqaqqqaqqqqaqqqqaqqqaqaqqqaqqqaqqqaqqqq
499999999999999999999999999999999999999999999999999999
99999999999999999999qqqqq

len_in_bytes = 0x80

DST_prime = 515555582d5630312d435330322d776974682d657870616e6465
722d5348413531322d32353626

msg_prime = 00000000000000VVREOOOVVVVOOOOOVLRROBNNNVDOOBOVLRROO
000000V VV000VVVVVVPROOOVNVVVDODOVRRROOONNVD0B0B00
000000000V0000VVVVVVVVVRRVONNVVVOVVVRRRNNNNNVVBBB00D
0000000V VVVDOOOVVVVRRROBNNNVDOODDVRRROONNNNDDBBB00D
000000V V0VDVVVVVLROONNNV0DOVVVVLRRBBOT71313238571
717171717171717171717171717171717171717171717171717171
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717171717171717171717171717171717171717171717171717171
717171717171717171717171717171717171717171717171717171
717171717171717171717171717171717171717171717171717171
7171717171717171717171717171717171717106080600515555582d
5630312d435330322d776974682d657870616€6465722d53484135
31322d32353626

uniform_bytes = b799b045a58c8d2b4334cf54b78260b45eec544f9f2fb5bd
12fb603eaee70db7317bf807¢c406e26373922b7b8920fa29142703
dd52bdf280084fb7ef69da78afdf80b3586395b433dc66cdeb48a2
58e476a561e9deba7060af40adf30c64249ca7ddea79806ee5beb9
a1422949471d267b21bc88e688e4014087abb592b695ed

msg = ab12_aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa

len_in_bytes = 0x80

DST_prime = 515555582d5630312d435330322d776974682d657870616e6465
722d5348413531322d32353626

msg_prime = 0000000000000V VVVVOV0OCBOOVVVVVVVV0NOBCBOBOOVVBNV0O
Lol Lol Lo el e L e el e e L e e L e e L e e L e e Lo e e Lo e T Lo e T Lo e T Lo e T Lo e e Lo o e o e )
lsLelalelelaleTela L e lale el ale e e le el e e el ale e e e e e e el a e e el e e e Te e 1ol e e el e o e e S e o)
s Lela e la Lo la e Te Lo e e e e e e e e e e Lo le e e e e Lo e e o La e Lol e e 1o e e Lo e e o Ta e o e e o o o)
00000V VDVVBVVOVDOVDRVDOVVBDVOVDBVBLRBB61353132561
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161610080
00515555582d5630312d435330322d776974682d657870616e€6465
722d5348413531322d32353626

uniform_bytes = 05bObfef265dcee87654372777b7c44177e2aed4c13a27f10
3340d9cd11c86cb2426ffcad5bd964080c2aee97fB3belcal8e30a
1f14e27bc11ebbd650f305269cc9fb1dbB8bf90bfc79b42a952b46
daf810359e7bc36452684784a64952¢c343¢c52e5124cd1f71d474d5
197fefc571a92929¢c9084ffe1112cf5eea5192ebff330b
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K.4. expand_message_xof(SHAKE128)

Faz-Hernandez, et al. Informational Page 178



RFC 9380 Hashing to Elliptic Curves July 2023

name = expand_message_xof

DST = QUUX-VB1-CSB2-with-expander-SHAKE128
hash = SHAKE128

k = 128

msg =

len_in_bytes = 0x20

DST_prime = 515555582d5630312d435330322d776974682d657870616€6465
722d5348414b4531323824

msg_prime = 08020515555582d5630312d435330322d776974682d657870616e
6465722d5348414b4531323824

uniform_bytes = 86518c9cd86581486e9485aa74ab35ba150d1c75c88e26b7
043e44e2acd735a2

msg = abc

len_in_bytes = 0x20

DST_prime = 515555582d5630312d435330322d776974682d657870616€6465
722d5348414b4531323824

msg_prime = 6162630020515555582d5630312d435330322d776974682d6578
70616e6465722d5348414b4531323824

uniform_bytes = 8696af52a4d862417c0763556073f47bc9b9bad3c99b5053
05cb1ecB4a9ab468

msg = abcdef0123456789

len_in_bytes = 0x20

DST_prime = 515555582d5630312d435330322d776974682d657870616€6465
722d5348414b4531323824

msg_prime = 6162636465663031323334353637383900260515555582d563031
2d435330322d776974682d657870616e6465722d5348414b453132

3824

uniform_bytes = 912c58deac4821c3509dbefaf94df54b34b8f5d01a191d1d
3108a2c89077acca

msg = q128_99qq9qqqqqqqqqqqqqqqaqqqaqqqqaqqqqaqqqaqqqqaqqqqaqqqaqqqaqq

9999999999999999999999999999999999999999999999999999qq
99999999999999999999qqqqq

len_in_bytes = 0x20

DST_prime = 515555582d5630312d435330322d776974682d657870616e6465
722d5348414b4531323824

msg_prime = 713132385f717171717171717171717171717171717171717171
717171717171717171717171717171717171717171717171717171
717171717171717171717171717171717171717171717171717171
717171717171717171717171717171717171717171717171717171
717171717171717171717171717171717171717171717171717100
20515555582d5630312d435330322d776974682d657870616€6465
722d5348414b4531323824

uniform_bytes = Tadbcc448aef2aBcebc71dac9f756b22e51839d348e031e6
3b33ebb56faeaf3f

msg = a512_aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
ddadaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
dadaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
dddadadaaaaaaaaaaaaaaaaaaaaaaaadaaaaaaaaaaaaaaaaaaaaaaaaa
ddadaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
dadaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
ddddaaaaaaaaaaaaaaaaaaaaaaaaadaaaaaaaaaaaaaaaaaaaaaaaaaa
ddadaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
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aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa

len_in_bytes = 0x20

DST_prime = 515555582d5630312d435330322d776974682d657870616e6465
722d5348414b4531323824

msg_prime = 613531325f616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
6161616161616161616161616161616161616161616161616161671
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
6161616161616161616161616161616161616161616161616161671
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
6161616161616161616161616161616161616161616161616161671
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
6161616161616161616161616161616161616161616161616161671
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
6161616161616161616161616161616161616161616161616161671
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
6161616161616161616161616161616161616161616161616161671
616161616100206515555582d5630312d435330322d776974682d65
7870616e6465722d5348414b4531323824

uniform_bytes = df3447cc5f3e9a77da10f819218ddf31342¢c310778e0Bedef
72bbaecee786a4fe

msg =

len_in_bytes = 0x80

DST_prime = 515555582d5630312d435330322d776974682d657870616e6465
722d5348414b4531323824

msg_prime = 00806515555582d5630312d435330322d776974682d657870616e
6465722d5348414b4531323824

uniform_bytes = 7314ff1a155a2fb99a0171dc71b89ab6e3b2b7d59e38e644
19b8b6294d03ffee424911f113702611436220ef7871f8f76f5b26bd
cd850071920ce02313ac46847744f4612b8714db8f5db83205b2e6
25d95afd7d7b4d3094d3bdde815f52850bb41ead9822e08f22cf41
d615a303b0d9dde73263c049a7b9898208003a739a2e57

msg = abc

len_in_bytes = 0x80

DST_prime = 515555582d5630312d435330322d776974682d657870616€6465
722d5348414b4531323824

msg_prime = 6162630080515555582d5630312d435330322d776974682d6578
70616€6465722d5348414b4531323824

uniform_bytes = c952f0c8e529ca8824accbadcabBe782fc3648c563ddbood
a7399f2ae35654f4860ec671db2356ba7baa55a34a9d7f79197b60
ddae6e64768a37d699a78323496db3878c8d64d909d0f8a7de4927
dcab0@d3dbbc26cb20a49eceb8530b431cdf47bc8cBfa3e0d88f53b
318b6739fbed7d7634974f1b5c386d6230¢c76260d5337a

msg = abcdef0123456789

len_in_bytes = 0x80

DST_prime = 515555582d5630312d435330322d776974682d657870616e6465
722d5348414b4531323824

msg_prime = 616263646566303132333435363738390080515555582d563031
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2d435330322d776974682d657870616e6465722d5348414b453132
3824

uniform_bytes = 19b65ee7afecbacB6a144f2d6134f08eeec185f1a890fe34
e68f0e377b7d0312883¢c048d9b8a1dbecc3b541cb4987c26f45e0¢
82691€a299h5e6889bbfe589153016d8131717ba26f07c3c14ffbe
f1f3eff9752e5h6183143871a78219a75e7000fbac6a7072e2b83c
790a3a5aecd9d14be79f9fd4fb180960a3772e08680495

msg = g128_.999qqqqqqqqqqqqqqqaqqaqqaqaqqaqqadqqaqadqqaqqaqqqqqaqqaqqqaq
q999999999999999999999999999999999999999999999q9qqqqqq
q999999999999999999999999

len_in_bytes = 0x80

DST_prime = 515555582d5630312d435330322d776974682d657870616€6465
722d5348414b4531323824

msg_prime = 713132385f717171717171717171717171717171717171717171
717171717171717171717171717171717171717171717171717171
717171717171717171717171717171717171717171717171717171
717171717171717171717171717171717171717171717171717171
717171717171717171717171717171717171717171717171717100
80515555582d5630312d435330322d776974682d657870616e€6465
722d5348414b4531323824

uniform_bytes = calb56861482b16eaeBf4a26212112362fcc2d76dcc86c93
c4182ed66c5113fe41733ed68be2942a3487394317133798561482
2a611735e50528a60e7ade8ec8c71670fecb6661e2c59a09ed36386
513221688b35dc47e3c3111ee8cb67ff49579089d661caa29dblef1
Pebbeace575bf3dc9806e7c4016bd50f3cBe2ab6481eebd

msg = a512_aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa

len_in_bytes = 0x80

DST_prime = 515555582d5630312d435330322d776974682d657870616e6465
722d5348414b4531323824

msg_prime = 613531325f616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
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616161616161616161616161616161616161616161616161616161
61616161610080515555582d5630312d435330322d776974682d65
7870616e6465722d5348414b4531323824

uniform_bytes = 9d763a5ce58f65c91531b4100c7266d479a5d9777ba76169
3dB52acd37d149e7ac91¢c796a18b919cd74a591a1e38719fb91b72
03e2af31eac3bff7ead2c195af7d88b8bcBa8adf3d1e90ab9bed6bd
dc2b7f655dd86c730bdeaea884e73741097142¢c92f0e3fc1811b69
9ba593c7fbd81da288a29d423df831652e3a01a9374999
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K.5. expand_message_xof(SHAKE128) (Long DST)
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name = expand_message_xof

DST = QUUX-VB1-CSB2-with-expander-SHAKE128-1ong-DST-11111111
1T111111111111111111111 1111 1111111111111111111111111111
111111111111111111111111111111111111111111111111111111
111111111111111111111111111111111111111111111111111111
T1T11111111111111111111111111111111111111

hash = SHAKE128

k = 128

msg =

len_in_bytes = 0x20
DST_prime = ach9736c0867fdfbd6385519b90fc8c034b5af04a95897321295

0132d0835792120

msg_prime = 0020ach9736c0867fdfbd6385519b90fc8c034b5af04a9589732
12950132d03579220

uniform_bytes = 827c¢6216330a122352312bcccBc8db6e7al146¢5257a776dbd
9ad9d75cd880fc53

msg = abc

len_in_bytes = 0x20

DST_prime = acbh9736c0867fdfbd6385519b90fc8c034b5af04a95897321295
0132d835792f20

msg_prime = 6162630020acb9736c0867fdfbd6385519b96fc8cB34b5af04a9
58973212950132d035792120

uniform_bytes = 690c8d82c7213b4282c6chb41cBBe3T1eald3e2005f93ad19b
bf6da46f15790c5¢

msg = abcdef0123456789

len_in_bytes = 0x20

DST_prime = acb9736c0867fdfbd6385519b90fc8c034b5af04a95897321295
0132d835792f20

msg_prime = 616263646566303132333435363738390020ach9736c0867fdfb
d6385519b90fc8cB34b5af04a958973212950132d0835792120

uniform_bytes = 979e3a15064afbbcf99f62cc89fadc85028afcf3f825eb07
11894dcfc2f57057

msg = q128_99999999999qqqqqaqqqqqqaqqqqqaqaqqqqaqaqaqqqqaqaqqqqaaqagqq
499999999999999999999999999999999999999999999999999999

99999999999999999999qqqqq

len_in_bytes = 0x20

DST_prime = ach9736c0867fdfbd6385519b90fc8c034b5af04a95897321295
0132d0835792120

msg_prime = 713132385f717171717171717171717171717171717171717171
717171717171717171717171717171717171717171717171717171
717171717171717171717171717171717171717171717171717171
717171717171717171717171717171717171717171717171717171
717171717171717171717171717171717171717171717171717100
20acbh9736cB867fdfbd6385519b90fc8c034b5afB4a95897321295

0132d035792120

uniform_bytes = ¢5a9220962d9edc212c063f4f65b609755a1ed96e62f9db5
d1fd6éadb5a8dc52b

msg = a512_aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa

ddadaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
dadaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
ddddaaaaaaaaaaaaaaaaaaaaaaaaadaaaaaaaaaaaaaaaaaaaaaaaaaa
ddadaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
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aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa

len_in_bytes = 0x20

DST_prime = ach9736c0867fdfbd6385519b90fc8cB34b5af04a95897321295
0132d0835792120

msg_prime = 613531325f616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
6161616161616161616161616161616161616161616161616161671
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
6161616161616161616161616161616161616161616161616161671
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
6161616161616161616161616161616161616161616161616161671
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
6161616161616161616161616161616161616161616161616161671
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
6161616161616161616161616161616161616161616161616161671
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
6161616161616161616161616161616161616161616161616161671
61616161610020ach9736c0867fdfbd6385519b90fc8c034b5afe4
a958973212950132d035792120

uniform_bytes = f7b96a5901af5d78ce1d071d9c383cac66aldfadb508300e
cbaeaeabd62d5d62

msg =

len_in_bytes = 0x80

DST_prime = ach9736c0867fdfbd6385519b90fc8cB34b5af04a95897321295
0132d035792120

msg_prime = 8080ach9736c0867fdfbd6385519b90fc8cB34b5af04a9589732
12950132d03579220

uniform_bytes = 3890dbab00a2830be398524b71c2713bbef5f4884ac2e6f0
70b092effdb19208c7df943dc5dcbaee3094a78¢c267ef276632ee2
c8eabcB5363c94b6348500fae4208345dd3475feBc834c2beac7fa
7bc181692fb728¢c0a53d809fc8111495222¢cebf38468b11bech15b
32060218e285c57a60162c2c8bb5b6bded13973¢cd41819

msg = abc

len_in_bytes = 0x80

DST_prime = ach9736c08867fdfbd6385519b90fc8cB34b5afB4a95897321295
0132d03579220

msg_prime = 6162630080ach9736c0867fdfbd6385519b90fc8cB34b5af04a9
58973212950132d035792120

uniform_bytes = 41b7ffa7a301b5c1441495ebb9774e2a53dbbf4e54b9alaf
6a20fd41eafd69ef7b9418599¢c5545b1ee422f363642b01d4a5344
9313f68da3e49dddb9cd25b97465170537d45dcbdf92391b5bdff3
44db4bdB6311aB5bca7dcd360bbcaec849¢c299133e5¢c9194f4e15e
3e23cfaab4003fab776f6acObfae9144c6e2e1c62e7d57

msg = abcdef0123456789
len_in_bytes = 0x80
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DST_prime = ach9736c0867fdfbd6385519b90fc8cB34b5afB4a95897321295
0132d03579220

msg_prime = 616263646566303132333435363738390080ach9736c0867fdfb
d6385519b90fc8c034b5af04a958973212950132d035792120

uniform_bytes = 55317e4a21318472cd2290c3082957e1242241d9e0d04f47
026f03401643131401071f01aab3038b2783e795bdfa8a3541¢c194
ad5de7cb9c225133e24af6c86e748deb52e560569bd54ef4daco34
65111a3a44bBea490fb36777ff8ea9f1a8a3e8e0de3cfB880b4b2f
8dd37d3a85a8b82375aee4fafe909f9763319b55778e71

msg = q128_9999999999999999999999999999999999999qqqqqqqqaqqqqq
999999999999999999999999999999999999999999999999q9qqqqqq
9999999999999qqqqqqqqqqqq

len_in_bytes = 0x80

DST_prime = ach9736c08867fdfbd6385519b90fc8c834b5afB4a95897321295
0132d0835792120

msg_prime = 713132385f717171717171717171717171717171717171717171
717171717171717171717171717171717171717171717171717171
717171717171717171717171717171717171717171717171717171
717171717171717171717171717171717171717171717171717171
717171717171717171717171717171717171717171717171717100
80acb9736c0867fdfbd6385519b90fc8c034b5af04a95897321295
0132d035792f20

uniform_bytes = 19fdd2639f082e31c77717ac9bbB32a22ff0958382b2dbb3
9020cdc78f0da43305414806abf9a561cb2d0067eb2f7bc544482F
75623438ed4b4e39dd9e6e2909dd858bd8f1d57cdBfce2d3150d96
aa67b4498bdf2df98c0100dd1a173436ba5dodf6be1defbBb2ce55
ccd2f4fcB5eb7cb2¢019¢35d5398b85adc676dad238bc7

msg = a512_aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa

len_in_bytes = 0x80

DST_prime = ach9736c0867fdfbd6385519b90fc8c0B34b5af04a95897321295
0132d0835792120

msg_prime = 613531325f616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
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616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
6161616161616161616161616161616161616161616161616161671
61616161610080ach9736c0867fdfbd6385519b90fc8cB34b5af04
a958973212950132d03579226

uniform_bytes = 945373f0b3431a103333bababa34f1efab2702efded41754c
4cb1d5216d5b0a92a67458d968562bde7fa6310a83f53dda138368
0a276a283438d58ceebfa7ab7ba72499d4a3eddc860595f63¢c93b1
c5e823ea41fc490d938398a26db28f61857698553e93f0574eb8c5
017bfed6249491f9976aaa8d23d9485339cc85ca329308
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K.6. expand_message_xof(SHAKE256)
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name = expand_message_xof

DST = QUUX-VB1-CSB2-with-expander-SHAKE256
hash = SHAKE256

k = 256

msg =

len_in_bytes = 0x20

DST_prime = 515555582d5630312d435330322d776974682d657870616e6465
722d5348414b4532353624

msg_prime = 0020515555582d5630312d435330322d776974682d657870616e
6465722d5348414b4532353624

uniform_bytes = 2ffc05c48ed32b95d72e807f6eab9f7530dd1c2f0813914c8
fed38c5ccc15ad76

msg = abc

len_in_bytes = 0x20

DST_prime = 515555582d5630312d435330322d776974682d657870616€6465
722d5348414b4532353624

msg_prime = 6162630020515555582d5630312d435330322d776974682d6578
70616€6465722d5348414b4532353624

uniform_bytes = b39e493867e2767216792abce1f2676c197c0692aedB6156
Pead251821808e07

msg = abcdef0123456789

len_in_bytes = 0x20

DST_prime = 515555582d5630312d435330322d776974682d657870616€6465
722d5348414b4532353624

msg_prime = 6162636465663031323334353637383900260515555582d563031
2d435330322d776974682d657870616€6465722d5348414b453235

3624

uniform_bytes = 245389cf44a13fBe70af8665fe5337ec2dcd138896bb7901
c4ad9cfcebB54b65

msg = q128_99qq9qqqqqqqqqqqqqqqaqqqaqqqqaqqqqaqqqaqqqqaqqqqaqqqaqqqaqq

9999999999999999999999999999999999999999999999999999qq
99999999999999999999qqqqq

len_in_bytes = 0x20

DST_prime = 515555582d5630312d435330322d776974682d657870616€6465
722d5348414b4532353624

msg_prime = 713132385f717171717171717171717171717171717171717171
717171717171717171717171717171717171717171717171717171
717171717171717171717171717171717171717171717171717171
717171717171717171717171717171717171717171717171717171
717171717171717171717171717171717171717171717171717100
20515555582d5630312d435330322d776974682d657870616€6465
722d5348414b4532353624

uniform_bytes = 719b3911821e6428a5ed9h8e600f2866bcf23c8f0B515e52d
6c6c019a03f16f0e

msg = a512_aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
ddadaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
dadaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
dddadadaaaaaaaaaaaaaaaaaaaaaaaadaaaaaaaaaaaaaaaaaaaaaaaaa
ddadaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
dadaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
ddddaaaaaaaaaaaaaaaaaaaaaaaaadaaaaaaaaaaaaaaaaaaaaaaaaaa
ddadaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
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aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa

len_in_bytes = 0x20

DST_prime = 515555582d5630312d435330322d776974682d657870616e6465
722d5348414b4532353624

msg_prime = 613531325f616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
6161616161616161616161616161616161616161616161616161671
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
6161616161616161616161616161616161616161616161616161671
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
6161616161616161616161616161616161616161616161616161671
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
6161616161616161616161616161616161616161616161616161671
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
6161616161616161616161616161616161616161616161616161671
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
6161616161616161616161616161616161616161616161616161671
616161616100206515555582d5630312d435330322d776974682d65
7870616e6465722d5348414b4532353624

uniform_bytes = 9181ead5220b1963f1b5951f35547a5ea86a820562287d6¢c
a4723633d17ccbbce

msg =

len_in_bytes = 0x80

DST_prime = 515555582d5630312d435330322d776974682d657870616€6465
722d5348414b4532353624

msg_prime = 8080515555582d5630312d435330322d776974682d657870616e
6465722d5348414b4532353624

uniform_bytes = 7a1361d2d7d82d79e0835b88806c5a3c86c5afa719478c007d
96e6c88737a3f631dd74a2c88df79a4cb5e5d9f7504957¢70d669e
cbbfedc31eB1e2bacc4ff3fdfo9b6abBb17cc18d9d72ace7d6b81¢c2
e481b4f73f34f9a7505dccbe8f5485f3d20c5409b0310093d5d649
2dea4e18aa6979c23c8ea5deB1582e9689612afbb353df

msg = abc

len_in_bytes = 0x80

DST_prime = 515555582d5630312d435330322d776974682d657870616€6465
722d5348414b4532353624

msg_prime = 6162630080515555582d5630312d435330322d776974682d6578
70616e6465722d5348414b4532353624

uniform_bytes = a54303e6b172909783353ab05ef08dd435a558c3197db0oc1
32134649708e0b9b4e34fb99b92a9e9e28fc1f1d8860d85897a8e0
21e6382f3eeal10577f968ff6df6ca5fe624ce65ca25932f679a42a
404bc3681efed3fcd45ef73bb3a8f79ba784f80f55ea8a3c367408
£30381299617f50c8cf8fbb21d0f1e1d70bB131a7b6fbe

msg = abcdef0123456789

len_in_bytes = 0x80

DST_prime = 515555582d5630312d435330322d776974682d657870616e6465
722d5348414b4532353624

msg_prime = 616263646566303132333435363738390080515555582d563031
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2d435330322d776974682d657870616€6465722d5348414b453235
3624

uniform_bytes = €42e4d9538a189316e3154b821c1bath390f78b2f010ea40
4e6ac063deb8cB852fcd412e098e231e43427bd2be1330bb47b403
9ad57b30ae1fc94e34993b162ff4d695€42d59d9777ea18d3848d9
d336c25d2ach93adcad@B9bcfb9cde12286df267ada283063deBbb
1585565b2eb6c90e31c48798ecdc71a71756a9110f 1373

msg = g128_.999qqqqqqqqqqqqqqqaqqaqqaqaqqaqqadqqaqadqqaqqaqqqqqaqqaqqqaq
q999999999999999999999999999999999999999999999q9qqqqqq
q999999999999999999999999

len_in_bytes = 0x80

DST_prime = 515555582d5630312d435330322d776974682d657870616e6465
722d5348414b4532353624

msg_prime = 713132385f717171717171717171717171717171717171717171
717171717171717171717171717171717171717171717171717171
717171717171717171717171717171717171717171717171717171
717171717171717171717171717171717171717171717171717171
717171717171717171717171717171717171717171717171717100
80515555582d5630312d435330322d776974682d657870616e€6465
722d5348414b4532353624

uniform_bytes = 4ac054ddaba38a65d0ecf7afd3c2812300027c8789655e47
aecflecc1a2426b17444c7482¢c99e5907afd9¢c25b9919908490bb9c
686T43e79b4471a23a703d4b02123¢c669737a886a7ec28bddb92c3
a98de63ebf878aa363a501a60055c048bea11840c4717beae7eee2
8c3cfa42857b3d130188571943a7bd747de831bd6444e0

msg = a512_aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa

len_in_bytes = 0x80

DST_prime = 515555582d5630312d435330322d776974682d657870616e6465
722d5348414b4532353624

msg_prime = 613531325f616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
616161616161616161616161616161616161616161616161616161
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616161616161616161616161616161616161616161616161616161
61616161610080515555582d5630312d435330322d776974682d65
7870616e6465722d5348414b4532353624

uniform_bytes = 09afc76d51c2cccbc129¢c2315df66c2be7295a231203b8ab
2dd7f95¢2772c68e5008bc72e20c602abc9964663b7a03a389be128
c56971ce81001a0b875e7fd17822db9d69792ddf6a23a151bf4700
79c518279aef3e75611f8f828994a9988f4a8a256ddb8bae161e65
8d5a2a@9bcfe839c6396dcBbee5c8ff3c22d3b1f9deb7e
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