PCP Wor ki ng G oup H. Moustafa

Internet-Draft D. Moses
I ntended status: Standards Track I ntel Corporation
Expires: May 08, 2014 M Boucadair

France Tel ecom
November 04, 2013

PCP Extension for Signaling Feedback Information fromthe End-User
Application to the Application Sever and to the Network
dr af t - nou- pcp- appl i cati on- net wor k- f eedback- 00

Abstract

Nowadays users consunption style for video and multimedi a
applications is strongly changing. Users are heavily counting on

w rel ess and nobil e devices for video stream ng and interactive video
and nmultimedia applications. This can be inplenented for instance by
having nore intelligence in the service and the network
infrastructure to better suit a differentiated users consunption
style. This can be achieved through having: (i) a know edge in the
network and service platformabout the avail abl e device and network
conditions for the end-user and (ii) a know edge in the network about
the content requirenents in terns of devices capabilities and network
resources for content stored either in the network or in the
application server. To obtain such know edge with no need for
changing the current infrastructure and in a generalized way to al
appl i cations, feedback/notification nechanisns between the end-user
application, the network and the service platformis needed to
provide informati on hel ping the content delivery and adaptation
decisions. This docunment is investigating such application-agnostic
track.

Thi s docunent extends the Port Control Protocol (PCP) RFC 6887

[ RFC6887] to allow. (i) the users application to notify the network
and application server about its available resources in terns of

devi ces capabilities and network conditions as well as information
about the user (e.g., location, nobility status) and (ii) the
application server to notify the network about the requirenents of
the content it stores in ternms of devices and network resources. A
new PCP option, denoted the FEEDBACK, is specified to allow such

f eedback notification signaling. This option is used with both PEER
and MAP (Opcodes.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.
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| nt roducti on

Nowadays, Internet traffic includes huge anobunt of video traffic
which is expected to domnate the worlds nobile traffic in the com ng
years (66% of nobile video traffic according to Cisco forecast). The
users consunption style for video services is strongly evol ving
towards a user-centric nodel enabling video services access based on
users profiles and maki ng receiving device (e.g., Laptops, tablets,
smart phones, and future devices nodels) constitute the majority of
end- user devices for video services through plenty of services over

t he Internet.

Al t hough this big evolution, the network and service infrastructure
are not optim zed enough to handl e the content delivery and

adapt ation function of the network resources, devices resources,
application and content requirenents. As a result, Quality of
Experience (QoE) for video services and nultinedia applications ca
not be guaranteed in sonme situations.

Thi s docunment defines an extension to the Port Control Protocol (PCP)
RFC 6887 [ RFC6887] allow ng: (i) the end-user application to signal
inreal-time to the network and application server information about
its avail abl e device capabilities and network resources (mainly

devi ce characteristics, buffering status as an indication of the
network conditions as well as other useful context information (e.qg.,
| ocation, environment |ight/noise, nobility status) and (ii) the
application server to signal in real-tinme to the network the

requi renent of the content it stores in ternms of devices and network
resources. The extension defines a new PCP option for the existing
PEER and MAP OpCodes: FEEDBACK Option for signaling information

bet ween the end-users application, the network and the application
server.

Motivations to undertake this effort are discussed in Section 3

t hrough a nunber of use cases, while justifications for the use of
PCP are el aborated in Section 4.

Ter m nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOVMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Use Cases
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The new nodel for video services consunption over nobile and wirel ess
networ ks creates the need for feedback information between the end-
user application, the network and the service platformin real-tine.
This hel ps optim zing the content for device/ network resources on one
hand and end-user QOE and battery experience on the other hand. In
this view nore intelligence needs to be considered in the network. A
way to do that is through having several service functions in the
network m ddl e boxes on the path between the end-user and the
application server, as shown in Draft [ServiceFunctions], that could
be coll ocated with the NAT function or not. Exanples of service
functions that we consider to better nmanage the video delivery are:
video optim zation function (including transcoding), caching
capabilities, TCP optim zer, video controller allow ng for exanple
content recommendation or intelligent scheduling in the case of
networks. The follow ng subsections present sone rel ated use-cases:

3.1. Optimzed Content Delivery by the Network

In this case, the end-users device is the host inplenenting the PCP
client and a m ddl e box network node in the network (e.g. edge
router, home gateway or any cache node close to the user) is the PCP
server. This mddle box node can store a copy of the content or can
be a content relay fromthe application server to the end-user. |f
the m ddl e box network node is only a relay, then it receives the

f eedback information sent to the network by the end-user application
and by the application server and nmakes use of this information for
optim zing the content it relays to the end-user. |If the m ddle box
networ k node stores the content, then it makes use of the feedback
information sent to the network by the end-user application to
optim ze the stored content when requested by the end-user. This
use-case is beneficial in adaptive video stream ng and server-based

vi deo conferencing applications. 1In the fornmer, the m ddl e box
net work node can be an edge router, hone gateway or any network node
caching the content. 1In the latter, the Miulti-Point Control Unit

(MCU), with which video conferencing clients comrunicate, is the
m ddl e box network node.

3.2. Optimzed Content Delivery by the Service Platform

In this case, the end-user application is the host inplenmenting the
PCP client and the application server inplenents a PCP server.
Feedback information is sent fromthe end-user application to the
application server allowi ng the server to make intelligence decisions
on the content adaptation. This use-case applies also in a Content
Delivery Network (CDN) case, where several application servers exist
and an application server controller, who plays the role of a PCP
proxy, directs the end-user request to the appropriate application
server (function of proximty for instance or |oad bal ancing).
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3.3. Network-based Video Session Seaml ess Experience across Devices

Devi ce awareness in terns of the device capabilities enables
application content to be transferred from device to device or to be
shared across nultiple devices. 1In this case, the devices are

| ocated behind the sane residential gateway, and therefore be
reachable fromoutside with the same | Pv4 address or |Pv6 prefix.
Each end-user device is a host inplenmenting PCP client and sends

f eedback information on its devices resources to the m ddl e box
network node (e.g. CPE or home gateway) playing the role of PCP
server. The functionalities related to the session transfer from
device to device or sharing the sane content across nultiple devices
is outside the scope of this docunent. Qur focus is how to benefit
fromthe feedback information during these cases as shown bel ow

If a video session started on devicel (e.g. smartphone) and is
transferred to device2 (e.g. a tablet or TV screen) when it
beconmes available in the proximty of devicel, the end-user
application feedback information sent by device 2 wll be used by
the m ddl e box network node to adapt the application content to
mat ch the device resources and network conditions of device 2.

If the sane video is watched by multiple users with different
devi ces resources and network conditions (e.g., video for a

| ecture in a classroom, the end-user application feedback

i nformati on sent by each user device will be used by the mddle
box network node to adapt the application content to match the
devi ce resources and network conditions for each user device.

3.4. Network-based User-Centric Video Content Adaptation

In this case, the end-user device is the host inplenenting the PCP
client, the application server storing the content is a PCP client |,
and a m ddl e box network node that stores and/or relays the content

i npl ements a PCP server and receives feedback from both the end-user
application and the application server. The feedback information
(mainly on the location, battery level and nobility status) sent by
t he end-user application to the m ddle box network node is used in

t he decision of content adaptation (mainly the insertion of targeted

advertisenments). |If the m ddle box network node does not store the
content, then it can receive the native content fromthe application
server then adapts it making use of the feedback information. |f the

m ddl e box network node stores the content then it adapts it directly
for each user

3.5. Optimzation Exanples
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The foll ow ng are sone exanples on how to optim ze the content for
devi ce and network resources on one hand and end-user QOE and battery
experience on the other hand.

0]

For a high display resolution, a video of high bitrate/resol ution
is sent if the users application buffering |level and the gl obal

net wor k bandwi dth conditions are sufficient and the battery | evel
is sufficient.

If the battery | evel degrades during the session even if the users
application buffering |l evel remains sufficient, then the video is
continued to be streaned in |lesser bitrate/resolution to save
battery and prevent video session interruption due to battery
failure (keeping a threshold on the quality based on the remaining
resources). In this case, |esser resources can be allocated for
cellular users to match the bandwi dth required for the low bitrate
vi deo.

If the battery level is fine but the users application buffering

| evel and gl obal network bandwi dth conditions degrades, the video
switches to lower bitrate (follow ng the ordinary adaptive
stream ng approach), which in turns save in the battery | evel

For small size display, the transm ssion errors are | ess observed
by the user especially if the user is nobile and is in a noisy
envi ronnent and so video can be displayed with |esser quality
(bitrate) to save battery resources and network resources even if
the buffering |l evel and gl obal network bandw dth conditions are
not poor. This is much useful for content categories as news and
non-live content, in which transm ssion errors have | esser inpact
on the users perception.

If the user is in a bright/sunny environnment and the battery |evel
is not high, content can be sent with higher brightness but with

| ower bitrate to conpensate the power consunmed from content

bri ght ness.

If the user is in a dimy environnent, no matter of the battery

| evel and the gl obal network bandwi dth, the user can receive
content with |ower brightness. This has a dual benefit: allow ng
better perceived quality for the user and saving in battery

resour ces.

Users can receive content including targeted advertisenent for

regi onal services according to each user location, nobility status
and battery level suitability. This saves network bandw dth and
devi ces resources (mainly battery resources) happening fromthe
reception of bigger traffic volunme if each user receives all the
adverti senments.

Wiy PCP?

The use of PCP to signal feedback/notification between the end-users
application, the network and service platformin real-tinme is
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notivated by the followng: In the Port Control Protocol (PCP)

speci fication RFC 6887 [ RFC6887], PCP is viewed as a request/response
protocol and also as a hint/notification protocol between a PCP
client and a PCP server. Message flows in PCP are viewed as

i ndependent streans carrying information between the PCP client and
the PCP server, in which the PCP client sends a streamof hints
indicating to its server its mapping status and the PCP server sends
to the client a notification informng the client on the actual state
of its mapping. In this view of the protocol, PCP can be extended to
carry nore mapping information than the IP internal versus externa
addresses. Draft [Flowdata] is an exanple of the use of PCP for
signaling by the client the flow characteristics to the network and
signaling by the network its ability to accommpdate that flow back to
the client.

In addition, PCP allows |earning and influencing the mapping
lifetime, which hel ps reduci ng network bandw dth, overl oad on
application servers and m ddl e boxes and battery resources for

wirel ess and nobil e devices. This nmakes PCP suitable for conveying
feedback information in our use-cases in real-tine and resource w se
way.

Furt her advantages for PCP notivating its use are as foll ows:

0o PCP can be used to install state in upstream devices such as NAT,
firewalls or other flow aware devices.

o PCP can be used to notify a failure that may occur at an upstream
PCP-control |l ed device, and therefore the PCP client can react
accordi ngly.

o PCP allows learning the lifetime of installed mappi ngs and woul d
t herefore avoid overloading the network and service platformwth
keepal i ve nmessages. This also saves the battery resources for
wi rel ess and nobil e end-user devi ces.

o PCP can be used to notify the network with the flow
characteristics so as to enforce policies at the access segnent.

o0 PCP can be used to receive informative information fromthe
network so that client may use themto select the interface to use
to place a session.

o0 PCP can be extended easily to allow reporting capabilities to a
renote server

o0 Extending PCP with the FEEDBACK feature avoi ds maki ng assunptions
on how nedia streans are exchanged (e.g., RTP, | AX m ni-franes,
etc.).

o PCP extension does not require an OS support. The feature can be
managed at the application |evel.

5. FEEDBACK PCP Option
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Thi s docunment presents an extension to PCP through the definition of
FEEDBACK option in PCP. The FEEDBACK option ainms to signal feedback
i nformati on between the end-user application, the network and service
platformto help optimzing the network and devi ces resources and
enhanci ng the users experience. This feedback nechani sm nakes al so
use of the PCP FLOADATA option [Flowdata]. This neans that the PCP
client sends both FLOADATA and the FEEDBACK options in the sane
requests.

The information signaled in the FEEDBACK Option may include the
screen size, screen resolution and battery | evel as device
capabilities information and the users |ocation, environnent type and
nmobility status as context information on the user side. This
information is signaled once at the begi nning of the session and can
be updated upon variation. Following the information signaling, the
PCP server uses the FEEDBACK option to signal its ability of

provi ding content with characteristics matching the device and
network resources as well as the user context. This information will
be used by the application server and by the network (through the

m ddl e box network nodes having service functions) for optim zed
content adaptation as explained in Section 3.

The FEEDBACK option does not nake any assunption on the presence of
NAT and/or firewall. In particular, PCP-based nechanismto
instantiate state in an upstream NAT, firewall and any other flow
awar e device are not inpacted by the use of FEEDBACK opti on.

The PCP client is inplenented at the end-user device and the
application server (content server), and the PCP server is

i npl enented at the m ddl e box network node storing the content and

t he application server. The PCP client may be configured with

mul tiple I P addresses; each of thempointing to a distinct PCP
server. The PCP client will contact all these PCP server in parallel
as discussed in [I-D.ietf-pcp-server-selection].

A PCP Proxy [PCPProxy] functionality can be enabled in internediate
nodes (e.g., Custoner Prem se Equi pnent (CPE)) on the path between
the PCP client and the PCP server.

Upon recei pt of the FEEDBACK option by the PCP Server, its content is
passed to the Application Server that deci des whether an action is
needed to serve the requesting client to better acconmodate its
resources and conditions.

The procedure for generating a request that includes the FEEDBACK
option, handling a request that includes the FEEDBACK option, and
generating a response to a request that includes the FEEDBACK option
is simlar to the behavior specified in [Fl ondata].
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Triggers to generate a request that capture the network conditions
and device recourses in a FLOADATA and FEEDBACK options are local to
the application. How the application server or network m ddl e boxes
nmakes use of the content of the FLOADATA and FEEDBACK options is al so
| ocal to the PCP Server and to each the decision-nmaking process at
the Application Server side or network m ddl e box node.

5.1. PCP Request and Responses

The PCP client follows the steps of generating the PEER and MAP
opcodes request and response as described in [Flowdata]. The
FEEDBACK option is included in the request and response according to
the format described in this section.

Opti on Name: FEEDBACK

Nunber: to be assigned by | ANA

Pur pose: Describe to the network information on the end-user
application and user context (e.g., device characteristics,
buffering status as indication of the network conditions,

| ocation, environnment |ight/noise, nobility status), and
informati on on the content that can be provided by the application
server.

Valid for opcodes: PEER and MAP

Length: 16 Cctets

May appear in: request. My appear in response only if it
appeared in the associ ated request

Maxi mum occurrences: 1

The FEEDBACK option request has the follow ng format:

0 1 2 3

01234567890123456789012345678901
i S T T i S o o I s T STt S
| Opti on code=TBA| Reserved Opti on]| Option Length= 16 |
T i S i e S S S S S ik i
| Reser ved |
I T i S e S S i SU N S S
| SRPW |
T i o S i S S i i S e e T 2
| SRPH |
D T S i I S i S S e e T
| BLS | SSz | EnvNs| EnvLt | M5t at | Locati on |
I T S T e S e T o SUE N S SRS

Figure 1. FEEDBACK Option Request

The fields are descri bed as foll ows:
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0 SRPW Screen Resolution Pixels in Wdth, giving the nunber of
pixels in wdth for the screen. This field takes a value O if no
i nformati on/update is required to be sent.

0 SRPH. Screen Resolution Pixels in Height, giving the nunber of
pi xels in height for the screen. This field takes a value 0 if no
i nformati on/update is required to be sent.

o BLS: Battery Level Status. The follow ng values are defined:

* 0 if no information/update is required to be sent
* 1= fading,

* 2= weak,

* 3= medi um

* 4 = high,

* 5= very high.

0o SSz: Screen Size of the device. The follow ng values are defi ned:

* 0 if no information/update is required to be sent,

* = very small

* = smal |,

* = medi um

* = big,

* = very big.

o EnvNs: Environnent noise level. The follow ng val ues are defi ned:

* 0 if no information/update is required to be sent
* = very smal |
* = smal |,
* = medi um
* = noi sy,
* = very noi sy.
o EnvLt: Environnment light level. The follow ng values are defined:

* 0 if no information/update is required to be sent
* = poor,
* = dim
* = good,
* = bright,
* = very bright
o Mstat: User activity and nobility status. The follow ng val ues
are defi ned:

* 0 if no information/update is required to be sent
* 1 = static,
* 2 = weak mobility (e.g., walking),

3= regular nmobility (e.g., running),
* 4 = high nobility (e.g., in train)

o0 Location: Gves the user location. This field takes a value 0O if
no information/update is required to be sent.
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The FEEDBACK option response has the follow ng format:

0 1 2 3

01234567890123456789012345678901
il e e i S e e S i ol IR NI R S R S o e
| Opti on code=TBA| Reserved Option| Option Length= 16 |
i i T S S I e Th s S S o S e S S i A
| PCP Server Notification |
B R i e o T T e S R o it sl T S T s S e e S e e s
| SRPW |
il e e i S e e S i ol IR NI R S R S o e
| SRPH |
i i T S S I e Th s S S o S e S S i A
| BLS | SSz | EnvNs| EnvLt | M5t at | Locati on |
B R i e o T T e S R o it sl T S T s S e e S e e s

Figure 2: FEEDBACK Opti on Response

The field PCP Server Notification shows the response status for the
sent request:

o 0= request cannot be satisfied,

o 1= the request can be partially satisfied,
0 2= the request can be satisfied,

0o 3= the request can be fully satisfied.

The content of the remaining fields are echoed fromthe request.

6. Security Consideration
The security consideration for PCP in RFC 6887 [ RFC6887] and the PCP
client authentication [PCPAuthentication] are sufficient to ensure
security and host authorization for the proposed PCP extension in
t hi s docunent.

7. | ANA Consi der ati on

I ANA is requested to assign a new PCP option called FEEDBACK in the
| ANA registry for PCP [ pcp-iana)].
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Appendi x A. Existing Protocols of Relevance to User’s Feedback

Information and their Limtations

Sonme existing protocols can convey devices characteristics and
i nformati on on the user, however with limted applicability.
Exanpl es are:

o SIP [ RFC3840]

*

Provides a specification for capabilities and characteristics
in SIP User Agent (UA). Capabilities and characteristics
information is carried as paraneters of the Contact header
field and can be used within REGQ STER requests and responses,
OPTI ONS responses, and requests and responses creating dial ogs
(such as I NVI TE)

SIPlimtation for the explained use-cases: i) the need of
addi ng the SIP protocol stack in video stream ng servers, ii)
SI P does not rely on network entities and is mainly an
application specific protocol, and iii) SIP is not appropriate
for "live" real-time control with no network priority to SIP
control s.

O her Signalling protocols such as | AX are used to establish
medi a sessi ons.

o HITP 1.1 [ RFC2616] and HTTP2.0 [I-D.ietf-httpbis-http2]

*

HTTP can incorporate information on the device and the user in
its headers (e.g. Accept or Use-Agent headers), however this
will not be a generic solution to any underlying transport

pr ot ocol .

Al so, HTTP by its nature is a stateless protocol and activating
HTTP proxy functionality inpacts the performance of the network
which imts the conmuni cation through proxies.

o SDP [ RFC4566]

*

Moust af a,

SDP is neant to provide a standard representation for session
description without incorporating a transport protocol, w thout
a focus on user’s feedback information
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* SDP is used for the session negotiation at the beginning of the
session and so for the devices characteristics and the user
i nformation could not be directly signaled in real-tine

* SDP uses protocols as SIP and RTSP that are not intercepted by
m ddl e nodes in the network which limts its applicability.

* SDP is not used in some non-SIP depl oyenent contexts.
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